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 Digital transformation (DT) is one of the key technologies with effective 

impacts on many traditional processes towards a digital world. DT influences 

the way other digital services behave. Hence, there is a need to consider DT-

related processes carefully specifically while designing phase. DT contributes 

to many services. It can, for example, contribute to implement security tasks 

applied to digital contents and therefore can be applied to change contents 

being secured. One of the transformation ways applied in security is to 

consider the way those digital contents are being stored or transferred. This 

paper proposes a DT algorithm (DTA) for energy internet-of-things (EIOT) 

contents. DTA consists of two steps, to convert original contents to another 

digital form and to transfer that form utilizing IOT. This paper utilizes DT in 

term of security. EIOT contents are converted to increase security. It is aimed 

to transfer EIOT contents to destination safely and efficiently. Thus, EIOT 

contents are transformed first to hide original contents. To make sure that the 

transferring process is done safely, DTA is evaluated in terms of efficiency, 

accuracy, and robustness. Results confirm that DTA is efficient, accurate, and 

robust against loss of bits caused by transferring. 
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1. INTRODUCTION 

Digital transformation (DT) simply refers to change a form of data contents to another utilizing the 

conception of digitization [1] or capability of a process to be transform in a digital way to come up with a 

successful and effective result [2]. It is also defined as the state of two digital forms of data contents being 

changing digitally. One of these examples is the cloud computing. There are however several examples e.g., 

binary conversion, software development, and so on. Due to importance of DT and being developed rapidly, there 

have many fields utilized its impact and features. DT can influence the performance of such processes to enable 

them for rapidly developed results. The behavior of processes has been effectively enhanced [3]-[6].  

DT has contributed in enhancing performance of processes for different areas and applications [7]-

[10]. For example, DT has an obvious impact to logical systems and also industry world such as transistors 

development reaching digital computers development [11]. Furthermore, DT has accelerated the change of the 

Internet’s development. Therefore, many other associated services and processes get effected and enhanced. 

https://creativecommons.org/licenses/by-sa/4.0/
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As for example, high demand(s) on Internet-related equipment and operations at different layers and 

conceptions starting from information technology [12]. This change has led to introduce new Internet-utilized 

era specifically for e-commerce and smart internet-based processes [13], [14].  

DT has contributed to establish a number of fields such as digital information, media and  

technology [15], video processing, cognitive systems, security [16], smart systems, and Industry 4.0 [17] and 

other fields such as information system in digital business problems [18]. Digital information was first time really 

introduced and used in as a code in 1941 [19]. The programmable computer to use binary coding has been 

designed. In that design, thousands of transistors have been included for the selected microprocessor as an 

example of digital information and transformation used for digital computers.  

In addition, in media and technology, DT has helped enhancing related services and functions that can 

be implemented in a semi- real-time behavior utilizing digitization technologies to exploit hardware sensors 

achieving a digital transformation concept as in virtual reality (VR) to contribute to industrial production 

services [20]. Similarly, video data processing has enhanced many other related services and products for 

several sectors [21] e.g., industry, communication, health, security systems, unmanned aerial vehicles (UAV), 

and 3D frames sequences. For these applications, a huge amount of data contents is processed and therefore 

video processing is considered important for DT. Not far from this sector, audio and image codecs [22] is one 

of the key sectors that has been exploited DT to enhance its services to enhance listening and recording services 

for a better digital era. Sometimes, audio codecs related processes will be integrated in hardware [23] utilizing 

the conception of digital transformation. Research studies have considered DT-utilized business and e-markets 

in many sectors [24], [25]. One of these sectors is banks whereas a research study proposing a method to utilize 

digital technologies that transform banks-related classical processes into digital ones is discussed in [26]. 

DT has contributed to many sectors in our digital life areas in smart ways. One of these sectors is the 

smart energy. That includes energy smart management for all energy-related sources. Of the effective energy 

smart management way is to increase the security of energy-related systems e.g., smart meters, and data-driven 

services. Security starting from collection of energy-related data sources (plaintext), to performing encryption 

scheme, to performing analysis of digital image process for security purposes, to performing actionable 

instructions towards hardware equipment e.g., automatic secure gates and biometrics security authentication 

devices. This research study concerns the conversion of original data contents to another types of data format. 

The second concern of this paper is to propose a mechanism that changes the way the data contents are stored 

by. This paper is organized as follows: in section 2, the proposed concept of digital transformation framework 

will be explained. Section 3 presents the proposed digital transformation algorithm (DTA) of EIOT contents. 

Results and discussion are presented in section 4. Conclusion is drawn in section 5. 
 

 

2. THE PROPOSED CONCEPT OF DIGITAL TRANSFORMATION FRAMEWORK 

2.1.   Overview 

This proposed framework shows how energy related contents can be exploited by internet-of-things 

(IoT) applications. Energy IoT (EIoT) contents are considered for the aim of security. EIoT contents might be 

images or text data types which they will be converted to another data form (i.e., transformed) first and then 

transferred digitally. Then, it is used in its encrypted form by many smart EIoT-related applications. The 

proposed framework consists of two main steps as illustrated in Figure 1. 
 
 

 
 

Figure 1. Digital image transformation for IOT applications – a proposed framework 
 

 

2.2.  Data conversion to a 1D integer array 

The first step of the proposed framework converts the image into numbers. The aim is to use those 

numbers for encryption purposes. The flowchart of this step is depicted in Figure 2. As mentioned in this figure, 

there are two processes marked in red-colored signs. In the first one, the image-data will be the input (image 

#i) in order to detect its edges, for example. Those edges will be distinctly highlighted. Then, the edges detected 

image (IED) will be produced. A series of image conversions will be applied on image #i to produce IED. The 
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second process will represent the IED to a 1D array by using a series of mathematical operations on IED. To do 

so successfully, pixels’ intensities (i.e., positive integer values corresponding to image colors) of IED will be 

extracted. Those integer numbers will be converted to unknown numbers. They are ordered as a 1D 

alphanumeric array. 
 

 

 
 

Figure 2. Block-diagram of image-data conversion to a mathematical array  
 

 

2.3.  Digital transformation for collected data 

This step consists of three processes as illustrated in Figure 3. In this figure, there are three processes 

marked in blue, brown, and green colored boxes. The first process applies an encryption scheme to values of 

IED image (or EIOT contents) to produce an encrypted value. In the second process, the encrypted values will 

be sent to digital transformation storage. After that, they will be transferred via a cloud-based technique to a 

third party. The third process receives transferred information from cloud storage. The encrypted information 

is processed using IOT application(s). This information in its encrypted form could be used as a smart key to 

access a digital asset or used for smart services after they have been verified. 
 

 

  
 

Figure 3. Digital transformation block-diagram 
 

 

3. THE PROPOSED DIGITAL TRANSFORMATION ALGORITHM (DTA) OF ENERGY 

INTERNET-OF-THINGS (EIOT) CONTENTS 

3.1.  Overview 

Given is an un-encrypted data content, it is the aim to create a safe and secure environment while 

transformation of energy related data for energy security purposes. In this sub-section, the conception the 

digital transformation is performed for energy IOT (EIOT) will be discussed. EIOT contents might include 

data related to site, data related to devices and equipment, or data related to users and accounts involved with 

energy systems. These data are utilized by other related parties at destination(s). It is needed to send them to 

the destination by utilizing IOT medium e.g., cloud-based computing devices and systems. It is necessary to 
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keep such data private and secure. Therefore, data related to energy systems to be transferred to the destination 

using IOT technology is considered EIOT contents. Thus, transformation of these contents needs to be carefully 

and securely performed. Security of EIOT contents is highly considered. Thus, it is essential to change its raw 

form and convert it to unknown forms. Additionally, transferring these contents has to be verily done to make 

sure contents reach destination(s) efficiently.  
 

3.2.  Proposed DTA flowchart 

The proposed digital transformation algorithm (DTA) consists of two parts carried out in a securely 

performed manner. The first part is EIOT contents conversion and the second part is EIOT contents 

transferring. The first part concerns conversion of EIOT contents to another form by implementing encryption 

schemes while the second part considers the transferring of EIOT contents between the sender and receiver 

parties. The proposed DTA flowchart is shown in Figure 4. In this figure, there are three rounds of encryption 

using different schemes for conversion purposes of EIOT contents. These three rounds are in detail explained 

later. Once, the verification procedures are implemented before any data transferring has taken a place. 
 

 

 
 

Figure 4. The proposed DTA flowchart 
 
 

3.3.  The proposed EIOT contents’ conversion algorithm (EICA) 

EICA aims to change the known form of EIOT contents to an unknown form of data. To do so, 

conversion procedures of the original contents need to be implemented first on EIOT contents. Prior to the 

conversion procedure, there are few pre-processes performed to initialize related variables e.g., types of data 

and data preparation. 
 

3.3.1. Set site-collected data (ScD) values & types 

In this step, the site being used will be assigned a certain value. This value is set to point out that its 

site is considered for the conversion process. Meaning, there are many sites from which data is collected. Each 

time, only one site is processed. This is mathematically represented in (1).  
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𝑆𝑆𝑐𝐷 = 𝑆𝑖|𝑖 = 1,2, … 𝑛        (1) 
 

Where, 

− 𝑆𝑆𝑐𝐷  is the site to be selected 

− 𝑆𝑖 is the ith site already selected 

− 𝑖 is the assigned value to point out that the ith ScD is currently occupied and data is being collected from 

− 𝑛 is total number of sites. 

Another issue is that, there are two types of data considered which are images and texts data types. 

Sometimes, it is aimed to process one of two data types either an image or a text file. The formula applied to 

detect either an image or a text data type is selected is mathematically represented in (2). 
 

𝑇𝐷 = {
𝑖𝑚𝑔𝑆𝑖

, 𝑖𝑔 ≠ null AND 𝑖𝑥 = null 

𝑡𝑥𝑡𝑆𝑖
, 𝑖𝑥 ≠ null AND 𝑖𝑔 = null

      (2) 

 

Where, 

− 𝑇𝐷 is the data type file is selected 

− 𝑖𝑔 is an image indicator; if this value is true; then 𝑇𝐷 is an image collected from 𝑆𝑖, 𝑖𝑚𝑔𝑆𝑖
  

− 𝑖𝑥 is a text indicator; if this value is true; then 𝑇𝐷 is a text data collected from 𝑆𝑖, 𝑡𝑥𝑡𝑆𝑖
. 

As noticeable obvious from this equation, at each time, a single data type is processed.  

The pseudocode of both procedures (mentioned in (1) and (2)) will be provided in Algorithm 1. 
 

Algorithm 1. ScD function to set values and data-types 
main () 

For i =1 to n 

do { 

SScD=Si; 

ScDi; 

} while(!(Si==Null)); 

break(); 

End For 

If (Si⊃{{image|text}}) 
{ 

TD=call select(image, text); 

call conversion(TD); } 

End If 

End main() 

 

Once the site has been set to value “1”, that means the related site (SScD=Si) is considered. The next 

step is to select one type of data to be processed by converting original contents to another form of a  

non-understandable form by using two functions namely select () and conversion() for data-type, i.e., TD, 

selection and conversion, respectively. The select function receives two inputs and returns one output. Below 

is a graphical representation of the steps mentioned in the pseudocode for a more clarification purpose as shown 

in Figure 5. As can be seen in this figure, after values are set in regarding ScD, the type of data is selected 

before the data is sent to conversion. There are several steps applied to data in order to convert raw contents, 

as can be discussed in the following sub-sections. 
 
 

 
 

Figure 5. A graphical representation of Algorithm 1 related procedure 
 

 

3.3.2.  Certain EIOT content extraction  

In this sub-section, data is divided into two parts one of which will go for the conversion procedure 

first while the other part will be later converted using a different conversion procedure so that can increase 

security of EIOT contents. In order to do, contents of such data will be put in two parts in relation to TD, as 

formulated in (3) and (4). 
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𝑐1 = 𝑒1(𝑇𝐷)         (3) 
 

𝑐2 = 𝑒2(𝑇𝐷)         (4) 
 

Where, 

− 𝑐1 represents the first part of EIOT contents  

− 𝑒1 is the extraction function applied on 𝑇𝐷 to extract certain EIOT contents for the first conversion procedure 

− 𝑇𝐷 is the data type used 

− 𝑐2 represents the second part of EIOT contents  

− 𝑒2 is the extraction function applied on 𝑇𝐷 to extract certain EIOT contents for the second conversion 

procedure. 

As for the extracted contents, for the first conversion procedure, the input will be 𝑐1 while 𝑐2 is the input for 

another conversion procedure. There should have been two different conversion procedures applied to 𝑐1 and 

𝑐2, discussed in the following sub-sections. 

 

3.3.3.  Data conversion using encryption 

In this step, it is an encryption scheme applied to the first part of EIOT contents either an image data 

or text data. The formula used in this step is defined in (5). 
 

𝐶1𝐷
= 𝐸(𝑐1)         (5) 

 

Where, 

− 𝐶1𝐷
 is the data conversion procedure applied to the first part of EIOT contents 

− 𝐸(𝑐1) is the encryption of EIOT contents defined in (3) 

As then, (5) is re-written as in (6). 
 

𝐶1𝐷
= 𝐸(𝑒1(𝑇𝐷))         (6) 

 

As for a substitution to determine the type of data is been encrypted, (6) is re-formulated in (7). 
 

𝐶1𝐷
= 𝐸 (𝑒1 (

𝑖𝑚𝑔𝑆𝑖
, 𝑖𝑔 ≠ null AND 𝑖𝑥 = null 

𝑡𝑥𝑡𝑆𝑖
, 𝑖𝑥 ≠ null AND 𝑖𝑔 = null

))     (7) 

 

The proposed encryption scheme applied to 𝑐1 in which its data type is mentioned in (7) is shown in Figure 6. 

The output is stored in a form of binary numbers as formulated in (8). 
 

𝐶1𝐷
= 𝑏𝑖𝑛 (𝐸(𝑐1, 𝑘𝑐1

))        (8) 

 

Where, 

− 𝑏𝑖𝑛(… ) is the binary conversion function applied to the encrypted value 

− 𝐸(… ) is the encrypted function applied to both EIOT contents, 𝑐1, and the related secret key, 𝑘𝑐1
. 

 

 

 
 

Figure 6. Conversion procedure of first part of EIOT contents, i.e., c1 

 

 

3.3.4.  Encryption using three-valued logic (3VL) 

Certain EIOT contents that have not been converted by the first procedure, i.e., 𝑐2, will be processed in 

this part. Specifically, 𝑐2 will be encrypted using a different encryption scheme. Firstly, those EIOT contents will 

be divided into blocks of data as in (9). An extended mathematical representation is defined in (10).  

 

𝐵[… ] = {{𝑏𝑙𝑜𝑐𝑘𝑖;  𝑖 = 1,2, … 𝑚}       (9) 
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𝐵[… ] = {{𝑏𝑙𝑜𝑐𝑘1, 𝑏𝑙𝑜𝑐𝑘2, … 𝑏𝑙𝑜𝑐𝑘𝑚}    (10) 
 

Secondly, each block will be converted to binary numbers. Thirdly, each binary block will be 

converted into three-valued logic (3VL) numbers. Each third binary value exists in binary blocks will be 

replaced by a trinary <xy> value. Finally, an encryption scheme is applied to 3VL blocks, one-by-one,  

using (11). 
 

𝐶2𝐷
= 𝐸({{𝑏𝑙𝑜𝑐𝑘1, 𝑏𝑙𝑜𝑐𝑘2 , … 𝑏𝑙𝑜𝑐𝑘𝑚}, 𝑘𝑐2

)    (11) 
 

This proposed procedure is explained in a more detailed way as illustrated in Figure 7. 
 

 

 
 

Figure 7. A graphical representation of the proposed 3VL block-diagram 
 

 

3.3.5.  Encryption scheme using PRNG-based complicated secret key 

In this step, EIOT contents encrypted earlier will be encrypted in two subsequent schemes. So far as 

discussed earlier, EIOT contents consist of 𝑐1 and 𝑐2. Each scheme will be fed by a distinctively different secret 

key. A pseudorandom number generator (PRNG) is used to generate a complex secret key with long size. The 

proposed block-diagram of this encryption scheme is shown in Figure 8. 
 

 

 
 

Figure 8. Encryption scheme using PRNG for secret key(s) 
 

 

In this figure, there are two rounds of encryption using different secret keys. Before any encryption 

scheme is done, a logical XOR operation is performed on previously encrypted EIOT contents, which are 𝐶1𝐷
 

and 𝐶2𝐷
. The logical formula applied to perform XOR operation is defined in (12). 
 

𝐶𝐷 = 𝐶1𝐷
⊕ 𝐶2𝐷

         (12) 
 

Before the XOR operation is performed, a formalization process to adjust length of both 𝐶1𝐷
 and 𝐶2𝐷

 in relation 

to binary numbers is done by using (13) and (14). 
 

𝐶1𝐷
= 𝑓𝑓𝑜𝑟𝑚(�̂�1𝐷

)         (13) 
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𝐶2𝐷
= 𝑓𝑓𝑜𝑟𝑚(�̂�2𝐷

)         (14) 
 

Where: 

− �̂�1𝐷
 and �̂�2𝐷

 are series of binary number for the converted first and second parts of EIOT contents before 

they are formalized, respectively 

− 𝑓𝑓𝑜𝑟𝑚(… ) is the formalization function 

− 𝐶1𝐷
 and 𝐶2𝐷

 are series of binary number for the converted first and second parts of EIOT contents after 

they are formalized, respectively. 

For encryption, there have been two rounds of encryption implemented using two different secret keys 

with the help of PRNG. For this purpose, there are two procedures implemented to do encryption using (15) and 

(16). Furthermore, two PRNG-based secret key generation procedures are performed using (17) and (18). 

 

𝐸1 =  𝐸(𝐶𝐷, 𝐾1)          (15) 

 

𝐸2 =  𝐸(𝐸1, 𝐾2)          (16) 

 

𝐾1 = 𝑓1(𝑋𝑛)          (17) 

 

𝐾2 = 𝑓2(𝑋𝑛)          (18) 

 

Where 𝑓1(𝑋𝑛) and 𝑓2(𝑋𝑛) are functions of PRNG-based definition(s) used to generate K1 and K2, respectively. 

They are mathematically defined in (19) and (20). 

 

𝑓1(𝑋𝑛) = 𝑓1((𝑎1𝑋𝑛 + 𝒸) 𝑚𝑜𝑑 𝓂)        (19) 

 

𝑓2(𝑋𝑛) = 𝑓2((𝑎2𝑋𝑛 + 𝒸) 𝑚𝑜𝑑 𝓂)        (20) 

 

3.4.  The proposed EIOT contents’ transferring algorithm (EITA) 

Transferring EIOT contents is not a simple straightforward task. Tاis step performs several procedural 

verifications to make sure the security issue is considered, which are as follows: 

 

3.4.1.  Time-based verification (TbV) 

This procedure of verification is performed in a scheduling manner using a time-intervals mechanism. 

At each interval of time, the TbV runs a group of procedures to verify the followings: 

− is number of transferred blocks true? Enblock
 → Efficiency analysis 

− have all transferred blocks of data been received accurately and correctly? → Accuracy measurement 

analysis 

− how many blocks were defeated? → Accuracy measurement analysis 

− how many blocks were received? → Robustness against unauthorized actions and attacks → security 

detection rate 

 

3.4.2.  Error-free verification (EFV) 

EFV makes sure that there is error-free while transferring in terms of block-bits loss. If there is a 

block’s bit lost, it is considered that EFV=False. This is mathematically defined in (21). 

 

𝐸𝐹𝑉 = {
𝑇𝑟𝑢𝑒, 𝐵𝑏𝑙𝑜𝑐𝑘𝑖

= ! (𝑁𝑈𝐿𝐿)

𝐹𝑎𝑙𝑠𝑒, 𝐵𝑏𝑙𝑜𝑐𝑘𝑖
= 𝑁𝑈𝐿𝐿

       (21) 

 

If there is a possibility that a single bit, 𝐵, that belongs to a block of data 𝑏𝑙𝑜𝑐𝑘𝑖  is lost, its returned value to 

the variable 𝐵𝑏𝑙𝑜𝑐𝑘𝑖
 becomes Zero or as defined in (21) is a NULL, therefore, there is an error and it means no 

error-free; thus, 𝐸𝐹𝑉 must be 𝐹𝑎𝑙𝑠𝑒, and vice versa. To say there is an error, it is important to check if there is 

a loss in blocks’ bits or not. To make sure for such a case; it is important to check these conditions: If loss of 

𝐵𝑏𝑙𝑜𝑐𝑘𝑖
 at least contains one bit, 𝐵𝑏𝑙𝑜𝑐𝑘𝑖

= 𝑁𝑈𝐿𝐿 and If loss of 𝐵𝑏𝑙𝑜𝑐𝑘𝑖
 equals to 0 bit, 𝐵𝑏𝑙𝑜𝑐𝑘𝑖

! (𝑁𝑈𝐿𝐿). This is 

done using (22). 

 

𝐵𝑏𝑙𝑜𝑐𝑘𝑖
= {

! (𝑁𝑈𝐿𝐿), 𝑙𝐵𝑏𝑙𝑜𝑐𝑘𝑖
< 1

𝑁𝑈𝐿𝐿, 𝑙𝐵𝑏𝑙𝑜𝑐𝑘𝑖
≥ 1

        (22) 
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If only 1-bit is lost, it is considered: EFV includes an error (i.e., 𝑙𝐵𝑏𝑙𝑜𝑐𝑘𝑖
= 1) and that could affect efficiency of 

the proposed DTA. But, if more than 1-bit is lost, it is considered EFV includes several errors (𝑙𝐵𝑏𝑙𝑜𝑐𝑘𝑖
> 1) and 

a defeated block exists which may affect accuracy of DTA. 
 

3.4.3.  Error correction code (ECC) 

Once a block has been transferred, it is necessary to make sure that there is no error and no need to 

correct it. This code equals to one of two logical values; either 0 or 1, as defined in (23). 
 

𝐸𝐶𝐶 = {
0, 𝐸𝐹𝑉 = 𝑇𝑟𝑢𝑒
1, 𝐸𝐹𝑉 = 𝐹𝑎𝑙𝑠𝑒

         (23) 

 

Iff 𝐸𝐶𝐶 = 0, then that means there is no error and 𝐸𝐹𝑉 = 𝑇𝑟𝑢𝑒. Thus, this case is suitable to transfer further 

blocks. But, Iff 𝐸𝐶𝐶 = 1 then an error exists and cannot transfer EIOT contents. 
 

3.4.4.  Confirmation notification of transfer (CNT) 

If ECC==Zero, a notification to confirm suitability of transferring is sent to the sender party. The 

proposed pseudocode to briefly explain how the CNT is implemented is provided in Algorithm 2: 
 

Algorithm 2: CNT process 
If(ECC==0) 

{ 

CNT= True; 

Transferring = enabled; 

} 

End If 

 

 

4. RESULTS AND DISCUSSION 

In this section, there are three evaluation types performed which are: efficiency, accuracy, robustness, 

and computational complexity of the proposed DTA. 
 

4.1.  DTA Efficiency 

The proposed DTA considered the quantity being transformed at firstly. In this type of evaluation, the 

number of blocks has been transformed will be calculated. If the number of blocks denoted by: 𝑛𝑏𝑙𝑜𝑐𝑘  in a 

relation with 𝑏𝑙𝑜𝑐𝑘𝑖 is as maximum as 𝑛; that means it is efficient in terms of quantity. To do so, (24) is used. 
 

𝐸𝑛𝑏𝑙𝑜𝑐𝑘
=

𝑓(𝑏𝑙𝑜𝑐𝑘�̈�)

𝑏𝑙𝑜𝑐𝑘𝑖
%         (24) 

 

Where, 

− Enblock
 denotes the efficiency percentage 

− f(blockT̈) denotes a sum function that calculates how many blocks have been transformed (blockT̈), 

successfully 

− T̈ denotes a block that has been transformed successfully 

− blocki denotes the total number of blocks before the transformation function is implemented. 

There are 118 samples to which DTA has been applied. Length (size) of each sample belongs to one 

of two lengths. Meaning, there have been two lengths each sample belongs to selected. One length has been 

set to 25 blocks and the other one has been set to 37 blocks. There are then two experiments carried out to 

which (24) is applied. Samples used in these experiments are summarized in Table 1. Once, (24) has been 

applied on experiments mentioned in Table 1, results obtained then are shown in Figure 9. In this figure, 1712 

and 1739 successfully transformed blocks are obtained for experiments 1 and 2 with efficiency percentages 

equal to 97.8 and 97.9%, respectively. 
 

 

Table 1. Samples and types of samples 
Experiment #samples/ experiment Length Type 

1 70 25 Text 

2 48 37 Image, text 

 

 

4.2.  DTA accuracy based on bits of blocks 𝐁𝐛𝐥𝐨𝐜𝐤𝐬 

In this evaluation, bits of blocks are considered. The number of bits has not been successfully 

transformed is obtained. This number of bits will affect the accuracy of the proposed DTA. In order to perform 



TELKOMNIKA Telecommun Comput El Control   

 

A secured data transform-and-transfer algorithm for energy internet-of-things … (Abbas M. Al-Ghaili) 

1881 

this measurement, there are two mathematical procedures implemented, which are as follows: first, while there 

are two experiments consisting of 70 and 48 samples with 25 and 37 blocks, respectively. Amongst these two 

experiments, 1712 and 1739 blocks were successfully transformed. Unsuccessful transformed blocks are 

mentioned in Table 2. 

Second, the received transformed no. of bits is to be 883456. But, the accurate number of bits has 

been received is 881702 bits. That means a number of bits has been lost and that will affect the accuracy of 

DTA. Percentages of successful transformed bits for two experiments as well as averaged accuracy of the 

proposed DTA will be shown in Figure 10. As can be seen in this figure, the accuracy of DTA is affected not 

only by transformed blocks but by bits being lost. Thus, the DTA accuracy has been reduced to 97.67% due to 

loss a number of bits while transformation. 
 
 

 
 

Figure 9. Evaluation of DTA in terms of efficiency and successful transformation rate 
 

 

Table 2. Unsuccessful vs. successful transformed blocks  
Experiment Status of transformation #Blocks Bits/block Total no. bits 

1 Unsuccessful 1750-1712 = 38 256 256*38=9728 

Successful 1712 256*1712=438272 
2 Unsuccessful 1776-1739 = 37 256*37=9472 

Successful 1739 256*1739=445184 

Total Unsuccessful 38+37=75 19200 
Successful 3451 883456 

 

 

 
 

Figure 10. DTA’s accuracy evaluation  
 
 

4.3.  Robustness of DTA 

As discussed above, accuracy of DTA has been reduced due to several issues. One of these issues is 

that a number of bits from several blocks have not been received. Some blocks have been defeated totally and 

some others have partially received. All these issues have affected the performance of the DTA. Nevertheless, 

the proposed DTA is still considered robust against many factors that affect it performance. While the reduction 

in accuracy has been slightly occurred, the DTA accuracy is considered high and the unsuccessful 

transformation rate was  0.01%. 
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4.4.  Computation complexity of DTA 

There is one for loop i=1 to n, there are n times of repetitions of executable commands or instructions 

plus one instruction. That means, the computation complexity will be given in (25). 
 

𝐶_𝐶𝑋𝑇𝑌 = 𝑛         (25) 

 

Where the 𝐶_𝐶𝑋𝑇𝑌 and 𝑛 represent the computational complexity of the proposed algorithm and the obtained 

value of _𝐶𝑋𝑇𝑌, respectively. 

 

 

5. CONCLUSION 

This paper has proposed a digital transformation algorithm (DTA) in order to perform a 

transformation-based process applied to Energy related contents utilized IOT technology in which data is 

collected from a site. The DTA includes an EIOT-contents’ conversion algorithm (EICA) and  

EIOT-contents’ transferring algorithm (EITA) to implement a conversion process applied to EIOT contents 

first before the transferring is done by EITA. The DTA has been evaluated in terms of efficiency, accuracy, 

and robustness. The DTA has confirmed it is efficient in transferring EIOT contents with averaged percentage 

equals to 97.8%. The accuracy obtained from experiments has been found 97.7%. Obtained results have 

confirmed the robustness of the proposed DTA with an unsuccessful rate 0.0%. The proposed DTA has an 

impactful role on traditional processes in terms of security and computation time. The proposed DTA has 

helped solve the successful transferring rate with a very low loss-in-bits compared to other traditional 

algorithms. The novelty of the proposed DTA is that it helps reduce the loss-in-bits while transferring. 
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