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 Telemedicine platforms have emerged as one of the most harnessed studies 

in recent years, especially after the spread of pandemics. Due to the 

epidemic, telemedicine distribution to rural or isolated areas has become an 

urgent need. However, there are several obstacles to providing remote 

medical care, the most significant of which is protecting patient data while 

sustaining the speed of communication between the patient and the medical 

staff. The significant of this study is to provides a lightweight 

encryption/decryption technique that uses on the internet of medical things 

in stance of bio-sensors and bio-actuators. This study is one of the 

cybersecurity approaches, such type of encryption has little effect on the 

speed of data transmission. The Diffie Hellman technique is used as a 

lightweight encryption method because it includes four encryption-keys. 

The efficiency of the proposed encryption method has been compared with 

several equivalent methods. According to experimental results, the proposed 

encryption method represents a lightweight and secure method which can 

accomplish the level of protection that required to secure medical 

information despite the data’s disarray. 
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1. INTRODUCTION 

Telemedicine platforms have evolved into popular services that affect our daily lives by constantly 

interacting with our medical activities via built-in sensors. The sensors are found internally in many types 

of electrical equipment that we utilize on a routine basis. For example, detecting the possibility of getting 

corona virus by using the quick request code (QR code) on a mobile phone and transmitting the information 

to a central database for telemedicine data processing. In a network of sensors, data is collected and 

distributed. Everything is under the auspices of the so-called internet of medical things (IoMT) and the 

telemedicine delivery system (telemedicine). The main key concern is how to share and secure this massive 

and complex array of sensors. The telemedicine platform provides a common platform for all of these sensors 

to transfer relevant information meanwhile a shared language for them all to communicate with each other. 

Medical data is acquired from various sources and evaluated to find the essential information and increase 

efficiencies in accordance with the patient’s needs. The topic of secure sensitive data at the network level is 

still being researched and studied as a scientific challenge. The issue of protection telemedicine platform is 

complicated, as some research were mentions. Some researchers focused on the random shuffling of medical 

images as a lightweight, cluster-based medical image coding technique. A lightweight crypto IoT system 

based on Henon’s chaotic approach was utilized in one research [1]. Another study proposes a data 
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compression technique for image encryption that uses seek and elective encryption pixel [2], [3]. To secure 

transmission of medical images, another researcher employed a hybrid strategy that includes chaotic and 

Henon encryption [4]. The watermark insight for medical images have also been discussed using the singular 

value decomposition (SVD) and slantlet transform (SLT) [5]. Despite not taking into account the encryption 

key-size, which increases the number of bits in the packets and thus costs time. To ensure security, several 

researchers used the hyper chaotic internet of things (IoT) biosensors and actuators in novel 5-D with a 

significant encryption method. The PRESENT-SPECK algorithms are combined with the suggested lightweight 

chaotic IoT system to create the security mechanism [6], [7]. This suggested scheme offers a high level of 

security but not a lightweight approach to use with a large amount of data. The Feistel-encryption-system (FES), 

modify-advanced-encryption-system (M-AES), and modify-scaled-zhongtang-chaotic-system (M-SCZS) 

algorithms offered by several researchers as an innovative solution for surgical telemedicine. The encrypted 

transmitted information is kept under request by using the information accountability framework (IAF) during 

real-time surgery, which slows down the surgery as a side effect [8]. The elliptical curve Diffie Hellman has 

also been discussed carefully as a secure transition for the robotic surgery session [9]. The session has 

established between the surgeon’s station and the interactive mechanical arm. Both are devices rather than 

lightweight sensors, which are decreasing transmission efficiency [10]. Remote patient monitoring has been 

the topic of several researchers. Patient health is monitored in real-time, allowing for timely and appropriate 

medical treatment. An authentication technique based on body area network (BAN) logic has been devised to 

secure the connection. This study does not address the problem of time [11], [12]. Numerous researchers have 

attempted to secure social networks (VSN) for ambulance vehicles utilizing re-fragmentation in the context of 

cybersecurity, but the middleware used at the application layer in the transmission control protocol/internet 

protocol (TCP/IP) protocol does not adhere to the lightweight ideology [13]. The electrocardiogram (ECG) 

signal is one of the most significant medical signals that must transfer to a hospital or clinic. ECG signal 

encryption for security applications has been the focus of some studies [14]. The strategy of encryption here 

is to combining ECG signals with surrounded sound noise signals by utilizing audio codecs. The scenario of 

combining encoder signals with noise may result in a longer wavelength and fewer time savings than 

anticipated [15], [16]. The emergence of the lightweight by using quantitative encryption for the secure 

transmission of medical data has opened the way to research opportunities to protect information 

transmission at high speeds and efficiency, but the challenge of whether these researches can be completed at 

an affordable cost remains under discussion [17], [18]. This research provides a secure lightweight 

telemedicine platform to achieve the following objectives: as seen in Figure 1. 

1) Using a lightweight IoT protocol to ensure the speed of encrypted medical data transmission due to the 

importance of the time factor for the patient. 

2) Improving the security of data transmission using the Diffie Hellman encryption method, which 

contents four encryption keys (pair public keys, pair private keys), which reduce the size of the 

transmitted packet and thus achieve fast encrypted medical data transmission. 
 
 

 
 

Figure 1. A lightweight chaos-based telemedicine encryption scheme using Diffie Hellman 
 

 

The following is the outline of the paper. In the second section, theoretical concepts relating to the 

suggested method are provided. In section 3, the suggested Diffie Hellman technique implementation for 

encrypting telemedicine platforms is given. Section 4 display the method’s results, followed by a discussion 

of the research in section 5. Finally, section 6 includes the conclusion and forward-looking considerations. 
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2. PRELIMINARIES 

This section offers theoretical information on the telemedicine platform and the usage of chaotic 

cryptography to protect telemedicine networks using a lightweight cryptographic approach to the IoT using a 

lightweight cryptographic approach to the IoT. As an asymmetric encryption method, Diffie-Hellman (DH) is 

an excellent choice for securing telemedicine networks. In addition, the asymmetric key strategy 

(public key + private key) is difficult-to-guess data encryption to realize the benefits of decentralization in terms 

of cybercrime defense. To ensure that the session between the therapist and the patient is simultaneously 

secured, DH and lightweight anarchic cipher must collaborate. 

 

2.1.  Lightweight cryptography in IoT architecture layers 

The application layer, the data processing layer, the network layer, and the sensor layer are four 

layers of the IoT architecture, as shown in Figure 2. The network layer might consist of Wi-Fi, Bluetooth, 

and other technologies. The data processing layer is the layer that contains all of the files. The application 

layer is the layer in which user interface decisions are decided. In a common computing environment, 

lightweight encryption is mostly utilized in the sensor layer, which users use to collect medical data or 

provide doctor instructions. It’s referred to as the IoT or intelligent object networks (IoN). A large number of 

limited internet-connected gadgets engage with one another over the network. The network nodes are critical 

because if one of them is hacked, the entire network might be jeopardized. However, implementing suitable 

encryption techniques is difficult. Consequently, there are various vulnerabilities in the network that may be 

attacked. Actual side tunnel attack, encrypt analysis attack, software layer attack, Internet violent attack 

where the number of IoT apps increases the quantity of raw data created, and attacks that influence security 

are all possible categories. As the internet of things expands into critical sectors such as telemedicine and 

financial security, the need for lightweight cryptography will grow. Lightweight cryptography is an 

encryption algorithm or protocol designed to be implemented in restricted environments for instance sensor 

networks, healthcare IoT, radio frequency definitions. IoT applications are more vulnerable to security 

threats. The Internet of Things and its applications are complex and dynamic, which introduces new kinds of 

security concerns. IoT applications require a method in the network layer to robust the lightweight sensor 

layer method for data chaos to achieve secure end-to-end connections, yielding integrated security in IoT 

components. The Diffie Hellman hypothesis has been suggested within the umbrella of cybersecurity to 

avoid security attacks on the network layer [19].  

 

 

 
 

Figure 2. IoT architecture (layers and components) 

 

 

2.2.  Diffie Hellman method 

Diffie-Hellman algorithm has been emergent by Whitfield Diffie and Martin Hellman. It’s also known 

as one trap key exchange method or key agreement algorithm, in 1976. DH is used to produce the asymmetric 

cryptographic key at both the doctor and the patient, avoiding the need to transfer the key from one to the other. 

Notice that the DH technique is only used for key exchange, not for message encryption or decryption. If the 

doctor and patient want to communicate, they must first agree on a common key established using the DH 

method, which they may then use for encryption or decryption by lightweight encryption [20]-[25]. Figure 3 

illustrates the Diffie Hellman key exchange algorithm for the Internet of Health Things (IoHT). First of all, the 

doctor generates a random private key. Inside the doctor’s terminal, a doctor’s public key is calculated from the 

doctor’s private key. The doctor’s private key is kept on the doctor’s terminal side, and the doctor-generated 

public key is sent to the patient’s terminal side. The same security procedure achieved in the patient side 

terminal simultaneously. Pair private and generated public keys represent the Diffie Hellman security scheme. 
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DH algorithm steps: if doctor and patient decide to communicate with each other through a 

telemedicine platform: 

1) Choose two prime integers 𝑝 and 𝑞 (𝑞 <  𝑝). 
2) On the doctor side, the doctor-private key as a random integer value 𝑋𝐴 needs to generate, and from this 

private key the doctor-public key 𝑌𝐴 is calculated as shown in (1). 

3) The doctor-public key 𝑌𝐴 is sent from the doctor terminal to the patient terminal on another side of the 

telemedicine platform. 

4) The patient chooses another random patient-private key 𝑋𝐵 independently as an integer value and 

calculates patient-public key 𝑌𝐵 as shown in (2). 

5) patient terminal sends the doctor terminal the patient-public key 𝑌𝐵. 

6) The doctor terminal is utilized now to calculate the doctor-secret key 𝐴𝐾 from (3). 

7) The patient terminal side calculates patient-secret key 𝐵𝐾  using (4). 

8) In case that the doctor-secret key 𝐴𝐾 equals the patient-secret key 𝐵𝐾 , then the key agreement method 

allows doctor and patient to communicate. 
 

𝑌𝐴 = 𝑞𝑋𝐴  𝑚𝑜𝑑 𝑝 (1) 
 

𝑌𝐵 = 𝑞𝑋𝐵  𝑚𝑜𝑑 𝑝 (2) 
 

𝐴𝐾 = (𝑌𝐵)𝑋𝐴  𝑚𝑜𝑑 𝑝 (3) 
 

𝐵𝐾 = (𝑌𝐴)𝑋𝐵  𝑚𝑜𝑑 𝑝 (4) 
 

Where, ∀ 𝑋𝐴 and 𝑋𝐵 < 𝑞. 
 
 

 
 

Figure 3. Diffie Hellman key exchange algorithm 
 
 

3. SECURITY SCHEME IMPLEMENTATION 

3.1.  Crypto system based chaotic lightweight IoT insight 

The chaotic lightweight IoT has been chosen to solve the obstacles of securing the variety of devices 

in IoT based on IoT security protocol. Since there is an urgent need to deal with different types of sensors 

and actuators. The suggested secure telemedicine platform is content from the following parts, as shown in  

Figure 4.  

1) Patient block: in this block, the patient sends his medical questions as plain text to the telemedicine 

platform without encryption.  

2) Acquisition of clinical signal: in this block, the biosensors and benchmarks in the patient body have 

been calculated and sent for the telemedicine platform. 

3) Application block: this block represents the interface between the patient and telemedicine platform. 

4) Private-key block: the block represents the initiation of calculation of public key to send. 

5) DH block: this block represents the ‘protection method used to secure the chaotic data. 

6) Network layer block: in general, the chaotic lightweight devices can be in the sensor layer of IoT 

protocol which does not protect the system as expected. For that reason, the paper suggests the DH 

method on the previous layer (network layer) to ensure secure data. 
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Figure 4. Telemedicine communication architecture: suggested design with data security 

 
 

3.2.  DH implementation 

The implementation scenario starts with activating DH on signals of sensors, or in other terms on 

the chaotic lightweight of IoT. The handshake strategy for the secret key exchange of DH has shown in 

Figure 5. Doctor and patient choose initial information as shown in Table 1. After operands are initiated, and 

the random private key has been added to the public-key equation’s calculation. On the doctor and patient 

sides, the public key is ready to compute using the private key and standard operands. For another side 

handshake, the public key has been provided.  
 

 

 
 

Figure 5. Diffie Hellman key exchange implementation 
 
 

4. RESULTS 

The use of chaotic lightweight IoT in conjunction with DH enhances security, making it hard to 

compromise the secure telemedicine platform. The (1)−(4) is used to calculate the secret keys on either side. 

𝑃 = 213, 340, 506, 421, 𝑞 = 324, 230, 744, 175 and private key = 130, 150, 170, 190, 140, 160, 180, 200. 

The secure session between the doctor and the patient on the telemedicine platform is formed after 4000 

iterations. The private keys of the doctor and the patient have been chosen to be un similar, as well as no one 

know the owner’s private keys. According to the rules of the method, the private key must be integer positive 

number. About the public key, each terminal side can send one general public key calculated from each side 

private key and can be extracted by the aid of private key of another side. Finally, only the doctor and the 

patient have access to the data in case they have the appropriate related private key indicated in the 

information of Table 1.  
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Table 1. By employing the chaotic lightweight of IoT with DH method: a random test is performed to 

confirm that a secure session is established 
    Test 1 Test 2 Test 3 Test 4 

Doctor side Doctor private key 130 150 170 190 

𝑝 213 340 506 421 

𝑞 325 230 744 175 

Doctor public key 3851 2235 3285 791 

Patient side Patient private key 140 160 180 200 

𝑝 213 340 506 421 

𝑞 325 230 744 175 

Patient public key 3219 809 2750 1186 

Secret key in doctor side 2070 3419 2216 3840 
Secret key in patient side 2070 3419 2216 3840 

 

 

5. DISCUSSION 

The security of the IoT protocol’s chaotic lightweight sensor layer is a crucial vision of secure 

telemedicine. In order to build the suggested platform, we will require a variety of elements, hardware 

elements (sensors, actuators, terminals, and network), and software (Java, Linux, Windows for terminal) 

elements are required. To ensure that IoT sensor data is more secure and avoid various cyberattacks, a Diffie 

Hellman algorithm is built and tested. The suggested methods’ findings are provided in Table 2, which 

compares the key size of the proposed DH algorithm to another similar algorithm (NIST test). Because of the 

key size, asymmetric cryptography with the DH method is used in this study. Shorter key connections are 

required for a given degree of security, requiring less memory and processing to perform the suggested 

protocol. For telemedicine systems to gain additional time, this is an essential factor. Two crucial elements 

are revealed through the notice and comparison of the size of encryption keys for Rivest-Shamir-Adleman 

(RSA) standard method versus DH on various encryption settings. The DH keys are considerably shorter and 

the percentage increase in security level for DH is lower Table 2 shows that. 

 

 

Table 2. A comparison of two protocols’ key sizes and growing key ratios 
Title Level 1 Level 2 Level 3 

Security level (bit) 64 128 256 

RSA key size (bit) 1024 3072 15360 
DH key size (bit) 160 256 521 

RSA/DH key increase ratio 6% 12% 30% 

 

 

From the foregoing, it is clear that DH is better suited to securing the telemedicine platform. It is 

essential to consider the protective measures to estimate security. First and foremost, it is demonstrated that 

the system is protected by four keys: one pair of private keys and one pair of public keys. The private keys 

must be integer numbers. No one knows the DH algorithm’s secret key. A private key is a random number 

from which it is difficult to predict or extract any information. The public key is broadcast over the network, 

but it is meaningless unless the private key can be extracted. The secret key calculated on either side is 

consistent across all attempts and is a random value that no one can predict.  

 

 

6. CONCLUSION 

The secure telemedicine issue is still in the early stage, and existing security methods are still 

limited to minimal protection. The chaotic lightweight approach of emerging technologies should be 

employed as an urgent solution for this aspect. The target of the study is to use the DH method applied on 

chaotic lightweight IoT networks to communicate securely between the doctor console and the interactive 

patient application. This study also discusses the development and security evaluation of the IoMT and 

telemedicine. The DH key exchange protocol and existing telemedicine security measures are also 

investigated. Finally, DH has been integrated effectively into chaotic IoT for the telemedicine platform. Java 

structural language was used to write the code. Java software language is capable of bridging the gap 

between software and hardware. In any scenario, telemedicine is inherently dangerous and should not be 

performed without remote securing the channel between the doctor and patient. Protection should be 

expanded in a future study to examine the flexibility of having many doctors and nurses participate in the 

same session. 
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