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 S-box is one of the most significant structures used to construct encryption 

that is strong and resistant to attacks in encryption algorithms. The new 

4D-hyper chaotic system and deoxyribonucleic acid (DNA) computing are 

used in this paper to provide a new dynamic S-box generating approach. 

The 4D generated numbers are processed to generate a hexadecimal number 

that will encode using the DNA coding method and using addition, 

subtraction, and exclusive-or operations to produce the final DNA string 

decoded to make the S-Box. The dynamic form of s-boxes is represented by 

a minor change in the initial conditions of the proposed chaotic method that 

will generate dynamic sequences of numbers. The proposed method 

enhances the security criteria of the block ciphers. The S-box testing criteria 

were done like strict avalanche, balanced, and bit independence criteria, in 

addition to differential approximation probability and linearity 

approximation probability, to test the security of the new S-Box. The results 

show that the new S-box has good security and is resistant to attacks. 
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1. INTRODUCTION  

Data security is becoming increasingly important. To keep data safe, new encryption methods and 

algorithms have been developed. Studies of encryption using chaotic systems are an alternative to modern 

encryption algorithms [1]. The properties of chaos systems’ unique features, such as unpredictability, initial 

conditions, ergodicity, high sensitivity, deterministic behavior, and pseudo randomness, perfectly match 

cryptography’s fundamental requirements [2], [3]. A chaotic system is a nonlinear system that has just one 

positive Lyapunov exponent, whereas a hyperchaotic system has more than positive Lyapunov exponent. 

Thus, in contrast to the chaotic attractor, the hyperchaotic attractor is deployed in multiple directions, 

whereas the chaotic attractor is deployed in a single direction [4]. Recently, the use of chaos in the 

cryptography and telecommunications area has become popular [5], [6].  

On the other hand, DNA cryptography is an area of biological science that can store a significant 

amount of data, has strong parallel processing, and very low power consumption [7], [8]. It stores information 

about living organisms. The genetic material in living organisms is called deoxyribonucleic acid (DNA), and it 

is responsible for passing genetic traits from one generation to the next. DNA is a polymer made up of 

nucleotides. Each nucleotide has three parts: a nitrogenous base, a phosphate group, and a deoxyribose sugar. 

The nitrogenous bases are adenine, thymine, guanine, and cytosine. Watson and Crick’s complementary DNA 

structure is used for DNA computing. Algebraic operations, such as DNA bases, DNA addition, DNA 

subtraction, and a DNA execlusive-or (XOR) function, are used to express biological characteristics [9]-[11]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Creating S-boxes with powerful cryptographic features is an important stage in designing block 

cipher systems. Substitution-boxes are non-linear components of block cryptosystems that play an essential 

role in the security of cryptosystems. The origins of the S-box can be traced back to Shannon’s cryptographic 

substitution. Two types of S-box exist: static S-boxes, in which the input vector remains constant, and dynamic 

S-boxes, in which input values fluctuate, resulting in changes to the corresponding output. As a result, the idea 

is to create dynamic S-boxes using the chaotic system and DNA computing [5], [12]. 

In the last years, there have been some S-box design algorithms developed based on chaotic systems 

and DNA computation. Masood et al. [13], presented an approach that integrates DNA sequencing code, Arnold 

transformation, and a chaotic dynamical system to produce an initial S-box. A number of experiments have 

been performed in order to verify the randomness of this newly generated S-box. These tests involve the strict 

avalanche criterion, nonlinearity analysis, and bit independence criterion. The results indicate that the proposed 

method has a strong ability to resist many attacks. Al‐Wattar et al. [14], suggested building a new substitution 

box for substitution–permutation network (SPN) symmetric block ciphers inspired by DNA biology techniques. 

Lu et al. [15], a new algorithm for constructing S-boxesare proposed that is based on a new compound 

chaotic system. The original S-box was Zcreated using the novel linear mapping, and the initial S-box was 

scrambled using the the tent logistic system (TLS). The efficiency of creating S-boxeswas improved, as were 

the cryptographic properties of the S-Box. The suggested S-box had a higher linear probability (LP) and 

differential probability (DP) score than other previous S-Boxes, indicating that the suggested S-box had 

evident advantages in repelling differential and linear cryptanalysis attacks. Lambić [16], offered a new way 

for creating random bijective S-boxes based on an enhanced one-dimensional discrete chaotic map. 

Yang et al. [17], created a new S-box by selectively self-scrambling a number of initial S-boxes 

formed by the chaotic sequence of a two-dimensional multiple collapse chaotic map (2D-MCCM). Several 

S-box tests have been conducted, such as nonlinearity, completeness, strict avalanche criterion, and differential 

approximation probability, such as balanced, avalanche criterion, completeness, and strict avalanche criterion. 

The performance analysis of the S-box showed that it can withstand a wide range of security attacks. 

The motivation for this paper is to build a robust dynamic S-box with good encryption by exploiting 

the good features of chaotic systems, such as randomlike behavior, ergodic behavior, and sensitivity to initial 

conditions, as well as the advantages of DNA computing, like strong parallel processing, very low power 

consumption, and large data storage capacity. So, four chaotic sequences are used to increase the difficulty of 

predicting dynamic behaviors and randomness. Additionally, the chaotic attractor becomes more complex. 

The main contribution is the construction of dynamic S-boxesmethod with a cryptographically keyed 

strong, based on a new 4D chaotic system and DNA computing, which can satisfy six criteria of S-Box. In this 

paper, we present a new dynamic S-box generation algorithm design based on the new 4D-hyper chaotic system 

and DNA computing. Different security criteria were evaluated. These included the bijective, strict avalanche, 

balanced and bit independence creteria. 
 
 

2. THEORETICAL BACKGROUND  

2.1.  DNA coding  

In 1994, the first DNA computing experiment was done by Adleman. Several researchers have found 

that DNA computing has a lot of characteristics such as massive storage capacity, low power consumption, and 

parallel computing ability. DNA molecules consist of the four different DNA nucleotides called adenine (A), 

cytosine (C), guanine (G), and thymine (T). In a complementary pairing, the nucleotides A and T, as well as G 

and C, form a pair. The decimal digits 0 to 3 can be represented by the letters A, T, G, and C. The binary digits 

00, 01, 10, and 11 can be used to represent these four decimal digits, allowing each nucleotide to carry two bits 

of data. In total, there are 4! = 24 different ways to encode data using this coding scheme. In contrast, there are 

only eight types of encoding methods that follow the rule of complementing pairs [18]-[20]. The eight types of 

encoding are given in Table 1, and the operations DNA (addition, subtraction, and x-or) are shown in Table 2. 
 

2.2.  The novel chaotic system 

A new 4D-hyper chaotic system is constructed using a system model represented by the following 

differential equation. 
 

𝑑𝑥 

𝑑𝑡 
= −𝑎 𝑥 − 𝑏 𝑤 + 𝑐 𝑦 𝑧 + 𝑧 𝑒𝑦  

 
𝑑𝑦 

𝑑𝑡 
= 𝑑 𝑦 + 𝑒 𝑥 − 𝑓 𝑥 𝑧 − 𝑥 𝑒𝑧   

 
𝑑𝑧 

𝑑𝑡 
= − 𝑔 𝑧 + ℎ 𝑥 𝑦  

 
𝑑𝑤 

𝑑𝑡 
= −𝑏 𝑤 + 𝑖 𝑥 𝑧 + 𝑗 𝑦 𝑧  (1) 
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Where 𝑥, 𝑦, 𝑧 ,w is called the states of system, 𝑡  and 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ, 𝑖 and 𝑗 are positive 

parameters of the system (1) shows a chaotic attractor in a new four-dimensional chaotic system with 

parameter values of: 𝑎 = 3.1, 𝑏 = 2.1, 𝑐 = 15.8, 𝑑 = 1.1, 𝑒 = 16.5, 𝑓 = 1.5, 𝑔 = 2.4, ℎ = 26.6, 𝑖 = 5.1 

and 𝑗 = 12.9, and the initial conditions as: 𝑥(0) = 0.2, 𝑦(0) = 0.4, 𝑧(0) = 1.5 and 𝑤(0) = 0.8. 
 

 

Table 1. DNA rules [21] 
Rules 1 2 3 4 5 6 7 8 

0 A A C C G G T T 
1 G C T A T A G C 
2 C G A T A T C G 
3 T T G G C C A A 

 

 

Table 2. The operation of DNA sequences [21] 
Addition-DNA  Subtraction-DNA  Exclusive-or 

(Add) A C G T  (Sub) A C G T  (Xor) A C G T 

A T A C G  A C A T G  A A C G T 
C A C G T  C G C A T  C C A T G 

G C G T A  G T G C A  G G T A C 

T G T A C  T A T G C  T T G A C 

 
 

2.3.  Lyapunov exponent 

Calculating the Lyapunov exponent, according to nonlinear dynamical theory, is a quantitative 

measure of the sensitive dependency on the initial values. It’s the average rate at which two adjacent trajectories 

diverge (or converge). When the system’s parameters (1) are chose as: (𝑎 = 3.1, 𝑏 = 2.1, 𝑐 = 15.8, 𝑑 = 1.1, 

𝑒 = 16.5, 𝑓 = 1.5, 𝑔 = 2.4, ℎ = 26.6, 𝑖 = 5.1, and 𝑗 = 12.9), as well as the initial values as: 𝐿𝐸1 = 4.05761, 

𝐿𝐸2 = 0.347562, 𝐿𝐸3 = -3.94257 and 𝐿𝐸4 = -6.61896. This system contains chaotic features since the 

highest Lyapunov exponent is positive. Because 𝐿𝐸1 and 𝐿𝐸2 are positive Lyapunov exponents, and the two 

remainders are negative. As a result, the system is hyper-chaotic. Figure 1(a) show the system’s attractors in 

(𝑥 − 𝑦 − 𝑧), Figure 1(b) in (𝑦 − 𝑥 − 𝑤), and Figure 1(c) (𝑥 − 𝑧 − 𝑤). 
 
 

  
  

(a) (b) 
  

  

 
 

(c) 
 

Figure 1. Chaotic attractors, three dimensional view: (a) (𝑥 − 𝑦 − 𝑧), (b) (𝑦 − 𝑥 − 𝑤), and (c) (𝑥 − 𝑧 − 𝑤) 
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3. METHODOLOGY 

The proposed method is represented by applying a hybrid method to generate dynamic substitution 

boxes that are stronger for increasing secrecy. The method used a new chaotic system (four-dimension) for 

key generation, then converting it to DNA coding and using DNA operations (addition, subtraction, and xor) 

to produce new S-box more security. The total steps are shown in Figure 2. 
 

 

 
 

Figure 2. The framework of the proposed method 
 
 

3.1.  Chaotic sequence generation stage (key generation)  

In this step, four chaotic sequences are generated based on the initial conditions and parameters that 

belong to the novel 4-D hyper-chaotic system (1). The proposed hyper-chaotic system iterates to create four 

chaotic sequences (𝑥𝑖, 𝑦𝑖, 𝑧𝑖, 𝑤𝑖) of real numbers, which are converted into four vectors (𝑘𝑒𝑦1, 𝑘𝑒𝑦2, 𝑘𝑒𝑦3, 

𝑘𝑒𝑦4) from the chaotic sequence. The Algorithm 1 describes the steps of chaotic key generation, and the Table 3 

shows the processing of the values that are generated from chaotic sequences. 
 

Algorithm 1. Key generation 

Input: 𝑥(0), 𝑦(0), 𝑧(0) and 𝑤(0) and system parameters 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ, 𝑖 and 𝑗  

Output: 𝑘𝑒𝑦1, 𝑘𝑒𝑦2, 𝑘𝑒𝑦3, 𝑘𝑒𝑦4 

Begin  

Step 1: Specifying empty string 𝑘𝑒𝑦1, 𝑘𝑒𝑦2, 𝑘𝑒𝑦3, and 𝑘𝑒𝑦4 

Step 2: For 𝑖  1 to 𝑛 

Using (1) for find 𝑥𝑖, 𝑦𝑖, 𝑧𝑖, and 𝑤𝑖 
Getting the absolute value of each number for 𝑥𝑖, 𝑦𝑖, 𝑧𝑖, and 𝑤𝑖 
Getting the remaining one of each number for 𝑥𝑖, 𝑦𝑖, 𝑧𝑖, and 𝑤𝑖 
Removing the floating-point and getting the fixed number of digits for 𝑥𝑖, 𝑦𝑖, 𝑧𝑖, and 𝑤𝑖 
Converting to hexadecimal for 𝑥𝑖, 𝑦𝑖, 𝑧𝑖, and 𝑤𝑖 
Concatenation with the string 𝑘𝑒𝑦1, 𝑘𝑒𝑦2, 𝑘𝑒𝑦3, 𝑘𝑒𝑦4 

Next 𝑖 
Step 3: Return 𝑘𝑒𝑦1, 𝑘𝑒𝑦2, 𝑘𝑒𝑦3, 𝑘𝑒𝑦4  
End algorithm 
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Table 3. The processing of chaotic generating numbers 
Generated no. The remaining of 1 Remove floating point Hexadecimal form 

0.295698 0.29570 295698398405 ‘44D8FF7CC5’ 
0.396147 0.39615 396146903920 ‘5C3C320B70’ 

0.504490 0.50449 504489871284 ‘7575F087B4’ 

0.624383 0.62438 624383033645 ‘916021012D’ 
0.759960 0.75996 759960212958 ‘B0F12895DE’ 

0.916840 0.91684 916840383140 ‘D577F202A4’ 

1.102246 0.10225 102246038250 ‘17CE56BAEA’ 
1.324952 0.32495 324952491840 ‘4BA8AD8740’ 

 

 

3.2.  S-boxes generation 

At this stage, we proposed new S-boxes based on a hybrid method combining a chaotic system with 

DNA encoding. Initially, based on the chaotic sequences (𝑘𝑒𝑦1, 𝑘𝑒𝑦2, 𝑘𝑒𝑦3, 𝑘𝑒𝑦4) that were generated 

from the previous stage, additionally, algebraic DNA operations (addition, subtraction, and exclusive-or) are 

used to make a set of S-boxes with a size of (16×16). Each chaotic sequence is converted into a binary string, 

which is then transformed into DNA sequences based on Table 1, so that each 2 bits is substituted with one 

DNA code, such as 00 is replaced by 𝐴, 01 by 𝐶, 10 by 𝐺, and 11 by 𝑇. Table 4 shows a sample of 

transformed chaotic sequences into DNA coding. 

The addition operation is performed between the first and second sequences (𝑘𝑒𝑦1, 𝑘𝑒𝑦2) based on 

addition-DNA in Table 2, while the subtraction operation is performed between the third and fourth 

sequences (𝑘𝑒𝑦3, 𝑘𝑒𝑦4) based on subtraction-DNA in Table 2. Finally, the XOR operation is applied 

between the results of the previous addition and subtraction steps based on Table 2. The output of these 

operations is used to generate a set of S-boxes, with each digit represented as one cell in the S-box. This value 

should not be repeated in the S-box. It is checked whether or not the created value exists in the S-box. If this is a 

generated value that was previously present in the S-box, it is discarded. If it does not exist in the S-box, a new 

value is added, and this process is repeated until the S-box values are unique 256 values. The S-box values 

results are shown in Table 5. 
 

 

Table 4. The DNA coding sample 
Generate sequence DNA coding 

2E90EDD00044D8FF7CC55C3C32 AGTGGCAATGTCTCAAAAAACACA 

TCGATTTTCTTATACCCCTAATTAAT 
 

 

Table 5. The hexadecimal of S-box values results 
 0 1 2 3 4 5 6 7 8 9 A B C D E F 

0 32 29 21 24 5B B1 33 15 76 19 9F ED 3E 01 A9 67 

1 57 C8 27 04 28 F6 E5 D5 8B 6E 86 45 BE 77 EB 8E 

2 11 46 AA 61 C2 93 03 D3 87 02 8F F3 74 05 23 43 
3 4E A7 79 91 CC 25 2A 84 8C BC 8D 5A 39 0E C9 12 

4 59 85 14 C4 CD B9 BF 75 D2 E4 83 38 C5 B3 F9 20 

5 34 B5 FA 42 2F 00 52 A6 53 C7 3A AF 64 D8 B6 71 
6 B0 2D CA 37 30 9D B2 B8 0C 58 EF E8 F8 2C 06 63 

7 66 7A EE A3 16 80 A8 5C 2B BB 62 0B 48 4A 18 99 

8 A5 CF D7 22 94 1A 96 95 E3 7F C0 40 6B D1 5F 78 
9 AB 60 E7 F1 C6 D4 A4 FE 2E EC FD 51 E6 7D 8A F5 

A A1 07 C3 1F 26 4B E9 4D 1E 47 41 BD 9E A2 6A 13 

B 92 CB 3D 3C F4 56 D0 7B DE E0 B4 97 CE 9C 4F 98 
C C1 FC 5E 36 55 F2 08 F0 FF 44 7C D6 F7 0F 6F 6D 

D 7E 9A 35 DA 31 D9 9B 3B E1 69 E2 AD DD 10 68 82 

E EA DB 73 88 4C 0D 1C AE 09 6C 0A 1D AC 17 BA 89 
F 3F 72 DC 90 50 1B 49 65 5D 81 A0 FB 70 54 DF B7 

 

 

4. RESULTS AND DISCUSSION 

The design of cryptographically good S-boxesis built on essential criteria. For instance, balanced, strict 

avalanche, bit independence creteria, differential probability, as well as linear probability. The evaluation 

criteria are discussed in the following subsections. 
 

 

Table 6. Balanced criteria test 
No. S-box BC (computer) 

No. 0’s No. 1’s 

1 32 32 

Ref [23] 33 31 
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4.1.  Balanced criteria 

A balanced distribution of 0 and 1 values output sequence is a crucial requirement for the 

S-box [14], [22]. According to this evaluation, the S-boxes formed by our suggested method are balanced 

since they include equal values of 0’s and 1’s. This test is represented by comparing the number of zeros and 

the number of ones in the generated sequence. In the proposed method, the total ones are equal to the number 

of zeros in all generated S-boxes as shown in Table 6, which illustrates the balanced test for the word 

“computer” using 6-S-box generating. 
 

4.2.  The bijective property 

An (𝑛 × 𝑛) S-box is bijective if it contains all possible output values between [0, 2𝑛 − 1] [24], [25]. 

Because the produced S-box contains all different values in the interval [0;  255], it satisfies the requirements of 

the bijectivity property. The value of all constructed S-boxes is 128. This is the same as the ideal value. All of 

the S-boxes were analyzed and verified that all of them were bijective. 
 

4.3.  Strict avalanche criteria (SAC) 

In Çavuşoğlu et al. [1] and Faheem et al. [26] SAC is a performance criterion introduced by 

Webster and Tavares. That is, when an input bit changes, half of each output bit changes too. The estimated 

value of 0.5 is optimal. The S-box meets the SAC requirement if the estimated value is close to 0.5 as shown 

in Table 7, and the avalanche criteria of the proposed method are seen in Figure 3(a) which shows the first 

dimension, Figure 3(b) second dimension, Figure 3(c) third dimension, and Figure 3(d) fourth dimension. 
 

 

  
  

(a) (b) 
  
  

  
  

(c) (d) 
 

Figure 3. The avalanche criteria of the proposed method (a) first dimension, (b) second dimension, (c) third 

dimension, and (d) fourth dimension 
 

 

Table 7. SAC of the proposed S-box 
SAC 

0.4824 0.4824 0.4824 0.4824 0.4824 0.4824 0.4824 0.4824 

0.4921 0.4921 0.4921 0.4921 0.4921 0.4921 0.4921 0.4921 
0.5068 0.5068 0.5068 0.5068 0.5068 0.5068 0.5068 0.5068 

0.4775 0.4775 0.4775 0.4775 0.4775 0.4775 0.4775 0.4775 

0.5126 0.5126 0.5126 0.5126 0.5126 0.5126 0.5126 0.5126 
0.5146 0.5146 0.5146 0.5146 0.5146 0.5146 0.5146 0.5146 

0.4736 0.4736 0.4736 0.4736 0.4736 0.4736 0.4736 0.4736 

0.4843 0.4843 0.4843 0.4843 0.4843 0.4843 0.4843 0.4843 
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4.4.  Bit independence criteria 

In Çavuşoğlu et al. [1] the approach of independent output bits, introduced by Webster and Tavares, 

is another way to evaluate the performance of S-boxes. Using this method determines whether a set of 

vectors formed with the reverse bit of plain text is independent of all avalanche variable sets. Table 8 shows 

the bit independence criterion of the suggested S-box. 
 

 

Table 8. Bit independence criterion of the suggested S-box 
BIC 

0.4971 0.4971 0.4971 0.4971 0.4971 0.4971 0.4971 0.4971 

0.4927 0.4927 0.4927 0.4927 0.4927 0.4927 0.4927 0.4927 
0.4956 0.4956 0.4956 0.4956 0.4956 0.4956 0.4956 0.4956 

0.4937 0.4937 0.4937 0.4937 0.4937 0.4937 0.4937 0.4937 

0.5039 0.5039 0.5039 0.5039 0.5039 0.5039 0.5039 0.5039 
0.4888 0.4888 0.4888 0.4888 0.4888 0.4888 0.4888 0.4888 

0.4956 0.4956 0.4956 0.4956 0.4956 0.4956 0.4956 0.4956 

0.5068 0.5068 0.5068 0.5068 0.5068 0.5068 0.5068 0.5068 
 

 

4.5.  Correlation 

A correlation value must be measured to determine the correlation between avalanche variable sets, 

as shown in Table 9. Table 9 indicates the correlation between samples (8 S-boxes) except for the sample 

with itself, which indicates the diagram is zero. All the results explain that there is no correlation between the 

S-box and other ones. 
 

 

Table 9. The correlation between avalanche variable sets 
No. S-box 1 2 3 4 5 6 7 8 

1 0.0000 0.0374 0.1261 0.0026 0.0034 0.0492 0.1103 -0.0381 
2 0.0374 0.0000 -0.0418 -0.0258 -0.0160 0.0872 -0.0734 -0.0306 

3 0.1261 -0.0418 0.0000 -0.0494 -0.0515 -0.0172 0.0655 0.0848 

4 0.0026 -0.0258 -0.0494 0.0000 0.0433 -0.0100 0.0864 0.0846 
5 0.0034 -0.0160 -0.0515 0.0433 0.0000 -0.0254 0.0173 0.1327 

6 0.0492 0.0872 -0.0172 -0.0100 -0.0254 0.0000 -0.0409 -0.0688 

7 0.1103 -0.0734 0.0655 0.0864 0.0173 -0.0409 0.0000 0.0453 
8 -0.0381 -0.0734 0.0848 0.0846 0.1327 -0.0688 0.0453 0.0000 

 

 

4.6.  Differential approximation probabilities 

A differential cryptanalysis approach was introduced by Biham and Shamir. The DP approach 

calculates the XOR distribution between the input and output bits of the S-box. The S-box will be resistant to 

differential attack if the distribution between the input and output bits is close. The definition of DP. 
 

𝐷𝑃 = 𝑚𝑎𝑥∆𝑥≠0,∆𝑦(#𝑥 ∈ 𝑋, 𝑓𝑥 ⊕ 𝑓(𝑥 + ∆𝑥) = ∆𝑦/2𝑛 (2) 
 

Where 𝑋 denotes the set of all possible input values and 2𝑛 the number of its elements, a strong S-box 

should have a DP value close to zero [27]. Table 10 presents the differential probability matrix of the suggested 

S-box, and the highest value is 10. Furthermore, from the (2), the maximum DP value of the proposed S-box 

can be calculated to be 0.03921, which is close to zero, which shows that it is very resistant to different attacks. 
 

 

Table 10. The proposed S-Box’s differential approximation probability 
DP 

8 6 6 6 6 6 8 6 
8 6 6 6 8 6 8 8 

6 6 6 8 6 8 8 8 

6 10 8 6 8 6 6 6 
6 6 6 6 8 6 8 8 

8 6 6 6 6 8 6 6 

6 8 10 8 8 8 6 6 
8 6 6 6 6 10 10 6 

 

 

4.7.  Linear approximation probability 

The probability of a linear approximation 𝐿𝑃 is defined. 
 

𝐿𝑃𝑓 = 𝑚𝑎𝑥𝑎,𝑏≠0(
#{𝑥∈𝑋|𝑥.𝑎=𝑓(𝑥).𝑏}−2𝑛−1

2𝑛  (3) 
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Where 𝑎, 𝑏 are the input and output masks, respectively [28]. According to Table 11, the proposed S-box has a 

smaller 𝐿𝑃 value, which indicates it is more resistant to linear cryptanalysis. Table 11 displays the linear 

approximation probability of construction S-boxes. 
 

 

Table 11. Linear approximation probability of construction S-boxes 
𝑎 𝑏 LP 

117 128 0.011719 
122 98 0.003906 

111 99 0.011719 
131 34 0.007813 

88 83 0.007813 

158 138 0.003906 
88 83 0.007813 

108 248 0.003906 
 

 

4.8.  Comparison  

Table 12 shows the comparative between our proposed method with the related works: [13], [15]-[17]. 

The results show that our S-box has smaller values of LP and DP than the other S-boxesin comparable related 

work. Furthermore, the mean SAC value (0.5205) of our suggested S-boxesis very close to the optimal value of 

0.5. In addition, the mean value of the bit independence criterion (BIC) is 0.5317, which is also near the ideal 

value of 0.5. 
 

 

Table 12. Comparison proposed method with other methods 
S-box BIC SAC Max differential probability Linearity probability 

Ref. [13] - 0.5547 0.039 0.1560 

Ref. [15] 0.499 0.505 0.039 0.125 
Ref. [16] - 0.0295 - - 

Ref. [17] 0.5008 0.5313 0.0391 0.1250 

Proposed 0.5317 0.5205 0.03921 0.011719 
 

 

5. CONCLUSION  

Substitution boxes are critical nonlinear elements for modern block and stream ciphers to achieve 

cryptanalytic resistance. In this paper, the new 4D hyper-chaotic system is utilized to produce S-boxes. 

The hyper-chaotic system with more sophisticated behaviors offers sufficient randomness to generate 

stronger keys. In addition, it utilizes DNA encoding to achieve better security. Several tests have been 

performed to measure the performance of the proposed S-box. The test results and performance analysis 

illustration that our proposed S-box is balanced and has very smaller values of LP and DP. This means the 

proposed S-boxesare very secure against linear and differential attacks. 
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