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Behind the rapid development of the internet in today’s era, various types of
crime are also targeting vital players in the internet industry. With many
online crime types rampant, an antidote is also needed to suppress internet
crime. Therefore, the researcher proposes a solution in the form of a Keris,
namely the hypertext transfer protocol (HTTP) intrusion detection system
(IDS) that runs on the server where our website is running. Keris works by
detecting rampant intrusions that attack servers or websites. When an
intrusion is detected, Keris will notify the system admin using the Keris
Telegram chatbot or an alternative Keris mobile application with firebase
cloud messaging (FCM) technology. The research was conducted by
comparing the results of one-way delay (OWD) between Telegram
Webhook and FCM with the help of the open web application security
project (OWASP) zed attack proxy (ZAP) test tool. From the results of the
tests, OWD against directory brute force attacks on Telegram Webhook for

0.72 seconds and on FCM for 0.44 seconds. In this case, FCM is more
suitable for real-time notifications if we need a very responsive notification.

This is an open access article under the CC BY-SA license.

©00

Corresponding Author:

Agus Tedyyana

Department of Informatics Engineering, Politeknik Negeri Bengkalis
Bengkalis, Riau, Indonesia

Email: agustedyyana@polbeng.ac.id

1. INTRODUCTION
With the rapid growth of the internet lately, the internet has become a much-needed thing and shifts
old habits to be fast and easy. As time goes on, it is not only a communication tool or research tool, but now
the government is also using the internet in e-government to provide services to its citizens, and this trend is
running smoothly. Governments continue to use the internet to become more transparent about governance
data. Then educational institutions and researchers also use the internet as a tool for solving problems and as
a platform to collaborate and disseminate their findings and research with others. Meanwhile, companies use
the internet to exchange information with business units, partners, suppliers, and customers efficiently and
seamlessly. With such adoption, it is becoming clear that many elements are increasingly dependent on the
internet and network-based information systems [1].
Various types of attacks are used as tools to commit cybercrime. These attacks may be classified
into several categories, such as:
a) Common web attack is a criminal attack that is generally done against web-based applications. The most
common are path/directory traversal [2], cross-site scripting (XSS) [3], local file inclusion (LFI) [4], SQL
injection (SQLi) [5], and distributed denial of service (DDoS) [6].
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b) Common vulnerabilities and exposures (CVE) is a system that gives many reference methods for commonly
known vulnerabilities and exposure information in the form of data sets. This system can be used as a
reference to protecting existing systems but can also be a reference for attackers to attack systems [7].

c) Bad crawler is a bot used for criminal acts, such as illegally collecting (memo/crawler) website content
or taking email addresses listed on websites to send spam to victims. In addition, there are also types of
bots used to perform DDoS actions, which use up bandwidth and hurt website owners.

d) Directory brute force is a frequent attack on web servers and websites.

A system that can detect suspicious activity in a system or network is known as intrusion detection [8].
Intrusion detection systems (IDS) are security tools that use sophisticated techniques to secure computer
networks from illegal access or ongoing intrusions that have already occurred. Therefore, cybersecurity requires
a robust IDS design, which can overcome ethical testing in real-time and large-scale hacking [9]. IDS consists
of various types, such as network-based IDS (NIDS), WirelessIDS, and host-based IDS (HIDS), and there is
also a hybrid IDS that combines various 1DS [10].

In intrusion detection, web-based applications typically use weblogs from a web server to detect
intrusion. In the research by Tanaka et al. [11], they created a model to detect bots that enter the website by
utilizing the user-agent and user behavior recorded in the web server log. From the results of this web log
analysis, admins can have insight into potential attack patterns that will occur in the future [12].

There are some significant challenges in building an IDS that runs on a web server. Intrusion
detection methodologies are still immature in the web application security domain [13]. Tracking systems are
mainly used as network security tools. However, IDS web design requires a different approach from
traditional network IDS to address the complexities associated with web-based applications.

In this research, the researcher proposes an IDS in the form of hypertext transfer protocol (HTTP)
IDS, namely Keris. Keris is a web log-based alerts IDS that runs on the terminal with resources collected and
detects intrusion, and, as soon, returns the alert to server admin using notification. Analyzing the ongoing
weblog will alert the admin in real time if any suspicious activity is recorded in the weblog. The researchers
in this study hope to get the results of intrusion notifications that can be sent in real-time with the shortest
available delay time. This IDS was built using the Go programming language. One of the advantages when
using the go language in programming is that it does not use a lot of random access memory (RAM) [14].
In this research, Keris still uses external resources to detect intrusions into the system. For example, for types
of attacks such as common web attack using PHP-IDS [15] resources, CVE uses nuclei templates [16].
Wrong IP address and bad referrer is obtained from the Nginx Ultimate Bad Bot Blocker [17] collection, and
bad crawler takes from project resources from crawler detect [18]. The last one is directory bruteforce,
leveraging resources from dirsearch [19].

2. METHOD

As described in the previous section, HTTP-IDS processes logs to detect intrusions into the system.
HTTP-IDS collects logs from web servers and analyzes them using algorithms that can detect patterns that
are abnormal or do not comply with specified standards. If the pattern found matches the signs of an attack,
the system will give a warning. This section will explain how logs on the web server are used in the process
of infiltrating the system, how the Keris system works, and how the Keris system uses external resources to
help detect whether intrusion has occurred or not.

2.1. Proposed mechanism design

The output obtained from this stage is the design of the workings of the IDS Keris to identify the
types of threats and malicious activities to be detected. Once a threat or unwanted activity is detected,
the IDS system will notify the admin or take automatic action such as blocking access. It then tests the IDS to
ensure that it is functioning properly and is effective in detecting the type of threat of concern. Figure 1
shows the following flowchart which will explain how the intrusion process is detected and reported to the
system admin.

The flow chart illustrates how the Keris HTTP IDS workflow developed in this study. The request
from the user will go to the web server that is used as the hosting of the web application. When the HTPP
request comes in, information on the activity carried out by the client will be recorded in the web-server log.
The logs will then be matched with external resources to check whether the incoming request was classified
as an intrusion. Suppose an incoming HTTP request is declared suspicious by IDS based on these resources.
In that case, the system will send a warning notification to the system admin about an intrusion attempt on
the web server.
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Figure 1. Flowchart of the Keris HTTP IDS

2.2. Use of web server logs on the intrusion process

Web servers include several parts that control how web users access hosted files. The minimum is
an HTTP server. An HTTP server understands URLs (web addresses) and HTTP (protocols used by your
browser to view web pages) [20], and a web server log file is written as an activity generated by a web
server. Log files collect various data about information requests to a web server. This web server log data
will then be analyzed using the Keris-IDS program with the help of resources used from outside, such as
PHP-IDS, nuclei templates, and others.

2.3. Rule method used in the HTTP-IDS Keris

As explained in the previous section, getting system scripts to run by analyzing web server access
log files. By examining past data, it is important to regularly review and analyze log files from IDS to ensure
that systems are secure and to identify potential threats or vulnerabilities. Information security policies for
web applications can be created and implemented properly [21]. In addition, further exploitation can be
prevented in advance.

The proposed method can be described as a rule-based system. Unlike detection based on anomalies,
the rules are static, i.e., using a blacklist and whitelist approach. A rule-based system is a detection based on a
database of known intrusion or attack alerts crafted by humans based on their expert knowledge [22].
The database used here is an outside resource explained in the previous section. If IDS detects an intrusion,
then according to the data from the database, immediate detection is categorized as an intrusion.

2.4. Intrusion warning mechanism

There are various ways to warn users if an intrusion is detected in the IDS. They were starting from
short message service (SMS) gateway, email, or chatbot. Chatbots can be developed in any programming
language. The backend receives the message, figures out what to answer, and returns a response to the user
using a web application programming interface (API) from the chatbot service provider. In this case, the API
is provided to developers in the public domain [23].

The use of chatbots as an intrusion warning medium is now widely used as its implementation is
easy, as it is spoiled with documentation from existing developers and communities. For example, a
Telegram Bot uses long polling and webhook to run a Telegram Bot. However, the long polling method has a
higher (slower) response time than the webhook method [24].

In addition to the Telegram chatbot, there is another alternative as a delivery mechanism for
intrusion detection, namely using, firebase cloud messaging (FCM) technology. The FCM architecture is
presented in Figure 2. FCM supports notification and data messages [25]. The picture shows that FCM is the
center that sends notification messages from application servers in the form of HTTP and extensible
messaging and presence protocol (XMPP) and several functions that run in the cloud to client applications.
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Figure 2. The FCM architecture of the Keris HTTP IDS

3. RESULTS AND DISCUSSION

The results of an IDS can vary depending on the type of IDS and the specific threats it is designed to
detect. When the IDS detects a potential threat or malicious activity, it can issue an alert to the system
administrator. The alert will typically include information about the nature of the threat and the actions taken
by the IDS to mitigate it. This section describes the results of the research conducted along with the results of
the application test analysis which are divided into three sub-sections.

3.1. Keris

The result of the Keris application is an HTTP-IDS built using the go programming language. Keris
is installed on a server which is the base of the website. Keris is an application built without a graphical user
interface, so to run it, the user has to use commands in the terminal. Keris can handle websites that are
deployed on Apache and Nginx web servers. Figure 3 displays how Keris runs and reads the logs on the
webserver to determine whether there is an intrusion.

[Bad IP Address]

[Bad Crawler]

[Bad IP Address]
Bad IP Address]
ectory Bruteforce]

Figure 3. Keris running on Nginx webserver

Figure 3 explains how the Keris looks when it is run through the terminal. When the user runs it for
the first time, Keris will present the user with a logo of the application, and the contact user can address it.
The below shows the analysis process done by Keris by reading the logs from the web server. The results of
the analysis data look like the format in the figure, namely the date and time of the log are written, in this
case, the time the intrusion occurred along with the time zone. Then there is the IP address of the client who
intruded. Next is the type of intrusion carried out by the client. Moreover lastly, the data is a description of
the information about the intrusion. For example, the bad IP address will undoubtedly display the bad IP
address, and the bad crawler will display the type of crawler used for the intrusion.

In this study, researchers used the Nginx web server as test material. Other web-server options can
be used, such as Apache. We only need to change the configuration file according to the web-server used.
Configuration needs to be done, considering the format of the logs for each web-server is different. For
example, Nginx uses the following format $ remote_addr $ remote_user - [$ time_local] “$ request_method $
request_uri $ request_protocol” $ status $ body bytes sent “$ http_referer” “$ http_user_agent” while
Apache has a slight difference in the use of “-”, for example, $ remote_addr - $ remote_user [$ time_local]
“$ request_ method $ request uri $ request protocol” $ status $ body bytes sent “$ http_referer”
“$ http_user_agent”. So we need a configuration according to the web-server before running the Keris
application on the server.
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3.2. Keris Telegram Bot

Not always web admins or system admins work in front of their computers to monitor intrusions from
outside. Therefore, we also developed a Telegram Bot to meet the needs of monitoring for 24 hours with its
real-time notification feature. First, we provide a template to present information that is easy to understand for
the web admin. Then enter the token from the Telegram Bot that Telegram Bot created and the chat id from our
account into the existing configuration file. Figure 4 shows how Keris Telegram Bot displays the information.

< Q Kgns-IDS
T R R

Alamat IP: 182,
User-Agent: Mozilla/5.0 (Windows NT

10.0; Win64; x64; rv:71.0) Gecko/
20100101 Firefox/71.0

Referrer: -

Status code: 404

Bytes terkirim: 178

A\ PERINGATAN KERIS IDS
Awas ada serangan: Directory Bruteforce

Jenis Request: GET /elmah.axd HTTP/

Figure 4. Keris Telegram Bot

This image illustrates how a bot will notify a web admin via an informative notification. Bots can send
push notifications through the application or platform used by the admin, so that the admin can find out if there
is a notification from the IDS system. The information sent includes the incoming intrusion type, HT TP request
type, attacker’s IP address, user-agent used, HTTP status response code from server to client, and bytes sent
from server to client. The admin must plan the work logic of the bot, such as what conditions will cause the bot
to send notifications, the message format to be received, and who will receive the notification.

3.3. Keris client app

Apart from using the Telegram chatbot, researchers also use FCM to examine which delay rate is
lower between FCM and Telegram Webhooks. FCM is a messaging solution developed by Google that is
used to send real-time messages to mobile and web applications. FCM allows developers to send messages to
apps installed on a user’s device without using an internet connection or mobile network as a notification
recipient from FCM. FCM also allows sending messages to a single device, group of devices, or the entire
application user base. An Android application is built that is useful as a client to display the contents of
intrusion detection messages, as shown in Figure 5.

An IDS can generate reports that provide a summary of the detected threats and the actions taken to
mitigate them. These reports are useful for monitoring the system’s security over time and identifying trends
or patterns in malicious activity. Figure 5 displays the application interface, which shows basic information
such as the type of intrusion and the time of the intrusion down to the second format.

12:19 AM | 12.3KB/s & @ -

Notifikasi

(@) KerisiDs 02119 2204
@ Y WARNING: Terjadi serang tory Bruteforce

Figure 5. Keris client app
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3.4. Performance metric

In order to analyze the real-time performance of the HTTP IDS used, the researcher uses the one-way
delay (OWD) metric for the two types of intrusion-sending mechanisms used, namely Telegram Webhook and
FCM. OWD is based on the time taken for a packet to be transmitted across a network from the source, which
means the HTTP IDS to the destination, in this case, is the client. In testing the application in this research,
the researcher used the open web application security project (OWASP) zed attack proxy (ZAP) tool to launch
attacks on the website. The researcher chose OWASP ZAP because it has proven reliable in intrusion testing [26].
From the test results, the researcher then compares the time between attacks detected by Keris and the time the
warning notification appears on the Telegram Bot to determine whether Keris could generate real-time alerts when
attacking using the OWASP ZAP tool, as in Table 1.

Table 1. Results of OWD using Telegram Webhook

No Attack type Time of detect  Time of alert  Time difference(s)
1  Directory bruteforce 00:24:55 00:24:55 0
2 Directory bruteforce 00:24:55 00:24:55 0
3 Directory bruteforce 00:25:03 00:25:04 1
4 Directory bruteforce 00:25:11 00:25:11 0
5  Directory bruteforce 00:25:11 00:25:12 1
6  Directory bruteforce 00:25:12 00:25:12 0
7  Directory bruteforce 00:25:12 00:25:12 0
8  Directory bruteforce 00:25:12 00:25:13 1
9  Directory bruteforce 00:25:14 00:25:15 1
10 Directory bruteforce 00:25:14 00:25:15 1
11  Directory bruteforce 00:40:35 00:40:36 1
12 Directory bruteforce 00:40:42 00:40:43 1
13  Directory bruteforce 00:40:42 00:40:43 1
14  Directory bruteforce 00:40:43 00:40:44 1
15 Directory bruteforce 00:40:43 00:40:44 1
16  Directory bruteforce 00:40:43 00:40:44 1
17  Directory bruteforce 00:40:45 00:40:46 1
18  Directory bruteforce 00:40:45 00:40:46 1

The difference in time average 0.72

From the results in the previous table, it is found that of the last 18 attacks detected using OWASP ZAP,
there is an average time difference of 0.72 seconds. From the results in the previous table, it was found that in the
last 18 attacks detected using OWASP ZAP, the average time difference was 0.72 seconds. It can be interpreted
that there is a delay of 0.72 to 1 second to send a notification message to Telegram since Keris detects an attack.
After testing on the Telegram Webhook, the next researcher investigated using FCM. The results of OWD data on
FCM are shown in Table 2, which shows that the delay rate on FCM is lower than on Telegram Webhook. Sama
amount of data with the Telegram hook, the FCM has an average time difference of 0.44 seconds.

Table 2. Results of OWD using FCM

No Attack type Time of detect  Time of alert  Time difference(s)
1  Directory bruteforce 02:16:24 02:16:24 0
2 Directory bruteforce 02:17:31 02:17:32 1
3 Directory bruteforce 02:17:31 02:17:32 1
4 Directory bruteforce 02:17:32 02:17:32 0
5  Directory bruteforce 02:17:32 02:17:32 0
6  Directory bruteforce 02:18:53 02:18:54 1
7 Bad IP address 02:20:55 02:20:56 1
8  Directory bruteforce 02:24:43 02:24:43 0
9  Directory bruteforce 02:24:43 02:24:43 0
10 Directory bruteforce 02:24:43 02:24:43 0
11  Directory bruteforce 02:24:43 02:24:43 0
12 Directory bruteforce 02:26:40 02:26:41 1
13  Directory bruteforce 02:26:41 02:26:41 0
14  Directory bruteforce 02:26:41 02:26:41 0
15  Directory bruteforce 02:26:41 02:26:41 0
16  Directory bruteforce 02:28:15 02:28:16 1
17  Directory bruteforce 02:28:15 02:28:16 1
18  Directory bruteforce 02:28:15 02:28:16 1

o
~
N

The difference in time average
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4. CONCLUSION

From the results and analysis of the application testing that has been carried out, it is found that the
proposed HTTP-IDS Keris has successfully detected intrusions carried out by OWASP ZAP by utilizing
external resources to detect the types of incoming attacks. From the OWASP ZAP test, the type of intrusion was
directory bruteforce. Keris can also alert the system admin about the dangers of intrusion in real-time with a
delay of 0.72 seconds using the Telegram Webhook and 0.44 seconds when using the FCM. This show that
FCM is more suitable than Telegram Webhook when we want to use real-time notification. For future research,
it is hoped that other technologies can be used as warning mechanisms to overcome the causes of delays and
then reduce delay times. Using ensemble techniques can strengthen the performance of the detection system,
by combining two or more detection methods, for example signature-based and anomaly-based methods. IDS is
capable of regularly updating models and reviewing logs for potential problems detectionln addition. Research
can also be carried out by utilizing the latest knowledge, to maximize the capabilities of IDS.
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