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Abstract 

 The secret sharing is a method to protect confidentiality and integrity of the secret messages by 
distributing the message shares into several recipients. The secret message could not be revealed unless 
the recipients exchange and collect shares to reconstruct the actual message. Even though the attacker 
obtain shares shadow during the share exchange, it would be impossible for the attacker to understand the 
correct share. There are few algorithms have been developed for secret sharing, e.g. secret splittin g, 
Asmuth-Bloom secret sharing protocol, visual cryptography, etc. There is an unanswered question in this 
research about which method provides best level of security and efficiency in securing message. In this 
paper, we evaluate the performance of three m ethods, i.e. secret splitting, secret sharing, and recursive 
threshold visual cryptography for handwritten image security in terms of execution time and mean squared 
error (MSE) simulation. Simulation results show the secret splitting algorithm produces the shortest time of 
execution. On the other hand, the MSE simulation result that the three methods can reconstruct the 
original image very well. 
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1. Introduction 

There is a classic problem when a group of people own a strictly confidential data. The 
confidential information could not be revealed by a single one of this group. Bruce Schneier 
provides an example of situation in his book Applied Cryptography. When there is a rocket 

launch that could not be activated by only one general, but it needs to be activated by several 
generals [1]. In this paper, security method for a handwritten image is discussed. The definition 
of handwritten image in this paper is a black and white image (binary/monochrome image) that 

is generated from the scan of hand-written document or image of document with text. The 
handwritten image may contain any confidential information or even secret military information 
acquired by a secret government agent. This image must be split into some fractions and stored 

independently. Every part of this image also needs to be encrypted to improve the security of 
the message. If the non-authorized party somehow can obtain the fraction of the image and 
decrypt the fraction, then he will be able to reveal the content of that image fraction.  

Visual cryptographic methods, e.g. secret sharing, secret splitting, and visual 
cryptography can be implemented to solve this problem [2]-[3]. The secret splitting and secret 
sharing protocols can be applied to transform a message into several cipher-text segments that 

can be distributed to n people [4]. In secret splitting protocols, n cipher-text are required to 
recover the original message. On the other hand, in the secret sharing protocol, only m cipher-
text from a total of n cipher-text are needed to recover the original message. This scheme is 

recognized as (m, n) schemes where m≤n. There are many algorithms of secret sharing have 
been proposed in the cryptographic literature. Asmuth Bloom is one of the most well -known 
secret sharing protocol [5]. Prime number and random number are utilized by this algorithm to 

improve the security of the secret message. In addition, n rows of number are required by this 
algorithm to meet the requirement. The ciphertext formation using Asmuth-Bloom algorithm is 
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not complicated. It is conducted by modulo sum operation. Meanwhile, the original message 

reformation is relatively complicated. It requires Chinese remainder theorem [6]. Conventional 
secret sharing scheme is very inefficient in information theory. A secret sharing scheme (k, n) 
expands a secret message with length of b bits into n number of shares with a minimum size of 

b bits. Since only k share pieces required to reform the original secret, each bit in share holds a 
maximum of [1/k] bit of a secret. In case of non-threshold scheme (k=n), the information stored 
on every bit of the share is [1/n] bit of a secret [7]. 

Visual cryptography is one of the result of secret sharing scheme development. The aim 
of this method is to split a digital secret image into a number of shares. These shares should be 
compiled and stacked together to reform the original digital image without requiring any 

calculations. However, the conventional method of visual cryptography also have drawback in 
terms of efficiency, i.e. the number of secret bits stored per bit share. In 2002, recursive secrecy 
methods was introduced by Kak. S. to be applied to digital image and text[8],. The idea of this 

method is to conceal a secret message by splitting the secret message into smaller secret 
segments. Every segment will be stored/embedded recursively, with the size of segment secrets 
will be double at each step. As a result, it can increase the amount of information that can be 

stored on each bit of a secret. However, this scheme is categorized as a non-threshold scheme 
where all shares should be collected to recover the original secret. In 2010, Kak S, and Abishek 
Parakh developed the idea of secret hiding recursively into 2 of 3 threshold scheme and applied 

it to a secret digital image [9]. However this scheme can only be applied to binary images where 
each pixel is considered a one bit per information, representing a black or white pixel [6] Based 
on explanation of previous work in second and third paragraph, there is a question about which 

method provides the best level of security for securing handwritten images while provides high 
level of efficiency as well. 

In this paper, we evaluate the performance of the three most well known secret image 

based sharing methods, i.e. secret splitting, secret sharing, and visual cryptography in securing 
the handwritten image. The parameters to be tested in the analysis include the length of 
execution time of the distribution process and reconstruction, image size share obtained along 

with the level of resistance to changes in the content of the image method share. After this 
research, we expect to give recommendation to readers about the best secret image based 
sharing method for securing handwritten image in terms of level of security and efficiency. This 

paper itself is organized as follow. Section 2 discusses about the literature review of three 
evaluated methods. Section 3 discusses about research methodology that is used in this paper. 
Section 4 discusses about the simulation result and analysis of the result. Finally, we conclude 

the result of the research in section 5. 
 
 

2. Literature Review  
When someone wants to transmit message with another party, the person surely wants 

the message to be safely transmitted. The safety here mean that the message could not be 

read by any unauthorized party. This safety issue recognized as message confidentiality [10].  In 
this section, we summarize the three visual cryptography method that we evaluate in this paper.  

 

2.1. Secret Splitting 
Secret spiltting method splits secret message into several shares and distribute them to 

some people with the aim to keep the secret of the message[11]. In this case, messages can 

represent the secret key that serves as the only access to information which is a highly 
confidential and sensitive. Secret Splitting utilizing random numbers generated by the 
multispeed-inner-generator. Secret splitting algorithm process is defined as follows: 

a. Determine how many parts of a message (x), (P) to be split up. 
b. Produce as much random numbers (x-1). 
c. Perform the operations (1):  

K(x)=K(1)  K(2)  K(3)  …  K(x-1)  P      (1) 
d. K K (1), (2) ... K (x) and P is the fraction of the message is deleted.  

If there are others who change one bit in any pieces, then the message (P) will not  

be reopened. 
e. To open or stir up a message (P), perform the operation (2) 

P=K(1)  K(2)  K(3)  …  K(x)       (2) 
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2.2. Secret Sharing 
Similar to public key cryptographic algorithm, the key formation of secret sharing 

algorithm produces the private key and public key. These keys are used in the formation of 

shadow. The private key and the public in Secret Sharing algorithm Asmuth-Bloom can be [12] 
defined as follows: 
a. The public key (public key) of all users, which is primes p.  

Primes p can be raised by using the Rabin-Miller algorithm. Another way is to input 
manually and perform testing using an algorithm of primes testing method of Rabin-Miller. 
Primes p must be greater than the ASCII Code of the message. Since the value of the 

ASCII Code 255 is the largest primes, the value of p must be greater than 255.  
b. The private key (private key) of each user, which is a row of values d1 … dn. 

Row value d can be specified manually or generated randomly by meeting some of the 

following requirements: 
a) Row values d in ascending order, di < di+1. 
b) Each value di relatively Prime to any value di etc. 

c) d1 * d2 * … * dm < p * dn-m+2 * dn-m+3 * … * dn 
Moreover, the process of forming the key will also generate values of m and n where m 

is the number of shadow values required to form the message and the value of n is the number 

of the desired shadow. The formation process of these keys can be described in the form of a 
flowchart as shown in Figure 1. The shadow formation of secret sharing algorithm can be 
described in the form of flowchart as shown by Figure 2. 

 
 

 
 

  

Figure 1. The key formation of asmuth-bloom 
secret sharing algorithm 

Figure 2. The shadow formation of asmuth-
bloom secret sharing algorithm 

 

 
The shadow formation of secret sharing algorithm uses the output of the key formation 

which is the private key and the public key of the user. The shadow formation of secret sharing 
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is performed by the author of the message. The result of this process is n shadows that are 

distributed to n person. Each person has a different value of the shadow.  
The shadow merging process of secret sharing algorithm uses the output of the key 

formation which is the private key and the public key of the user. It also uses m shadow. The 

shadow merging process of secret sharing algorithm is performed by m people who want to 
reconstruct the original message. The result of this process is the original mess age that was 
concealed by the message’s producer. The shadow merging process using Chinese Remainder 

Theorem is aimed to look for the solution of the linear congruent system formed from the 
combined m shadow and m values di [13]. The shadow merging process of Asmuth-Bloom 
secret sharing algorithm can be described in the form of flowcharts as Figure 3.  

 
 

 
 

Figure 3. The shadow merging process of asmuth-bloom secret sharing algorithm 
 
 

2.3. Threshold Visual Cryptography 
The procedure of Recursive Threshold Visual Cryptography algorithm can be divided 

into two phases [14], i.e.: 

a. The shadow formation phase: In this phase, a set of share files are generated. As for the 
procedure of work of this phase can be seen in Figure 4 [15]: The phase is started by 
entering the binary image and defining the number of k and n. Then, it check whether the 

image size is the rank of n. If yes, then it convert image to form a row of binary bits. If not, 
then it add white pixels until the height of image equals to the rank of n. Then the process is 
continued until n share is successfully generated. 

b. Phase Merger Shadow, serves to reconstruct the original image by using a set of 
predetermined share. The working procedure of this phase can be seen in Figure 5: It is 
started by entering k image and numbers of n. Then it checks whether value of k > n. If yes, 

then it will enter another value of k. If no, then it converts images to form a row of binary 
bits. Then the process continued until the original image is successfully reconstructed. 
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Figure 4. Flowchart of shadow formation phase 
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Convert images to form a row of binary bits

k > n
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No
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End

Input k image

Input Numbers n

Show image obtained

 
 

Figure 5. Flowchart of shadow merging phase 
 
 

3. Research Method 
In this research, we conduct a performance evaluation of the secret splitting, secret 

sharing and recursive threshold visual cryptography method in providing security to the 
handwritten image. The handwritten image can be either scanned images or images of 

handwritten text documents. The process of securing the handwritten image is started from 
identifying the problem to be solved. The problem is how to produce the share images and how 
to specify the method that is suitable for safeguarding the handwritten images. Then, the 

process is continued by selecting a suitalbe method which can be used. This process is 
performed by literature study, i.e. reading books and sources on the internet.Then, we continue 
to collect the data required in the system development process. After that, we create an 

application that can be used to test the performance of each method. Lastly, there will be an 
evaluation of the obtained test results. From the evaluation of the test results, the method that is 
suitable for securing the image of handwriting will be identified. 

For the evaluation part, The performance of the three methods discussed is compared 
and evaluated using following method: 
a. The length of time the execution of the manufacturing process and merger share 

(reconstruction) share. The number of digital images captured each of the 20 pieces of 
samples of [16] 

b. The process of evaluation of the image of the reconstruction will use the formulation MSE. 

MSE can directly reflect the quality difference between the two digital images. MSE is used 
as a standard to calculate the quality of the original image and the image reconstruction 
results. 

MSE between two images can be calculated using the following formula (3):  
 

      (3) 
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Here, M, N is the width and height of the digital image, P1 (i, j) is the pixel value of the 

original digital image, and P2 (i, j) is the pixel value of the digital image reconstruction  
results [17]. 

 

 
4. Implementation and System Setup 

In order to run the experiment, we need the hardware and software as  defined by  

Table 1. We perform the simulation using PC with processing capability pentium IV 2.6 GHz. 
We utilize Microsoft Visual Basic 6.0 to run the simulation.  

 

 
Table 1. Hardware and Software Specification  

Hardw are Requirement 

No  Hardw are Type Specif ication 
1 Processor Pentium IV 2.6 GHz 
2 RAM  256 MB 

3 Storage  80 GB 
4 Display  SVGA monitor resolution 1024 x 768 
Softw are Requirement 
No  Softw are Type Specif ication  

1 Operating System  Window s 98/2000/XP 
2 Tools Microsoft Visual Basic 6.0 

 
 

5. Result and Discussion 
In this section, we discuss about simulation results. We evaluate the performance of 

three methods, i.e. secret splitting, secret sharing, and threshold visual cryptography in terms of 

execution time (share and reconstruction) and the mean squared error (MSE) of reconstructed 
image compared to the original secret image. We evaluate using n value=2-10. In this 
simulation, we do not perform testing to the share size produced by the three methods because 

secret splitting and sharing method do not generate additional pixels. Only the threshold visual 
cryptography method that producess share image with different pixel size from the original 
image.The size of image pixel produced by threshold visual cryptography method depends on 

the number of shared files generated (n value). Figure 6 shows the share and reconstruction 
time trend using secret splitting method for image size 100 ×100 pixel.  

 

 

 
 

Figure 6. Sharing and reconstruction time using secret splitting for image size 100x100 pixel 

 
 

Figure 6 shows that the share and reconstruction time increases linearly as the increase 

of n value. From the value shown in the table, we can see that the value of share time when 
n=10 increases almost 4 times compared to share time when n=2. While the value of 
reconstruction time when n=10 increases almost 5 time compared to share time when n=2. 
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Figure 7 and Figure 8 show the share and reconstruction time using secret splitting method for 

image size 150 ×150 pixel and 200 ×200 pixel, respectively. If we compare the share time when 
n=10 for three image sizes, we can see that share time increase 2 times when image size 
increased to 150 ×150 pixel and the share time increases 4 times when image size increased to 

200 ×200 pixel. The same trend also occurs for the reconstruction time. This result means that 
the share and reconstruction time increases linearly as the increase of image size.  

 

 

 
 

Figure 7. Sharing and reconstruction time using secret splitting for image size 150x150 pixel  

 
 

 
 

Figure 8. Sharing and reconstruction time using secret splitting for image size 200x200 pixel 
 
 

In the second testing, we compare the performance sharing and reconstruction time of 
secret splitting, secret sharing, and threshold visual cryptography. Figure 9 shows the share and 
reconstruction time using secret sharing method for image size 100 ×100 pixel. While Figure 10 

shows the share and reconstruction time using threshold visual cryptography method for image 
size the same image size as the Figure 9. Figure 9 shows that using secret sharing method, the 
share and reconstruction time increase linearly as the increase of n value. While, interestingly, 

figure 10 shows that using the threshold visual cryptography method, the sharing time increase 
exponentially as the linear increase of n value. The exponential increase occurs due to the 
increase of share image size produced by threshold visual cryptography. When we compare the 

result of Figure 6, Figure 9, and Figure 10, we can also see that the secret splitting produces the 
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shortest share and reconstruction time among the three methods. It means the secret splitting is 

the most efficient algorithm among the three method for simulation parameter used in this 
paper. Therefore, we can conclude that the secret splitting is the most appropriate algorithm 
when applied practically.  

 
 

 
 

Figure 9. Sharing and reconstruction time using secret sharing for image size 100x100 pixel  
 
 

 
 

Figure 10. Sharing and reconstruction time using visual cryptography for image size 100x100 
pixel 

 
 

In the third testing, we evaluate the level of similarity between reconstructed image and 

the original image of the three methods. We perform mean squared error (MSE) calculation to 
evaluate the quality of the reconstructed image. We perform the simulation using n=2 -5 and 
image size are 100 ×100 pixel and 150 ×150 pixel. From the simulation results it shows that the 

MSE are zero for all scenario of simulation, which means the three methods shows excellent 
reconstruction for the simulation parameter used in this paper.  

Based on the result of our simulation results and our literature study in this paper, we 

can evaluate the advantage and weakness of the three methods as follow: Secret splitting 
method execution time is the fastest among the three methods that makes this method is the 
most efficient when applied practically. It occurs because the secret splitting method contain a 

very simple algorithm. It only uses string and randomization algorithm operation XOR. However, 
the application of XOR operation makes the original image can be guessed easily if the tappers 
managed to obtain some file shares. Secret sharing method shows almost similar execution to 

the the secret splitting method. Secret sharing also perform better level of security due to the 
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involvement of Chinese Remainder method during the secret image reconstruction. The 

application of Chinese Remainder method is also very efficient when applied practically 
because the execution time is fairly quick. Furthermore the secret sharing method does not 
require all the file shares to reconstruct the orignal image, unlike the secret splitting. It means, 

the secret sharing is better in terms of reconstruction efficiency. Threshold visual cryptography 
method shows fairly quick execution time, eventhough it increases exponentially as the linear 
increase of n value. However, this method produces larger size of image files share compared 

to the original image. In addition, the threshold visual cryptography method only requires two 
pieces of the file share to reconstruct the original image. It means the attacker can reconstruct 
the image if they can collect only two images shares. In the future, it is interesting to perform the 

simulation and evaluation for bigger size of image and bigger n value to check the trend of MSE 
of the three methods.  

 

 
6. Conclusion 

In this paper, we have performed literature study and performance evaluation of 

security method for handwritten image. We have evaluated the performance of three most well 
known method, i.e. secret splitting, secret sharing, and threshold visual cryptography. In general 
the three methods contain a shadow making application that splits an image file into multiple file 

fragments shadow. The simulation results shows that secret splitting produces short est 
execution time among the three methods which means it is the most efficient for practical 
situation. The MSE simulation shows that three methods shows excellent performance in image 

reconstruction. In the future, it is interesting to perform more simulation for various image size 
and number of share image (n value).  
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