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Abstract

Recently, big data is granted to be the solution to opening the subsequent large fluctuations of
increase in fertility. Along with the growth, it is facing some of the challenges. One of the significant
problems is data security. While people use data mining methods to identify valuable information following
massive database, people further hold the necessary to maintain any knowledge so while not to be worked
out, like delicate common itemsets, practices, taxonomy tree and the like Association rule mining can
make a possible warning approaching the secrecy of information. So, association rule hiding methods are
applied to evade the hazard of delicate information misuse. Various kinds of investigation already prepared
on association rule protecting. However, maximum of them concentrate on introducing methods with a
limited view outcome for inactive databases (with only existing information), while presently
the researchers facing the problem with continuous information. Moreover, in the era of big data, this is
essential to optimize current systems to be suited concerning the big data. This paper proposes
the framework is achieving the data anonymization by using fuzzy logic by supporting big data mining.
The fuzzy logic grouping the sensitivity of the association rules with a suitable association level. Moreover,
parallelization methods which are inserted in the present framework will support fast data mining process.
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1. Introduction

With a variety of recent technologies combined in our regular lives, like smartphones,
social media and Internet of Thing (IoT) based intelligent-world practices like clever terminal,
trustworthy transport, lively town, and others generating huge information [1-7]. The multiple
kinds of electronic appliances create massive information ceaselessly of every characters and
area. Therefore, single, complete, and complex data, especially enormous information,
becomes a lot of value. Moreover, including the improvement of information analysis produced
by artificial intelligence and information processing techniques, including therefore
the evaluating abilities helped by internet also point calculating support, the possible benefits of
the created extensive knowledge grow a lot of dramatic [8-14]. Therefore, big data is
the purpose of this meeting flows of fertility increase.

Besides, the safety issues in information processing methods, current safety tests must
develop into massive information processing, that square measure regarding the need of
parallel victimization processing for substantial information review [15]. Therefore, secrecy
issues square action aggravated as a result of distributed data may be recovered merely
instead of mass kind. Group practice opening is unity in every of that foremost necessary data
processing techniques. However, misuse of this method could result in the revelation of delicate
information regarding persons [16, 17]. Several types of research are worn out association rule
activity [18-22] also most important of those shared means it separate things from doing for
exercise sensible laws. Unhappily, offered features influence is evident in those methods. To
explain that downside, peoples work and do dynamic ways. But, those plans do not guarantee
to find the associate best answer also solely work and improve the potency. During that
analysis, to cover fine community practices into massive information processing, rather than
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pushing a perennial case of delicate community courses, anonymization strategies square
measure wont to protect delicate controls. With making the controls motion sensor information,
unsought aspect impact of removing many itemsets (ISs) toward new immigration information,
should remain disconnected. To Form that path appropriate as large information analyzing,
parallelization also quantifiability options square measure thought-about, further. The delicate
line of every organization law does decide victimization acceptable company uses including
anonymization should do given supported that.

2.  Related Work
2.1. Big Data

Regarding outline, the extensive information relates to the vast amount of structure,
semi-structure and unstructure information with a special charge that may do well-mine
as information [16]. Massive data processing points on this potential from obtaining data of huge
details this because of special options not do give victimization being information processing
systems [23]. While several things, it is impossible to put that Brobdingnagian quantity
of information, therefore, the data extraction ought to be done real time. Process massive
information wants the group regarding systems with powerful evaluating production including
the structure will remain sensible by identical programming standards adore bigdata
technique [24].

2.2. Anonymity

Data distribution sometimes does by this chance from raw information revelation [25].
Knowledge sometimes includes raw information, including that shows that effect of using
obscurity methods [25, 26]. These last three methods to anonymization that embody generalize,
destruction, including organization. Several approaches to anonymization cherish kanonymity,
difference, closeness, etc. practice those methods. In conclude, uses about properties are
replaced by an additional general one [26]. Maybe, while that worth of quality ‘time’ means able
sixteen, that may mean renewed by acceptable vary cherish ten to twenty. Suppression refers
to prevent cathartic that true worth from associate degree property. During the means, the
prevalence of this worth means followed by the system cherish *;” and the suggests this one
content may act substituted rather [27]. Maybe, while this connected worth from associate
degree property means capable fifty-six, four hundred ninety-seven, that may mean followed by
5649*. The Organisation leads to this exchange from original content by chance worth. During
the system, sound does more to know, so this material quality from properties is covert [28].
While Table 1, three several well-liked anonymizations systems area units delineated. Because
of the novel options of extensive knowledge cherish high amount plus selection into knowledge
buildings, necessary changes ought to do think of while considered ways into satisfying related
requirements. During the design, the general system means employed to obscurity, whereas
elimination system isn't appropriate to amount knowledge including organization system
imposes the essential cost on computers.

Table 1. Anonymisation Schemes
Anonymisation scheme Idea Drawback
This initiative leverages the fact anywhere
all the advantages for a delicate value
inside a set of k stories are same.

each attribute is unique of minimum (k-1)

k-anonymity recently attributes.

every group of attributes includes minimum
I-diversity one properly-represented utility for the

delicate property

the spread of delicate properties in specific
t-closeness sub-class of works and the central dataset is Low data utility

less than threshold t

L-diversity may be trying to be
accomplished

2.3. Association Rule Hiding

Community practice opening is an unusual road to attempt to escape foreign
relationships among values into the large database [18], but, abuse of these systems force
condition language performance from delicate information [29-30]. Thus, many people served
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toward covering delicate organization practices. This greatest hope for community government
protecting methods means in case of raw practices, including no features appear of no delicate
practices. Hai et al. [20] proposed heuristics because support including support interest
supported crossing structure (HCSRIL) pattern being the heuristics path in meeting this group
from society uses from the relevant database into the local trade. This maximum levels about
researchers proposed will maintain this community thereby giving some thing this researcher's
changes become the limited impact at several many ISs, will like that least limit about doing this
out into last modified also murdering offering information of before-mentioned because doing.
Through this research, production organization from various I1Ss remains prepared. This
production position makes that limited influence at non-delicate 1Ss during little government
screen. Georg including Vassilio [31] stated Max-Min2 device including applied Max-Min theory
into community practice concealed. This greatest form of the theory means into maximizing this
least increase. While being, people continue working into maximizing fine control concealed
where as on same conditions reduce this regard effect toward no-delectate commands.
The design protects delicate relationship habits by reducing that help about fine ISs.

In Shyu-Lianget al. proposed design [32], pair systems remain common surface new
relationship commands. People did redouble care of leftward-hand view (ISL) and decreased
help on outward-hand view (DSR) into realizing researchers plan. While Ching-Yo et al. study,
only existing plays live described inside this method like the paired model. When that model,
while single piece | engage into deal j, Dij last working into being one; unless, that is enough on
nothing. When helped those described thresholds of existence through the practice, model X
will remain closed, so that P'= X*P. While that description, P indicates this one form concerned
that maximum info, X does that protecting model also X' does some pattern compared on this
private database. Elen et al [33] studied-on concealed from all fine community practices
including various ISs. Both received 3 channels as that goal: improving that provision about
LHS, reducing that payment from RHS including checking some advice like LHS and RHS, in
this equal opportunity. While that research proposed example, anonymization methods remain
conventional skin raw information. Then, in original, delicate including number properties like
hand-selected ISs last raised. When, in hiding unpleasant relations among various ISs, many
properties re anonymized into some proper stage. While many reports, no regular ISs will
remain of information, including individually raw prices will be dropped.

3. Proposed Framework to Hide Mining Rules in Big Data Environment

The proposed secured framework to hide mining rules in big data environment involved
three modules namely 1) association rule mining, 2) compute confidence of each rule, and
3) fuzzy logic system as shown in Figure 1. Here, these three modules should be functioning
parallelly, so this framework is suitable for big data applications. Also, the enormous features of
big data like velocity and volume generate s data continuously so existing proposed methods
not fit for big data mining environment.

3.1. Association Rule Mining

In the first module, various Item Sets (ISs) are found using different extracting methods.
Besides, complete extreme practices of many are being done. In this framework, the assigned
trust outset (a), other arbitrary resolution levels can be examined and practices with sensitivity
here a doesn't be raised immediately and should continue forward with the additional
investigation. As an instance, study a means equivalent nearly sixty percentage controls with
the resolution equivalent nearly fifty-seven percentage are delicate, also, including should
remain covered, simply by several stages. Next, the advantage of this obscure method for
checking data leakage of very subtle relationship rules, these somewhat sensible laws can be
adapted to delicate courses with the entry of original information in high data current. Therefore,
based on the determined state of association dictates, proper association levels are attached to
areas and are stored depended on those company standards.

3.2. Compute Confidence of Each Rule

We defined four membership functions (V_low, Low, High, and V_High) to charge a group
level to each association rule as shown in Table 2. After that, a one by four matrices related to
the computed confidence of each government. Every component of the model describes
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the association level of that course to all company use. If the specified resolution door is similar
to a, company parties vessel moves represented since Appendix 2. During the record, that next
line, ‘Minimum,” represents that smallest amount about any society use, while the three
columns, ‘Max,’ represents the highest value of society uses. Practices with resolution under C1
can be avoided. It should be remarked that Ci (i=1,2,...,5) does a connection informed values
and posterior last replaced. Next representing association level compared on every limited use,
that society capacity among those most significant association level remains picked because
that real person, including this coveted stage from hiding, remains determined using association
office. This must imply state this while this company area from couple characteristics is equal,
society capacity including those necessary hiding stages is chosen.

Compute Confidence of Each Rule Inl:ellngence

Membership ( Rules )
Function

Anonymlzatlon

Fuzzy Logic S
‘ & i 2 k
Association Rules Generalization of Attributes

Figure 1. Secured framework to hide mining rules in big data environment

Table 2. Membership Function Values Ranges

Range
From To
Very_high a 100
High C5 a
Low C3 C4
Very low C1 Cc2

3.3. Fuzzy Logic System

In the View x-> y as an association rule, here, each of x and y are collections of
properties. Properties can be grouped into 3 classes. First one, identifier properties are
characteristics including knowing knowledge like as common agreement estimate. The second
one, dainty properties are incubated of properties that receive individual retirement data and
should be preserved. The last one, quasi-identifier (QI) properties hold properties that make
negative include naming properties, without prison be connected to additional data to produce
credentials exposure [8]. Hence, the correct amount of tender including identification properties
must hold assassinated including QI properties must remain generalized using this detailed
group office. To minimize the undesire shape impact like information anonymization, unity about
left-hand side or Right-Hand Side about that courses must last chosen anonymized. On making
that, granted hiding stage is finished including a deeper undesire shape result.
a. Choice of a valid data should be anonymized

While an agreement command, with the anonymizing single view, its backside be
suggested that no tender message could be delivered. So, including single side anonymization,
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community practices could remain stored in the small undesire view outcome. While that way,
some central difficulty means into discovering the genuine article for anonymization. While
the possible itemset, covering the delicate relationship command possible beget undesire view
bearing toward community practices. In a robust itemset, that thing my best produce results
approaching unlike incoming information, besides. Over this rate characteristic about important
data, a collection about that most significant data during anonymization must do performed
using 2 constituents:
- Undesire angle result of anonymization of another current undelicate community practices.
- Anundesire angle result on anonymization in the possible separate access information.

The usual strategy is to minimize these circumstances as much as feasible. Think that
a command before-mentioned as X->Z should remain separated also require to discover
a genuine thing as anonymization. During that, the influence about any R.H.S or L.H.S part
anonymization should do judged using the two specified agents also when an object by that
lighter view result decided. On the head, connection commands remain classified based upon
people position power also when those circumstances do judge to the real part collection. As
that initial-mentioned portion, we analyze this information into any possible system (externally
fresh information coming). Then, this data need that means produced at that anonymization
vessel last measured including the method (1), do being a model of genuine items) election.

ltem Set (IS) = 1/Ni (N2W1 + N2W2 ... NOWw) ke m 1)

Assume we need to drop rule x-> y which is attached to group function ‘big’. In (1), Ni
holds this amount of controls including that similar association purpose (also that corresponding
stage from generalization) that X included within, Nk does that amount from controls that X
linked against, though including many group gatherings, and Wj holds some data need influence
among many anonymization stages. As, while X is anonymized to stage similar before ‘great,’
also this means a law that X linked into, just including anonymization stage like on ‘means,
learning need power means equivalent on one, only to stage ‘minimum,’ that does like into two.
Further specifically, that power package is the equivalent length of two anonymization levels.

This portion has a possible sense of the information centre and plans the learning end
stage. As single another part, just that contrast within that religious forces of different
commands the data included within the plus established belief origin about that specific group
capacity is assessed. That portion is calculated using (2).

Difference of Confidence (DOC) = ./(K; — C;)? + (K, — C)? + -+ (K; — C;)? ien (2)

During this course x-> y plus including group office, ‘maximum,” ki within method (ll)
comprises individual determination condition from some. Another unit that X means included
within, Cj remains similar over C5 state, including n equals some amount like commands that X
does involve. Those numbers must continue returned as Y, also. During another news, that part
estimates that likelihood of each development into full company office. One result like newly
recorded information equals reducing this resolution advantage about relationship law should
remain shorter specified start within private group office. Thus, the contrast within trust benefit of
membership rules and the smallest resolution advantage of full society use must do measured.
While that cost does also, the possibility about converting said group office moves smaller. That
implies evident that as anonymization is performed using this simplified group purpose, us need
into reduce that possibility. Lastly, select data collection will make with mixing these effects from
IS including an interval about resolution conditions, just including suitable practical importance,
because (3).

Best item set value = pul1 * IS + p2 *DOC 3)

An item with few real item-set uses can be chosen as the most significant thing for
anonymization. In (3), u1 and p2 are useful measurements including this benefits package are
increased. This implies evident following an itemset, which initial piece means connected into
being information, only some different character means similar before looking extra access
information. Thus, this appears this IS portion also moves significant, as that portion
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concentrates upon being relationship dictates, where as DOC agent moves done into obtaining
that reading also reasonable to potential subsequent information.
b. QI attributes hiding

As discussed earlier, important problems during connection control protecting are
un-wished view impacts about reducing many IS's. During that study, generalization method is
applied to anonymize QI properties at the proper stage also using detailed group use. Thus,
an initial stage, area generalization government of features shall stay organized, as presented in
Figure 2. For instance, think generalization means about ‘age’. If ‘age’ implies regarded being
the light-delicate quality, and this amount does accord over 34, a generalization from the part
before 30-35 remains the decent change. Like this feeling about ‘age’ progress, greater stages
into a hierarchical house (adjacent to source) remain counted toward that end. There are two
types of properties: binary and absolute. For the generalization of binary properties, using some
limited company offices, proper sub sets from validating area from any property package remain
held at these various stages of hiding (being described in Figure 2). It should be remarked that
that thing has no bearing on the principle of this method. In another word, with the combination
of binary and certain characteristics generalization, the concern stage of hiding achieves.
The recommended measures correlation practices hiding is demonstrated in Algorithm 1.

Figure 2. Domain generalisation hierarchy of age

Algorithm 1: Association Rule Hiding

Input: Data Items
Output: Attribute Generalization
1. Begin
2. Status =True
3. While(Status)
a. If new data item received
i. Status= False
Mining Association rule and Compute Confidence Value
If Confidence value given range
a. Then goto step 6
b. Else goto step 4
Define appropriate anonymity level
Selection of best item for anonymization
Generalize attribute
End

ok

©o~N®

4. Performance Evolutions
The proposed framework is evaluated based on experimental results matched a couple
of existing methods HCSRIL plus Max-Min2.
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4.1. Dataset Description

In the experimental analysis, we used two data sets namely Brijs and Clue web data sets.
Brijs_dataset: This dataset includes supermarket box information from a Belgian local
superstore. Information was received during 1999-2000. It includes eighty-eight thousand one
hundred and sixty-two sales including sixteen thousand four hundred and sixty-nine commodity
ids. Every work into original itemset includes data like transaction date, quantity, item, etc. But
each centre remains exclusively toward client plus similar things. Clue_Web_dataset: That
dataset includes huge numbers of web pages which were collected during Jan and Feb 2009.
Us practiced some from Clue Network it includes fifty-three billion English pages.

4.2. Experiment Process

In experimental results we considered three metrics namely lost, ghost and false rules.
Based on three rules we compared our experimental results using HCSRIL and Max_Min2
methods. To have equal status for any research, we should examine the central dataset as 50K
including dataset T1 order enter into subsequent action. With regarding information being within
a single primary itemset, select data to anonymization will select. Next, next combining T1
information, the section about failed courses will decide. Similar events occur displayed in
Figures 3 and 4. As the portion of the disabled controls reduces the development into ul, that
package is found this result about p1 means essential that p2. This is obvious with improving
the use of 1, that benefit of u2 will limitas shown in Figure 3.

19
a7
45

43

%lost rules

41
39
37

35
0.25 0.42 0.66 1 1.5 2.33 4

Figure 3. %lost rules generated by
the introduced framework by modifying u1/u2 using Brijs_dataset and
49
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45

43

%lost rules

41
39
37

35
0.25 0.42 0.66 1 1.5 2.33 4

Figure 4. % lost rules generated by
the introduced framework by modifying u1/u2 using Clue_web_dataset
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5. Conclusion

The association rule mining main advantage is to identify ambiguous relations among
information, but it also causes security devastation. To address this issue, we can simply hide
the association rules to preserve fine-tuned association rules. Various procedures are proposed
to hide association rules but many of the procedures reduce the item sets confidence values
below the defined threshold values. As well as, no existing method sits to the parallel
environment to process big data. Along with deleting an item set causes a serious problem for
upcoming data items. In the present work, we used the fuzzy logic method for hiding mining
practices against large information mining conditions. This can try to reduce the undesired
impact of a delicate rule protecting on un-delicate rules in data sets. The proposed framework
has features like parallelism and scalability, so these features help to process massive data.
The research outcomes illustrate that this proposed framework function better than existing
models. In future, we will try to reduce the information loss in the proposed framework.
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