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Abstract

A minute is all it takes for a hacker to gain informations from your computer, such as Wi-Fi
password. Due to the limited capability of people to remember a lot of complex and unique password,
people tend to use the same password for most of their account. This paper aimed to implement Wi-Fi
password stealing program in USB Rubber Ducky using USB Rubber Ducky Scripting, Visual Basic Script,
Web Server, Command Prompt, and Ducky Toolkit to obtain clear text Wi-Fi password that ever connected
to the computer. In the testing phase, the success rate of Wi-Fi password stealing program reached
94.28% with 87.87% obtained personal password is still categorized as guessable password and the
password reuse rate reached 81.81%. Thus, Wi-Fi password stealing program can be very dangerous as
most of the personal password was used in lots of account and still categorized as guessable.

Keywords: password stealing, password strength, password reuse, USB rubber ducky, WI-FI

Copyright © 2019 Universitas Ahmad Dahlan. All rights reserved.

1. Introduction

Along with the rapid improvement of internet of things, computer security is considered
as an important aspect because it can harm a lot of people if an individual or an organization
successfully found a vulnerability and exploit the system [1-3]. Most of the times, attackers will
try to crack their victim’s password because users tend to use same password for every web
application since users are having trouble remembering a lot of unique and complex
password [4-6]. Password is used to protect personal informations as it was selected by the
user with easily memorable and not easily guessed by others thus the attackers will try to steal
the password using several password stealing attacks, such as phising attack, password
stealing program attack, and shoulder surfing attack [7-9].

By leaving your computer unlocked while you are away for seconds, it can give hackers
all the time they need to obtain your personal information from your computer. The USB
interface is generally a dangerous vector for attack due to their potential for being used as a
hacking tool. For example, a USB flash drive can be used to register itself as a device or a
keyboard, allowing the attacker to inject malicious scripts inside the computer and it is
undetectable [10]. This functionality is present in the Rubber Ducky penetration testing
tool [11-13].

As internet becomes a daily need for people nowadays, Wi-Fi is implemented to grant
internet access toward the society, allowing electronic devices to communicate without
physically connected [14-15]. It is rapidly growing from the aspect of security and accessibility
that even one can make their own personal hotspot using their computer, such as desktop,
laptop, tablet, and smartphone [16-17]. Most of the hotspot require a password for a machine to
connect to the hotspot. Unfortunately, Windows machines can generate the Wi-Fi password in a
form of clear text which make it vulnerable toward password stealing attack [18-19]. This is a
problem that can be exploited by attackers.

In this paper, the approach details in implementing the penetration testing into Windows
machine via USB Rubber Ducky and evaluating the success rate of the program, the strength of
victim’s personal password, and the password reuse rate will be presented. The mechanism
allows the attacker to retrieve all of the victim’'s Wi-Fi password that ever connected to the
victim’s machine including their personal Wi-Fi password. This approach will utilize several tools
and technologies, such as command prompt, scripting language, web server, and ducky toolkit.
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USB Rubber Ducky Infrastructure
USB Rubber Ducky consists of a lot of component and designed to run a malicious
script written by the attacker [20]. Components of the USB Rubber Ducky shown in the Figure 1,
are:
— Micro SD Storage
— Replay Button
— LED Indicator
— Type a Plug
— 60 Mhz 32-Bit CPU
— Covert Case
— Optional Decal

Micro SD Storage - 60 MHz 32-Bit CPU

Replay Button
Covert Case

LED Indicator

Optional Decal

® ® TypeAPlug a®

Figure 1. Components of USB Rubber Ducky

USB Rubber Ducky Scripting Language

USB Rubber Ducky use a very simple language and most of the language is based on
the keyboard [20]. Some special commands that USB Rubber Ducky have, are:
— REM: to give a comment in the script,
— WINDOWS: has the same function as Windows button on the keyboard,
— DELAY: to postpone an activity that will be run after another activity,
— STRING: to write a sentence into the computer,
— ENTER: has the same function as Enter Button on the keyboard.
All of it can be utilized to create an activity inside the computer. For example, if the attacker
wants to execute run program then it can be done using “WINDOWS R” in the script.
Related Works

Based on Benjamin Cannoles experiment, some implementation are already being
applied to attack the victim using USB Rubber Ducky. One of them is to install a malware inside
the computer using a malicious web server and the capability of USB Rubber Ducky to
download the malware and upload sensitive informations back to the server [21]. Another
example related to USB Rubber Ducky is an act of stealing Windows logon password using
Mimikatz remotely. It can be done by using the capability of USB Rubber Ducky to create a
connection to the malicious web server that have mimikatz.exe and sekurlsa.dll. After the
connection has been built, the attacker can utilize USB Rubber Ducky to download sekurlsa.dll
and run mimikatz.exe remotely [11]. All the implementation of USB Rubber Ducky is
undetectable by antivirus because it is considered safe by the computer when someone is
typing on their keyboard [22].

2. Research Method

To steal Wi-Fi passwords inside a computer, a script will be written in USB Rubber
Ducky language and it will be injected to the USB Rubber Ducky. The script will be divided into
3 main steps based on how system hacking works [23] as illustrated in Figure 2 as follows:
— Gaining access
— Executing program
— Clearing logs
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( Start )—» Gaining Access If:.}‘.rz?rl:ﬂ.lg Clearing Logs 4< End )

Figure 2. Main flowchart

2.1. Gaining Access

In this step, the attacker will try to get physical access into the computer to run Wi-Fi
password stealing program. Ideally, the target will be computers that are left behind by the
owner to do a small task that will take less than 5 minutes and it is still running. After the
attacker gain physical access into the computer and inject the USB Rubber Ducky into the
computer, the script will perform gaining access method as illustrated in Figure 3. The gaining
access method consists of opening command prompt as an administrator and deactivating the
firewall to perform escalating privileges.

The reason why command prompt should be run as an administrator is because certain
commands need administrator privilege to be executed, such as deactivating the firewall.
Deactivating the firewall is needed in order to avoid the protection from the firewall to certain
features, such as File Transfer Protocol (FTP). Without the protection of the firewall, all kinds of
act related to the internet will not be filtered and it is easier for the attacker to proceed to the
next method. Deactivation of the firewall will utilize netsh command in the command prompt
which is “netsh firewall set opmode mode=disable”.

Open command . —
( Start )—A prompt as admin Disable Firewall 4>< End )

Figure 3. Gaining access module flowchart

2.2. Executing Program

In a big picture, the executing program method consists of creating and changing
directory to wifi, extracting wifi informations, creating and executing VB script to compress and
zip files, and sending the information file to the attacker server via FTP as illustrated in Figure 4.

Start Create a folder Change directory to Exiract Wi-Fi XML files
named wif wif informations

Upload XML files

Informations Compress & Zip

wifi.zip wifi.zip

-~ N N

Figure 4. Executing program module flowchart

Wifi directory is created to limit the workspace which will make it easier for the attacker
to clear the logs later. Wi-Fi password stealing program will run its main activity using netsh
command in the command prompt which is “netsh wlan export profile key=clear”. This command
will extract all Wi-Fi informations that ever connected to the computer and export it into
Extensible Markup Language (XML) files. After that, the program will create a VB script in order
to compress and zip the XML files into one compressed file. VB script was chosen because it
has been installed by default in every desktop release of Microsoft Windows. To compress and
zip a folder, the VB script will create an empty zipped file and put the source folder inside the
empty zipped file as illustrated in Figure 5.
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) Set source = wif Create empty zipped
Start Change directory fo Set zip_name = file based on
previous directory wifl.zip Zip_name

_zipltvbs _Ziplt.vbs wifi.zip Copy source to
F Create a VB script empty zipped file End
XML files

Figure 5. Compress & zip module flowchart

When the file is ready to be sent, upload informations module that illustrated in Figure 6
will be executed. The script will open a connection to the server via FTP and the file will be
uploaded to the server using passive mode and binary transfer method. Since it is a
compressed file, binary transfer method is used instead of ASCII transfer method because
binary transfer method will transfer file as a binary data instead of a text file. The reason why we
use passive mode instead of active is to initiates both connections to the server. It solved the
problem of firewalls filtering the incoming data port connection to the client from the server.

_ Set username and :
@—A open FTF connection password Login

wifl.zip

Set mode to passive
and method to binary

Upload wifi_zip

Figure 6. Upload informations module flowchart

2.3. Clearing Logs

In the last step, the script will focus on clearing every single track in the computer as if
nothing ever happened to the computer as illustrated in Figure 7 and it consists of closing FTP
connection, deleting wifi folder, deleting VB script, deleting wifi.zip, enabling firewall, and closing
the command prompt. Based on how system hacking methods work, the application model was
illustrated in Figure 8.

Close FTP e ) _zZiplt.vbs
connection Delete wifi folder Delete VB Script

wifi.zip
End Close command

prompt Enabile firewall Delete wifi.zip

Figure 7. Clearing logs module flowchart
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Figure 8. Application model

2.4. Zxcvbn Password Analysis Library

Zxcvbn is one of the popular library to determine a password strength and used by
Dropbox [24-25]. Zxcvbn has 3 main process which are match, score, and search. In the match
process, Zxcvbn will do pattern matching toward 6 aspects as follows:
— Token
— Reversed
— Sequence
— Repeat
— Keyboard
— Date
— Bruteforce

In the score process, Zxcvbn will do the math based on the match process and
determine the password strength by returning a value that indicate the category as shown
in Table 1.

Table 1. Zxcvbn Password Strength Category
Value Category
Too guessable
Very guessable
Somewhat guessable
Safely unguessable
Very unguessable

A WNEO

Lastly, Zxcvbn will do the search process to estimate the time to guess the password
assuming the attacker already knows the structure of the password and this process is based
on the result of the match process.

2.5. Evaluation
The data will be collected using voluntary sampling and clustering sampling which
means the attacker will ask for the victim consent to collect the data inside the victim’s computer
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using Wi-Fi password stealing program by injecting USB Rubber Ducky inside the computer.
After that, the data will be clustered into 3 category as follows:
— Businessman
— College Student
— Others

The data will be evaluated to determine the success rate of Wi-Fi password stealing
program using USB Rubber Ducky, the strength of victim’'s password using Zxcvbn Password
Analysis Library, and the password reuse rate.

3. Results and Analysis

The program was made using USB Rubber Ducky language for Windows operating
system and it will run approximately 50 seconds to grab all the Wi-Fi informations in a computer.
The result of each Wi-Fi information will be converted into XML file as shown in Figure 9. From
this figure, it shows a complete diagnosis of each Wi-Fi which ever connected to the computer
including SSID name and the security key for the Wi-Fi. In this testing, 35 samples was used to
evaluate the program which consist of 5 businessmen, 20 college students, and 10 others.

<?xml version="1.8"2>
<WLANProfile xmlns="http://www.microsoft.com/networking/WLAN/profile/vl™>
<name>CEH-782</name>»

<55IDConfig>
<SSID>
<hex>43454820373032< /hex>
<names </name>
</S5ID>
</SSIDConfig>

<connectionType>ESS</connectionType>
<connectionModerauto</connectionModer

<MSM>
<security>
<authEncryption>
<authentication»WPA2PSK< /authentication>
<encryption>AES</encryption>
<uselneX>false</uselneX>
<fauthEncryption>
<sharedKey>
<keyType»>passPhrase</keyType>
<protected:>false</protected:>
<keyMaterial>» </keyMaterial>
</sharedKey>
<fsecurity:>
< /MSM>

<MacRandomization xmlns="http://www.microsoft.com/networking/WLAN/profile/v3">
<enableRandomization>false</enableRandomization>
<randomizationSeed>»2538524312< /randomizationSeed>
</MacRandomization>»
</WLANProfilex»

Figure 9. Wi-Fi information XML file

3.1. The Success Rate of Wi-Fi Password Stealing Program

The test was executed 35 times and failed 2 times under college student category due
to the Wi-Fi SSID contains a character other than numeric and alphabet. In other words, the
success rate of Wi-Fi password stealing program reach 94.28% and each test was executed on
various computer specification within 1 minute.

3.2. The Strength of Victim’s Personal Password

From 33 successful samples, the strength of victim’s personal password is shown in
Figure 10. Those which categorized as guessable password reach 87.87% and only 12.13% of
them was categorized as unguessable. The Strength of Victim’s Password Chart is shown in
Figure 10.

It shows how most of our personal password is still weak as it only fulfill certain regular
expression shown in Table 2 where 48.48% of the samples matched [a-z] regular expression,
18.18% of the samples matched [0-9] regular expression, 27.27% of the samples matched
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[a-z0-9] regular expression, and 3.03% of the samples matched [a-zA-Z] and [A-Z0-9] regular
expression.

Very Unguessable : 1

Safely Unguessable : 3 "\\

_— Too Guessable : 13

Somewhat Guessable : 8

Very Guessable : 8

M Too Guessable Ml Very Guessable Somewhat Guessable B Safely Unguessable
Very Unguessable

meta-chart.com

Figure 10. The strength of victim’s password chart

Table 2. Regular Expression of Password Samples

Regular Expression Number of Matched Password
[0-9] 6
[a-Z] 16
[a-z0-9] 9
[a-zA-Z] 1
[A-Z0-9] 1

3.3. The Password Reuse Rate

Based on the survery to the victims as illustrated in Figure 11, it is found that 81.81%
use the same password for every account which they have, 12.12% use a similar password for
every account but with additional characters depends on the website, and only 6.06% of them
that use different password for every account. The Password Reuse Rate Chart is shown

in Figure 11.

Similiar with additional characters : 4

~ Yes:27

M Yes M similiar with additional characters No

Figure 11. The Password reuse rate chart
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4. Conclusion and Future Works
The proposed Wi-Fi password stealing program was implemented successfully with the
rate of 94.28% and because of the high rate of password reuse that reach 81.81%, Wi-Fi
password stealing can be very dangerous as the password is used in lots of account. How low
the password strength is also becomes a consideration as the attacker has a high chance of
success to do a brute force attack that fulfill [a-z] regular expression which have 48.48% number
of matched. It shows how people are still lacking of awareness in creating a strong password.
This project can be extended in several ways:
— Due to the failed experiment on 2 subjects because of non-alphanumeric character, extend
the VB Script to make it successful.
— Instead of using FTP, one can change the firmware of the USB Rubber Ducky and save the
files locally inside the USB Rubber Ducky.
— More experiment can be done with different operating system, such as Linux and Mac OS.
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