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1. INTRODUCTION

In Thailand, schools and educational institutions enter a new world of online learning and teaching
which consist of regular and short courses. In general, e-certificate is provided to all participants who have
participated or passed the requirements of the courses. In fact, e-certificate provides benefits for the trainees
such as job application and getting a promotion. With many benefits, it may become the demand for intruders
to counterfeit the certificate.

Cryptography [1] is a technique to protect the information through communication channels which are
considered as the insecure channel such as internet. Encryption process is chosen to transform the plaintext as
unreadable message which is called ciphertext before sending this value to receivers. The receiver, after arriving of
ciphertext, can recover the original plaintext by using the decryption process. In addition, there are two types of
cryptography. The first technique is called symmetric key cryptography. It used the same key, is called secret key,
for both of encryption and decryption processes. Speed and time [2, 3] to finish the processes in both sides are
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the prominent point of this technique. However, the obstacle is about the way to find the secure channel to share
the secret key. In 1976, the other type of cryptography which is called asymmetric key cryptography [4] or public
key cryptography was proposed. The different keys for encryption and decryption processes are required. Public key
is the disclosed key to everyone in group but private key is kept secretly by owner. Nevertheless, exchanging
the secret key is only one capability of this method. In 1978, Rivest-Shamir-Adleman (RSA) [5] was proposed by
R. Rivest, A. Shamir and L. Adleman. It’s beneficial for various tasks such as data encryption, digital signature and
key exchanging. Moreover, multimedia can be implemented by using RSA such as text, image and voice [6-8].
However, RSA is based on integer factorization problem (IFP) [9-12]. If modulus is factored as prime numbers,
RSA is broken. Therefore, the modulus should be assigned at least 1024 bits [13-15] to avoid an attack by intruders.

In this paper, to ensure that e-certificate is not counterfeited, the RSA’s digital signature is chosen to
sign the image. After the signing process, the other file which belongs to the digital signature of e-certificate
is generated. Then, to validate the e-certificate, it should be compared with the decrypted digital signature.
In addition, e-certificate will be approved when all pixels of the sub image are equipvalent to the outcome of
the decrypted file at the same position.

2. RELATED WORKS
2.1. RSA

RSA is the best well-known public key cryptography. The word of RSA stands for Rivest, Shamir
and Adleman who were three inventors of this algorithm. In fact, there is not any algorithm which can break
RSA in polynomial time when the modulus is assigned at least 1024 bits and all parameters are strong.
Therefore, it is the reason that RSA is still widely used at present. For data encryption, there are three main
processes as follows:
Process 1 (key generation process): it is the process to generate a pair of keys to encrypt and decrypt
the processes. It is divided as five steps as follows:

Step 1: Generate two large and strong prime numbers, p and ¢, randomly. In addition, the result of
the multiplication between p and ¢ should not be less than 1024 bits.

Step 2: Compute the modulus, n, from n = p*g

Step 3: Compute Euler’ s totient function, @ (n), from @ (n)=(@p - 1)(g—1)

Step 4: Choose public key, e, with the following condition: 1 < e <@ (n) and the greatest common
divisor between e and @ (1) must be equal to 1 (ged(e, D (n)) = 1).

Step 5: Compute private key, d, from the following equation: ed =1 mod @ (n). In fact, the key to
find the result in this step is to use extended Euclidean algorithm [16-18].
Process 2 (Encryption Process): it is the process to transform plaintext, m, where 0 < m < n, as unreadable
message or ciphertext, ¢, before sending to receiver by using the following equation:

c=m*mod n (1)
Process 3 (Decryption Process): the process to recover m by using the decryption equation:
m =cmod n 2)

In the (2), it implies that m is always recovered after finishing the decryption process.

However, d should be always assigned larger than e. The reason is that the (2) takes very high computation
cost in comparison to the (1). Therefore, to reduce time in decryption process, many techniques were proposed
such as Chinese remainder theorem (CRT) [19, 20], private key with low hamming weight [21] and low private
key (may become the drawback of the system) [22-24].

2.2. RSA’s digital signature

Besides data encryption, RSA can be also chosen as digital signature [25]. In fact, this method is selected
for authentication. For digital signature, d is selected as the exponent instead of e in order to sign the signature.
Therefore, all users can verify the signed text by using the exponent, e, for decryption process. In general, if
the signed text is the authentic information, it is always recovered after finishing the decryption process.

2.3 Speed up RSA using CRT
ue to the fact that d is always assigned larger than e, then CRT was proposed to speed up the process by
dividing d as two small sub exponents, d,, and d,. In fact, both of them are calculated from the following equations:

dy,=dmodp -1 3)

d;=dmod g -1 “4)
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In addition, they are the exponents of two equations as follows:
m, = c% mod p (5)
my = c% mod g (6)
And the equation to recover m is as follows:

m = (mpyeq + mgypp) mod n (7N

where y, = p! mod g and y, = ¢"! mod p.

However, this technique may consume the high computation cost when both of d, and d, are still
large. Therefore, the special technique [26] to speed up CRT was proposed in 2018. In fact, this technique can
finish the process faster than original CRT when d, and d, are larger than g and %, respectively. On the other

hand, it becomes slower than original CRT. Assuming d, and d, are found and gcd (d,, p — 1) = ged
(dg, g — 1) =1, x,, and x, must be computed at first.

Xp=p—dp ®)
Xg=q—dy ©)
In fact, they are represented as the new exponents for the below equations:

m, = (c"1)*»~* mod p (10)
my=(c™H*a" mod ¢ (11)

Then, m is recovered by using the (7) after m, and m, are calculated.

3. THE PROPOSED METHOD

The aim of this paper is to propose the system to authenticate e-certificate which is the red green blue
(RGB) image. The advantage is to protect the masquerade from intruders. RSA’s digital signature is chosen as
a tool to sign the certificate. Two algorithms are presented to solve the problem. The first algorithm is for
signing the digital signature of e-certificate. This system must be kept secretly because d is the key of the
process. The other algorithm is for checking the signature. The key process is to select both of original image
and its digital signature to verify each other.

In addition, only sub image including the participant’ s name is chosen for both of signing and
checking processes. The reason is that the other parts of the original image are similar to the other images at
the same position. Furthermore, the plaintext of each pixel of sub image is from the following equation:

i, j) = (r(i, ) + g(i, j) + b(i, )))/3 (12)

where, i, j are the position of row and column of the sub image
r is the red component
g is the green component
b is the blue component
t is plaintext which is the pixel in row 7 and column j
Figure 1 is shown the system of Signing algorithm that is divided as seven steps as follows:
Step 1: choosing the original image
Step 2: selecting sub image which is chosen as plaintext for signing process
Step 3: computing the average value of each pixel
Step 4: managing all plaintexts of sub image, mi, mo, ***, m;, ***, m;, the examples of managing m; and m, are
as follows:
mi = Ia,nla2) f3) "l
ma =, s+, s+2) L1, s+3) "L, 29)
Step 5: computing ciphertexts, ci, ¢2, ***, ¢i, ***, ¢}, as follows:

d d d d
c1=m modn,c;= m,modn, ***,¢c;= m; modn, ***,c;= m; mod n

Step 6: ¢ = 1+ "A"+ert A" e + "R
Step 7: Writing c is in the format of text file
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In general, there is only the participant’s name in e-certificate that is different from the other images
at the same position. Then, it is selected for signing the signature. However, total pixels of this part may be
larger than the maximum value of original plaintext. That mean, this part must be divided repeatly and all parts
of sub image will be encrypted by using d as the exponent. Furthermore, for the simple implementation, ¢
should be expanded as 3 digits when it is less than 3. For example, if ¢ = 26, it should be changed as 026.
The letter “R” is chosen to inform receiver about the scope of total pixels in one row. On the other hand,
the letter “A” is selected to inform receiver about the length of one ciphertext. Because RGB image has three
components, the average is the representation of each pixel. In fact, Algorithm 1 is shown the sequential steps
to sign e-certificate thoroughly.

@ #(1,1)=(r(1,1) +g(L,1)+b(1,1)/3 | ny pixel
NANSNeN[ussNganssu
9AiinsSBIANNsalng (E-Certificats) TIRISiWonand1
iU asal —p AU A33la—p g 259 7 [ [ ee ]
ANITEY 591 1 AueY 99319 =
TAuhumsausuoaulatiSes “nss1sauiioyaiiu Dashboard Aau Google Data Studio” step 2 step 3 step 4

(s:8:10an0UsU 6 Holuv)

Jui 19 1dou Tnunau w.A. 2563

wannlaw nangasdnemsiioyana:inaluladansauind

ARG N:NOY HoUMansS0s MIsing
Snens. o8msudi
step 1

Text file of digital signature 4—| €=t A et AL Aot R

(writing ¢ in the format of text file)

step 6

step 7

Figure 1. System of signing algorithm

Algorithm 1: Signing e-certificate by using RSA’s digital signature
Input: n, d
1. m € Read image (type RGB) of e-certificate
2. m € Choose only sub image of m that is different from the other images (width =
w and height = h)

3. n, €Numbers of pixel

4. count € 0, p € V", c &

5. For i =0 to h -1

6. c €0

7. p €0

8. For 7 =0 tow -1

9. r €Red component of image in position Row i and Column j
10. g € Green component of image in position Row i and Column Jj
11. b €& Blue component of image in position Row i and Column j
12. t € (r +g+ b)/3

13. IF j = w - 1 then

14. p € p+ “V+t

15. End IF

16. c € c + “ + String(p? mod n) + “R”

17. P &

18. IF count = n, then

19. count € 0

20. c €c + “+String(p? mod n) + “A”

21. End IF

22. End For

23. End For
24, s €c (writing in text file)
output: s (digital signature of original image)

Example 1: Assuming n = 1528125953 (43313 x 35281), e=617,d =334337753 and the average of each pixel
of sub image is as follows:

187 74 3 254 18
145 126 47 123 148

Finding the signd text by using Algorithm 1 with n, =3

Authentication system for e-certificate by using RSA’s digital signature (Kritsanapong Somsuk)
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Sol: Because 1, = 3, then plaintext is generated by every three pixels and the remainder of each row.
13t row: p1 = 187074003, p> = 254018, 2™ row: p3 = 145126047, ps = 123148
Then, the signature of each plaintext is as follows:
13t row: ¢; = 187074003334337753 mod 1528125953 = 632263766
€2 = 2540183437753 mod 1528125953 = 694599143
2" row: ¢3 = 145126047334337753 mod 1528125953 = 553190888
cs = 1231483437753 mod 1528125953 = 860993807
Therefore, the signed text is 632263766A694599143R553190888A860993807
In fact, Algorithm 2 is selected to decrypt the digital signature to compare each pixel of the result
with sub image. The signature is approved when all pixels from both of them are equipvalent to each other.
On the other hand, the image is rejected whenever only one pixel is different.

Algorithm 2: Checking e-certificate by using RSA’s digital signature
Input: n, e
1. m € Read image (type RGB) of e-certificate
2. m € Choose only sub image of m that is different from the other images (width =
w and height = h)

3. t € Read digital signature of m that is the result from Algorithm 1

4. Array of 1 € Split m by “R”

5. For r =0 to (length of 1) -1

6. Array of k € Split I[r] by “A”

7. y €

8. For ¢ = 0 to (length of k) -1

9. vy € y + String(k[c]® mod n)

10. End For

11. For i = 0 to w-1

12. out[r][i] € cut y from 3i to 3i+3 // each pixel of output which has 3
digits to compare with original image

13. End For

14. End For
15. count € 0
16. For 1 = 0 to h -1

17. For =0 tow -1

18. r €Red component of m in position Row i and Column j
19. g € Green component of m in position Row i and Column j
20. b €& Blue component of m in position Row i and Column j
21. t € (r+g+ b)/3

22. IF out[i][j] = t then

23. count++

24. End IF

25. End For

26. End For

27. IF count == w*h then

28. The signature is approved

29. Else

30. The signature is rejected

31. End IF

output: output of signature

Example 2: Using Algorithm 2 to check the relation between sub image and the signed text in example 1

Sol: From example 1, the signed text is 632263766A694599143R553190888 A860993807. It imples that there
are two rows, because the letter ‘R’ is happened only one position. The signed text is divided for each row as
follows: 1% row: 632263766A694599143, 2" row: 553190888 A860993807

Moreover, the letter ‘A’ is happened only one position in each row, then it is divided as two
ciphertext: 1% row: ¢ = 632263766 and ¢, = 694599143, 2™ row: ¢3 = 553190888 and ¢4 = 860993807

Then, the decrypted message of each cipher is as follows:
15t row: p1 = 632263766% "mod 1528125953 = 187074003, p> = 69459914367 mod 1528125953 = 254018
2" row: p3 = 553190888°'7 mod 1528125953 = 145126047, ps = 632263766°'” mod 1528125953 = 123148

After that, each plaintext is divided as 3 digits per group, the result is as follows;

1%t row: groupl: 187, group2: 74, group3: 3, group4: 254, group5: 18, 2™ row: groupl: 145, group2: 126,
group3: 47, group4: 123, group5: 148.

Because each group is matched with each pixel of sub image at the same position. Therefore, this
signature is approved. From both of example 1 and example 2, the multiplication between 3 (3 digits per 1
pixel) and 7n, must be less than total digits of n. The reason is that the plaintext must be always less than n.
In fact, if it is larger than n, then the original plaintext can not be recovered. Furthermore, time to finish
the process can be reduced by using one of CRT or the special techniaue improved from CRT [26]. In fact,
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original CRT is suitable for small d, and d,, d, < g and d,; < %- On the other hand, the method in [26] is chosen
instead of original CRT.

4. RESULTS

In this section, it shows the experimental results which are divided into two parts. Part 1 shows
the signing application and the checking application. Part 2 shows time consuming in both applications by
using different algorithms. In addition, big integer class which is one of the built-in classes in java programming
language is chosen for the implementation, because it can be implemented as the unlimited size of integer.
Furthermore, all experiments were conducted on 1.80 GHz an Intel(R) Core™ i5 with 8 GB memory.

Figure 2 (a) shows the signing application. Assuming e-certificate must be signed. It must be selected
from “Brown image (jpg)” button. After e-certificate is selected, the location of this file will be displayed
in text field. In fact, the image will be signed when the collect location is occurred and “sign” button is
chosen. Figure 2 (b), Checking Application is the program to compare between all pixels of sub image and
the decrypted value of signed text. In fact, the result is verified when all comparisons of pixels are matched to
each other. On the other hand, if only one pixel at the same position is different, e-certificated is rejected.
Figure 3, it is the example of input and output from signing application. Figure 3 (a) is the original image for
the process. After pressing “sign” button, only sub image in Figure 3 (b) will be selected for signing the
signature. Figure 3 (c) is the digital signature of sub image in Figure 3 (b).

UDRU Certificate Checking
UDRU Certificate Digital Signature

Brown to image (jpg) for signing

Brown to Signed text and Certificate
| Brown Signed Test |

Brown image (jpg) _ Brown Ceniificate |

cancel Sign | clear | check

(a) (b)
Figure 2. (a) Signing application, and (b) checking application

The next experiment is about time-consuming in both of signing application and checking application.
All E-Certificates in the short course (40 participants) are chosen as the original images in both processes.
In addition, the width and height of sub image are assigned as 300 pixels and 70 pixels, respectively. In fact, d
is assigned very large in comparison to e in order to avoid an attack by using some methods which have very
high performance when d is small such as wiener’s attack [22] and some other improvements [23, 24].
Moreover, three methods are chosen for signing application to consider the best solutions.

In Figure 4, the condition 1 is d, < g and d; < %’ the condition 2 is d, zg and d, ~ gand the condition 3 is

dy, > g and d, > g. The experimental results show that checking application is the fastest application, because e is

usually smaller than d. However, signing application with CRT is certainly faster than the method in [26] in condition
1 but it becomes slower than this method in condition 3. The reason is that the exponents for the special method
become small when d, and d, are large. Moreover, in condition 2 original CRT is faster than the special method.
Although the lenght of exponents are same, the special method has to compute modular inverse of ciphertext.
Therefore, the best solution to choose decryption algorithm is based on the characteristic of d. Nevertheless,
the accuracy for all 40 images are 100%. In fact, assuming intruders intend to sign the fake signature, they have to
find d which is kept secretly by admins. Moreover, if all parameters are strong and # is assigned at least 1024 bits,
there is no method that can break RSA within polynomial time. Therefore, the proposed method is one of the best
solutions to protect the forgery of e-certificate.

Although, elliptic curve cryptography (ECC) [27-28] which is a type of public key cryptography can
be chosen to process digital signature as RSA, this algorithm is not suitable to apply with the proposed method.
The reason is that string concatenation during many pixels of sub image is required. However, the plaintext
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must be the point on curve. In fact, if ECC is chosen instead of RSA, the plaintext from the combination of
many pixels must be converted as the point on curve before including in encryption process.

e

WANSNENAES1PNDaASSIU

QeiUnsBiinnsolnd (E-Certificate) UTA13WTonames
nOeUWaA augy -
dunumsaususauladded “nsseeuieyai Dashboard Sou Google Data Studio® n f'| H'ILI.‘I'IG H HN lﬂ;ﬂ!

viruunlae

z. T =i C?‘!"’- : £—7
‘s i e s SRy Mg
s abmisu

(a) (b)

A i e e
‘06498006693 1496792185360481755160646043228929082790133409960207702 13604904 1424973806 °
16419018684507586494479662555292389933669088026575768290504851838334 222250083865 14304
4126567511495551603617501529521204017002538505369278060155601243132353890437 15966368
178484693538702678032341 19RRTOG4980066921496792185360458175516964604222802908379013348
11360480414249736064 70883241964 19018684507 5864044 7966255929 238993 36608802657 57682805
1422225008386514904666029505141265675114955516036175015295212040170025385053692780601
46080324887 151514760073461107848469353870267803234119RR706498006693 1406792 1853604817
13228%290837901334999602077021360490414249736064T0883 241964 19018684507 5864944 70662559,
1600BB0265757682905046918383342222500835051490466602950514126567511495551603617501529
W017554564336630201688320484546080324887151514760073461107848459353870267803234119RRT
1314967921853604817551696460432280290837901334909602077021360490414245736064708832419
15075864944796625592923899336690880265757682905045891838334222250083865149046660295051:
37828B961475990854725453697001755456433663020168835048454608032488715151476007346110
687223185567 15AATO6498006693 14967921 B5360481755169646043 2280290837901 33499060207 702
1249736064708832419641901868450758649447966255929238003366908802657576829050489153833
1524026752747 188218618991053137828896147599085472545369700175545643366302016883904845
159663681197 557254600237 58066878223 1855671 5AAT06498006693149679218536048 175516964604
17901334999602077021360490414249736064708832419641901686845075864944796625592923899336/
1269301417920094752843941932524026752747189218618991053137828896147529085472 54536970.\ -

(©)

Figure 3. Example of input and output from signing application;
(a) original, (b) sub image, and (c) digital

Time to Finish Process

50 I I I
0 I I I

condition 1 condition 2 condition 3

time (Seconds)
(=) W ey
=] (=] (=]

—
=)

m Signing Application = Signing Application using CRT
= Signing Application using method in [26] = Checking Application

Figure 4. Time to finish process with different techniques

5. CONCLUSION

In this paper, RSA’s digital signature is proposed to apply which e-certificate which is the RGB image
to avoid counterfeiting the certificate. Only participant’s name in e-certificate is selected to the signing process,
because this is only part which is different from the other images at the same position. Additionally, the main
process to check the signed text is the selection from both of e-certificate, only participant’s name, and
decrypted signed text to compare each other. In fact, e-certificate is approved when each pixel of the sub image
is matched with the decrypted message. However, for the real situation, private key (d) should be assigned
larger than public key (e) to avoid an attack by some methods. Therefore, CRT or its improvement shoud be
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selected to speed up the process. The experimental results show that the proposed application can be chosen in
order to apply with e-certificate to protect the forgery from intruders.
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