TELKOMNIKA Telecommunication Computing Electronics and Control
Vol. 21, No. 5, October 2023, pp. 1013~1019
ISSN: 1693-6930, DOI: 10.12928/ TELKOMNIKA.v21i5.24581 O 1013

Conceptual model of internet banking adoption with perceived
risk and trust factors

Waleed A. Hammood*?, Afrig Aminuddin3, Omar A. Hammood*, Khairul Hafezad Abdullah®, Davi
Sofyan®, Majid Rahardi?
!Department of Information Systems, Faculty of Computer Science and Information Technology, University of Anbar, Ramadi, Iraq
2Department of Computer Science, College of Science and Engineering, Bayan University, Erbil, Iraq
SFaculty of Computer Science, Universitas Amikom Yogyakarta, Sleman, Indonesia
“Business Administration Department, Faculty of Administration and Economics, University of Fallujah, Fallujah, Iraq
°Department of Academic Affairs, Universiti Teknologi MARA, Perlis Branch, Malaysia
SFaculty of Teacher Training and Education, Universitas Majalengka, Majalengka, Indonesia

Avrticle Info ABSTRACT

Article history: Understanding the primary factors of internet banking (IB) acceptance is
. critical for both banks and users; nevertheless, our knowledge of the role of

Received Sep 08, 2022 users’ perceived risk and trust in 1B adoption is limited. As a result, we

Revised Nov 27, 2022 develop a conceptual model by incorporating perceived risk and trust into

Accepted Feb 22, 2023 the technology acceptance model (TAM) theory toward the I1B. The proper

research emphasized that the most essential component in explaining 1B

adoption behavior is behavioral intention to use IB adoption. TAM is helpful
Keywords: for figuring out how elements that affect IB adoption are connected to one
another. According to previous literature on IB and the use of such
technology in Irag, one has to choose a theoretical foundation that may
justify the acceptance of IB from the customer’s perspective. The conceptual

Internet banking
Perceived risk

Technology acceptance model model was therefore constructed using the TAM as a foundation.
Technology adoption Furthermore, perceived risk and trust were added to the TAM dimensions as
Trust external factors. The key objective of this work was to extend the TAM to

construct a conceptual model for IB adoption and to get sufficient theoretical
support from the existing literature for the essential elements and their
relationships in order to unearth new insights about factors responsible for
IB adoption.

This is an open access article under the CC BY-SA license.
Corresponding Author:

[©Xolon
Waleed A. Hammood

Department of Information Systems, Faculty of Computer Science and Information Technology
University of Anbar, Ramadi, Iraq
Email: engwaleed54@yahoo.com

1. INTRODUCTION

The technology is a recent trend in today’s corporate performance, the internet has grown in
popularity, allowing businesses to use a variety of web-based applications to retain clients and give them new
products [1]. This recognition has promoted industry competitiveness while also forcing enterprises to use
comparable strategies in their daily operations. In comparison to the banks’ prior way of operating, the
financial services industry, notably internet banking (IB). IB is one of the most efficient and important types
of internet commerce, experiencing significant technological advancements. 1B acceptance is not as high a
percentage as first thought [2], [3]. Because all transactions require some level of trust, those conducted over
the unreliable and impersonal nature of the internet call for substantial levels of trust due to the high level of
risk frequently associated with online transactions, low levels of customer trust are frequently cited as one of
the common barriers to the rapid acceptance of internet banking. To strengthen the purpose of implementing IB,
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the bank must guarantee personal information and financial information. The IB service must also be error-free
and transaction-secure, according to banks. IB is a system that allows users to conduct financial transactions
from their homes via the internet. It enables consumers and businesses to use bank services without relying
on the bank’s premises or physical location. The growing use of technology in the banking industry helps
banks to improve client satisfaction, increase retention, and increase profits. Many benefits of IB include
ease, security, and utility in financial operations. The rise in popularity of IB has aided the development and
expansion of the banking sector throughout the world. Information and communication technology (ICT)
advancements have resulted in significant changes in the delivery of financial services, particularly retail
banking services, not only in industrialized nations but also in developing economies. The banks have been
required to supply their services in accordance with the changing demands and preferences of their clients as a
result of the ICT revolution. For banks, using online banking to service their clients has become a strategic
instrument for gaining a competitive edge in the business. Even though 1B has several advantages, it still needs
improved performance [4]. IB, for example, is still not well accepted. As a result, it is research of significance
and relevance, particularly for Iragi consumers. In Iraqg, the number of IB users is still few. 1B may have a
number of flaws that need to be addressed. IB, for example, has a security influence (SI) and trust. Then
there’s a lot of room for study and enhancement to help customers adopt the SI. Marakarkandy et al. [5]
examined technology acceptance model (TAM) model incorporates elements to determine internet banking
adoption in India. Perceived risk, perceived ease of use, trust, and perceived risk are among the characteristics
considered. According to Sukkar and Hasan [6] thought it was necessary to investigate information system (IS)
models created in western nations in a non-western surrounding, they emphasized that the situations and conditions
in developing countries are not comparable to those in wealthy countries where these models were formed.
Bagozzi and Yi [7] also believed that validating models produced in one nation in other countries is necessary for
expanding the body of knowledge in the field of user behavior. All countries that would to succeed in the global
economy must encourage their citizens to utilize internet banking more use [8]. Questions concerning the
application of study findings gained in industrialized nations to African countries are raised by the glaring
differences between consumers from these continents and those in developing countries, notably in Africa. It is
important to note that consumers have various expectations for trust in online transactions depending on their
country of origin and culture. Therefore, there is a need for a study that examines the components of online trust
and how this trust influences consumers’ behavior in different nations’ online environments.

Risk issues with IB services are becoming more widespread worldwide. The consumer’s impression
of the unpredictability of outcomes largely related to gathering and evaluating information about goods
and/or services prior to making any purchase decisions is reflected in perceived risk. Customers will perceive
a higher risk and stop using the product or service in issue if they discover any discrepancy between their
actual purchasing experiences and their desired purchasing outcomes. Since the majority of internet services
operate in an open environment, security and privacy concerns like phishing, spoofing, malware, password,
and spyware sniffing. Might affect their applications and results. Internet-based attacks have significantly
expanded over the past several years, bringing to light numerous instances of theft or fraud, invasions of
privacy, and hacker attacks. Customers believe that using online services like internet banking, e-ticket
booking, and online buying. May threaten their personal security since they perceive these services to be
riskier than any other traditional transaction services.

There has long been research and development in developed nations investigating the capabilities
and acceptability of internet banking solutions made in and for such countries. Much of the study into
technology diffusion has been based on Davis [9] TAM, although practically all of it has been done in the
United States (US) and other countries. Due to this constraint in TAM’s application, it may be required to
question its suitability for study into the adoption of new technologies such as IB, in Middle East. As a result,
it may be claimed that the largest hurdle for this technology’s success is persuading people to utilize it as a
full replacement for existing channels. Taking the premise that buying IB services is considered as riskier
than buying existing banking services.

2. THEORETICAL BACKGROUND

Several scholars and economists analyzed the user’s IB using various methods. Because there is no
grounded theory in the subject of information technology (IT), academics have had to rely on models
produced in other fields. The literature of internet banking connected intention models from social
psychology as the cornerstone of their study in order to anticipate an individual’s intention to embrace IT.
These theories presented several models for predicting 1B dynamics in diverse contexts. The TAM and the
theory of reasoned action were among these theories. Ajzen and Fishbein [10] theory of planned behavior,
Rogers [11] theory of innovation diffusion. However, due to the complexities of behavior study and the
limitations of researchers, no single framework can outperform all or even most of the aspects. As a result,
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attempts were undertaken to combine the ideas so that their limits might be reduced. Modern IS research
suggests that they should focus their emphasis on coupling diverse theoretical models in forecasting IT
acceptability, implying that a wide perspective is required [12]. Urged more user-focused internet research as
well as an expansion of TAM financial services, implying that comprehending information systems
employed in online contexts is a crucial issue. Additionally, pinpointing a specific group of business users
with distinct requirements aids the bank in determining which products should be prioritized to appeal to this
group and increases operational effectiveness [3]. Over a wide range of IS contexts, the statistical validity
and resilience of the TAM have been validated. To this end, the current study integrates the framework of
literature’s famous TAM theory with perceived risk and trust factors to describe the notion of online banking
acceptability in Iraqg.

3. TECHNOLOGY ACCEPTANCE MODEL

Many studies have been conducted on the adoption and usage of IT systems, and recently, various
theories have evolved at both the human and organizational levels, focusing on a nation or a group of
countries [1], [13]. The dependent variable, usage or intention to use, is the same in all of the models reported
in the literature, but the antecedents to explain acceptance of technology are different. The TAM is one of the
most well-known theoretical models at the individual level that has attempted to explain the link between
user beliefs, attitudes, and intentions [9]. TAM was created to predict workplace adoption and usage of IT,
with perceived ease of use and usefulness as the primary factors of attitudes [14].

According to Davis [9], perceived ease and usefulness are the main reasons why people utilize or don’t
use IT. TAM’s main proposition is that a user’s adoption desire to utilize new technology determines whether or
not that technology gets adopted. Davis also claims that behavioral intent is influenced by attitude and two
specific beliefs which is perceived ease of use (PEOU) and perceived usefulness (PU), Figure 1 shows the TAM
framework. TAM is a well-established model that has been well evaluated in prior research. This demonstrates
the framework’s acceptability in the literature. Other factors added to TAM help researchers obtain a better
understanding of the technology by decreasing its volatility during the acceptance phase. The model is still
applied in current studies for many technologies and is developed and refined by the Mishra et al. [15].

Perceived
Usefulness
/ (PU)
Extemal Attitude Behavioural Rt S5yt
Variables towardsthe |» Intention [ Usage
Act (ATT) (BI)
Perceived
Ease of Use
(PEV)

Figure 1. Technology acceptance model

For instance, Pai and Huang [16] used TAM for healthcare adoption, Han and Sa [17] examined TAM
in online education, Faisal et al. [18] implemented TAM in online learning, and Usman et al. [19] evaluated
TAM in e-banking. To evaluate the effect of perceived risk and trust in the adoption of Irag’s IB, the current
study proposed a conceptual extended model of TAM framework with the perceived risk and trust dimensions.
To our knowledge, no studies have combined TAM with the dimensions of perceived risk and trust. By using
extended TAM in the country’s newly growing online banking, the current research fills this gap.

4. RESULTS AND DISSCUSSION

This section discussed the results of the conceptual model along with their hypothesis. The following
subsection explains the affection of perceived ease of use towards the 1B adoption. PEOU’s influence on IB
adoption is generally acknowledged.

Conceptual model of internet banking adoption with perceived risk and trust factors (Waleed A. Hammood)
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4.1. PEOU

PEOU is defined as the degree to which an individual feels that utilizing a specific system will be
effortless and simple. According to Venkatesh and Davis [20] PEOU is not a major predictor of consumers’
attitudes toward technology adoption when compared to PU. PEOU, on the other hand, became increasingly
important as the duration of usage increased. According to several research, PEOU has a positive influence on
attitudes toward technology use. PEOU has also been identified as a key factor of lot IT adoption, Figure 2
shown the conceptual model along with hypothesis. PEOU’s influence on IB adoption is generally
acknowledged, and a large number of previous research have experimentally investigated this relationship
and found that PEOU plays a major role in influencing IB adoption. The more user-friendly a technology is,
the more valuable it is thought to be, and the more likely it is to be accepted. Therefore, the following
hypothesis of PEOU:
—  H1: PEOU will positively be affecting the IB adoption.

PEQU
PU
B
Adoption
Trust
PR

Figure 2. The conceptual model

4.2. PU

PEOU is defined as the degree to which an individual feels that utilizing a specific system will be
effortless and simple. According to Venkatesh and Davis [20] PEOU is not a major predictor of consumers’
attitudes toward technology adoption when compared to PU. PEOU, on the other hand, became increasingly
important as the duration of usage increased. According to several research, PEOU has a positive influence on
attitudes toward technology use. PEOU has also been identified as a key factor of lot IT adoption, Figure 2
shown the conceptual model along with hypothesis. PEOU’s influence on IB adoption is generally
acknowledged, and a large number of previous research have experimentally investigated this relationship
and found that PEOU plays a major role in influencing IB adoption. The more user-friendly a technology is,
the more valuable it is thought to be, and the more likely it is to be accepted. Therefore, the following
hypothesis of PEOU:
—  H2: PEOU will positively be affecting the IB adoption.

4.3. Trust

A user’s confidence in a bank’s honesty toward them might be characterized as trust. Customers’
lack of trust and insufficient government laws and regulations are cited as factors for not embracing IB in
terms of trust. Any financial transaction requires confidence, and new technology cannot be trusted until
clients can trust it. Many publications in the fields of banking and e-commerce discuss trust, but trust concerns
in the Middle East are likely to differ from those in rich Western countries. Chandio et al. [21] utilized an
extended TAM to look into IB adoption and discovered that trust has a significant impact on perceived
usefulness and 1B adoption. Customers are frequently placed in very unpredictable situations after engaging in
business with suppliers, which may deter them from continuing these activities in the future. Customers would
be reluctant to engage in trading operations with suppliers if this uncertainty wasn’t reduced. Once more, it is
believed that building trust is a key component of efforts to lessen client uncertainty. An interdisciplinary
approach may be used to define and analyze the idea of trust. The abundance of study in a variety of areas,
including sociology, IT, and marketing provides evidence of this. Numerous definitions of trust have
emerged as a result of the multidisciplinary perspective on the topic. According to this study, trust will have a
significant impact on 1B adoption. Therefore, the hypothesis of trust:
—  H3: trust will have significant impact on IB adoption.
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4.4. Perceived risk (PR)

The risk of losing money when using an IB to achieve a desired result. It’s critical to get clients
interested in using a certain system but keeping them as users is even more crucial. 1B adoption is influenced
by the user’s confidence in using the system in order to maintain the user. Therefore, in addition to having
intents, if the consumer believes that the bank ensures the security of transactions through IB. The goal of
their study was to see how crucial risk perceptions are in the overall choice to use an IB. Previous research
has shown PR as negatively impact to IB adoption. A significant driving force behind several online financial
transactions is perceived danger. Customers will feel increased risk if there is any discrepancy between their
actual purchasing experiences and their intended purchases, and this perceived risk will depend on how
subjectively ambiguous the results are. Due to the physical and temporal distance between customers and
online businesses as well as the unpredictable nature of internet services, there is inherent uncertainty
surrounding online transaction [22]. Threats of hacking and phishing efforts have been observed to influence
users to choose not to participate in a variety of internet-based activities, such as giving personal and
sensitive information to websites. Internet banking’s primary value proposition depends on keeping
transactions safe from such major security flaws. Consumers’ intent to utilize online marketplaces for
transactions should decrease when risk is recognized, according to expectations. For instance, customers are
unlikely to conduct online business with an e-retailer they perceive to be opportunistic. In a similar vein,
doubts that an e-retailer has taken sufficient measures to lower infrastructure-related risks would have a
negative impact on transaction intents. The idea of perceived behavioral control can be used to explain the
connection between perceived risk and transaction intentions [23].

Increasing the likelihood that a customer would buy from an online shop would need lowering the
risk involved. It has been demonstrated that transaction intentions with an e-retailer are negatively impacted
by perceived risk. Because of the perceived risk involved with online transactions, consumers may sense less
behavioral and environmental control, and this lack of control is likely to have a negative impact on
consumers’ intentions to make a purchase. However, customers are more inclined to do business online if
their perceptions of risk related to environmental and behavioral uncertainty are reduced and they feel more
in control of their online transactions [19], [24].

Cunningham et al. [25] discovered that IB has a risk that is higher than the typical banking channel.
Customers’ perceptions of the implications of using IB may be harmed by perceived risk, and hence adoption
of such technology may be harmed. Customers’ willingness to engage in online transactions is influenced by
their perception of risk. Social behavior is based on subjective ideas such as PR and trust. The characteristics
of PR have a direct and considerable impact on PU and IB adoption. However, the following hypothesis of
perceived risk:

—  H4: PR will have a negatively impact on the decision to use IB.

5. CONCLUSION

Provide in the IT/IS literature, IT adoption is one of the most studied topics. Adoption models and
frameworks are increasingly being used in a variety of human and organizational situations to investigate
variables influencing a technology’s intention to use or actual use. This study proposed the conceptual model
for IB by extending TAM theory with perceived risk and trust. TAM is useful for determining the link
between elements that influence IB adoption. There is a need to choose a theoretical basis that may explain the
adoption of IB from the customer’s perspective, according to the past literature on IB and the deployment of
such technology in Irag. Thus, the TAM served as the basis for the developed conceptual model. To further this,
perceived risk and trust were included as external elements among TAM dimensions. The TAM is a frugal
approach, but in the context of IB adoption, the low value for IB adoption is a restriction. Our study aimed to
uncover the factors that influence IB adoption by extending the TAM with perceived risk and trust. This
research adds new factors to a well-known TAM and applies it to the 1B context. Even web shops that want to
accept online payments should understand that customer trust and perceived danger may operate as a barrier to
online transactions, in addition to the financial institutions offering internet banking services. In contrast,
if online merchants can increase consumer confidence and reduce perceived risk, it will have a favorable impact
on their intents and behavior. Several trust-building strategies might be used by online merchants to influence
positive consumer views and eventual transaction behavior.

This study omitted other customer groups that denied utilizing internet banking, such as postponers,
rejecters, and opponents in favor of focusing on IB adopters and potential adopters. The primary barriers to
IB adoption, however, may be better understood by researching those types of clients. Additionally, this
study concentrated only on the customers’ perspective and did not examine the issue from the perspective of
the service providers. Therefore, this can be a drawback because it doesn’t fully describe the key factors that
will contribute to the successful implementation and acceptance of IB from both the perspective of customers
and service providers (banks).

Conceptual model of internet banking adoption with perceived risk and trust factors (Waleed A. Hammood)
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Additionally, the demographic disparities (such as gender, age, and technological experience) may
indicate various degrees of the influence that social influence has on a person’s behavior intention. Future
research should thus pay more attention to the moderating effects of gender, age, and experience on the link
between social influence and behavioral intention. Moreover, the future research will test the hypothesis by
qualitative method and questionnaire instruments.
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