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This paper presented the performance of physical layer security of
permutation index (PI) with modulating bits-based orthogonal frequency
division multiplexing differential chaos shift keying system (PIM-OFDM-
DCSK), the objective behind PIM-OFDM-DCSK is to improve and increase
the information rate, spectral, and energy efficiencies. In PIM-OFDM-DCSK,
the (M) subcarriers, each carry (n+1) bits. The n bits are index bits utilized to
choose one permutation of the chaotic reference. On the receiver, after OFDM
demodulation, the correlation is made between the permuted versions of the
chaotic reference and the received bearing sequence of data. Then the received
bits are assessed by determining the maximum correlator outputs via which
the n bits are detected. Then the maximum output correlator sign is utilized to
detect the modulating bit. The performance of the PIM-OFDM-DCSK is
tested under additive white gaussian noise and multipath fading channel.
Furthermore, the bit error rate is derived based on the wiretap system for the
proposed PIM-OFDM-DCSK and compared with other DCSK modulations.
The results show that the proposed PIM-OFDM-DCSK scheme is promising
and competitive compared with other DCSK system, and the best BER

performance is as an increase in the value of n and a decrease in the value of
B.
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1. INTRODUCTION

The services of wireless communication are extremely increasing in modern-day life due to the
significance of the enormous spread of wireless devices, distinguished by their ease of use and high mobility.
Furthermore, the increase in wireless data communication is mainly driven by the number of useful applications
specified for mobile used users. Therefore, wireless media is becoming the foremost access for furthermost
communication-based services that convey wireless signals and waves. Therefore, earnest security dangers are
conspicuous in such services due to the nature of the broadcast. Consequently, novel security necessities have
immediately been required. As a matter of fact, a communication system’s strong security needs to be executed
without just depending on the conventional cryptographic methods, which generally rely on the security model
of Shannon’s [1]. To this end, physical layer security (PLS) [2], the key powerful matter for research in addition
to reliability, capacity, and delay, is apparently the same as a capable and developing idea to solve the problem
of eavesdropping security [3]-[6]. Therefore, the PLS is utilized in a wireless environment to enhance
reliability and improve security against eavesdropping attacks. The PLS is dissimilar to the cryptography
method. The open system interconnects model upper layers are exercised to treat any inconsistencies associated
with the attributes of cryptography methods, authenticity, privacy, and confidentiality of data transmission.
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These features generally rely on cryptographic procedures, which consist of the distribution of secret-key,
public-key, and symmetric encryption. This arrangement is the most successful and practical, but more
complexity is added to the communication system. In contrast, these procedures are independent of the physical
layer [7], [8].

Shannon [1] had the first investigation on the security of information-theoretic by describing the
wiretap channel. The next work was by Wyner [2] that presented a further general noisy wiretap channel and
exposed that without using any secret keys, the secure communication of information-theoretic can be
accomplished by keeping the 3™ party unaware of the secure message. From that point forward, to concentrate
on the study of information-theoretic secrecy performance viewpoint, sufficient attention from both academia
and industry was attracted. Furthermore, there exists a multitude of research concentrating on wireless
communication schemes utilizing chaos as carrier sequence because of their beneficial characteristics of
wideband [9].

On another hand, the spread spectrum communication system that uses the chaotic signal has the most
significant increasing acceptance because the chaotic signal is simple to produce and has the same important
characteristics as a non-periodic, wideband spectrum. Its values have low cross-correlation properties and
impulse-same auto-correlation [10]. These characteristics are significant for supporting the security of
transmission, better performance of multiple access, greater resistance to interference or jamming, and many
multipath immunity effects. There are numerous proposed types of research on chaos-based coherent and
non-coherent communication systems. The synchronization of chaotic signals at the receiver side is considered
the main disadvantage of coherent-based chaos communication schemes, the same as chaos shift-keying (CSK) [11],
because it forms a challenging work in channels that are noisy described. Fortunately, the non-coherent-based
chaos communication scheme can accomplish well at the receiver side without needing the synchronization of
the sent chaotic signal and also demonstrates resistance that is robust to properties of multipath fading [12].
Therefore, it is studied increasingly via the community scientific.

The initial non-coherent chaotic structure is the differential chaos shift keying (DCSK) scheme [13].
In DCSK, there are two slots for each transmitted bit duration. In the 1% time slot, the reference sample of
chaotic is transmitted, but, in the 2" time slot, modulated bit is sent by multiplying the bit with the delayed
version of the chaotic sample. On the receiver side, to recover the sent bit, the chaotic reference (CR) is
correlated with the modulated sample. The advantages of this system are easy to implement, multipath
interferences resistance, recovery of the chaotic sequence is eschewed and the state estimator of the channel at
the receiver is inexistent. Nevertheless, the main disadvantages of this system are the low rate of data, high
energy utilisation, and the use of delay lines, which are wideband RF, which are hard to carry out in CMOS
knowledge [14]. It ought to likewise be referenced that the delay line in RF is a problem in analogue
employments only, whereas in digital employments, same as system-on-chip (SoC) or field programmable gate
arrays (FPGA), is presently not a problem, and lack of security of this system as compared to communications
systems based on coherent chaos. As a matter of fact, in digital communication, security is the significant
motivation behind the use of chaotic signals [15]. Therefore, the crucial point in this paper is that the security
of the DCSK scheme will be enhanced.

Therefore, in this paper, we focus only on PLS techniques from the information-theoretic perspective
by suggesting a new transmission system by using DCSK system that depends on the permutation index
modulation orthogonal frequency division multiplexing (PIM-OFDM-DCSK) to accomplish high data rate,
high security of transmission, high physical layer data security and high-reliability performances by random
permutation of the CR for each data symbol. The contributions of this paper are outlined as:

a) Permutation index modulations aided OFDM-DCSK systems is suggested named PIM-OFDM-DCSK
system. The proposed PIM-OFDM-DCSK system modulates M data symbols, where each symbol is
consisting of n + 1 bits, where n bits are mapped to a unique permutation of reference chaotic signal,
then the choice of the permuted sequence is utilized to spread the single bit named modulating bit, which
is physically sent. Then the produced signal for each frame consists of a single reference signal slot, and
M slots, for each M slot, the modulating bit is sent after spread by the particular choice permuted chaotic
sequence, which is modulated by an OFDM technology in which the signal is sending over different
carrier frequencies by using inverse fast fourier transform (IFFT). After adding the guard interval, the
serial sequence will be transmitted over a multipath Rayleigh fading channel (MRFC) and additive white
gaussian noise (AWGN) channel. At the receiver after eliminating the guard interval from the parallel
received sequence, then the sequence pass to OFDM demodulation by FFT, and then the correlation is
done between all possible 2™ versions of the permuted reference chaotic signal and the received sequence
for each M slot. Then summated over the symbol duration. Then the received bits are assessed by
determining the maximum correlator outputs that point to the correct index of permutation by which the n
bits are transmitted, then the sign of the maximum output correlator is utilized to detect the modulating bit.
When the design of the proposed system is accomplished, the performance is determined by computing
the performance of bit error rate (BER) over an MRF and AWGN channels.
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b) The BER theory of the PIM-OFDM-DCSK scheme is derived over AWGN and MFRC. As well, the
simulated of BER is compared with the analytical BER to confirm the accuracy of the analysis.
Additionally, the proposed systems are compared with recent works on the DCSK systems. Notation: the
complex conjugate, transpose and the real part are denoted by (.)*,(.)7, and R (.), respectively.

The rest of this paper is organized as follows: section 2 gives the proposed scheme of a PIM-OFDM-DCSK
system. Section 3 and section 4 give system analysis and theoretical performance analysis. Simulation results

and discussions are provided in section 5. Finally, the conclusion of the paper is given in section 6.

2. PROPOSED PIM-OFDM-DCSK SYSTEM MODEL

This section presents the procedure designed in detail for the proposed PIM-OFDM-DCSK system. The
transmitter scheme construction is shown in Figure 1. The receiver scheme construction is shown in Figure 2. The
details of transmitter and receiver scheme construction are explained as follows:
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Figure 1. PIM-OFDM-DCSK transmitter diagram
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Figure 2. PIM-OFDM-DCSK receiver diagram
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2.1. The proposed PIM-OFDM-DCSK transmitter scheme

At the transmitter, the 1% time slot is occupied by a CR sequence with 8 samples length produced by
the source of chaotic, which is used as a CR signal. In PIM-OFDM-DCSK, the number of modulated symbols
is M symbols in each frame, where each symbol is consisting of n + 1 bits. The m*" block of symbol in each
frame can be described as: by, =[Sy, bns1] Where s, = [Boy Bz oo voe oo byn],m=1,.., M is the vector
of n mapping bits. Each mapping bits s,,, is overloaded in to block of permutation. The permutation block is
permutated the reference signal to (8! - 1) perms. In the PIM-OFDM-DCSK the permutations are selected in
a manner such that, for different selected perms, there is quasi-orthogonality (QO) between them. Moreover,
for large spreading factor, it is demonstrated that there is a QO between different selected perms of the chaotic
signal [16], such that:

PXORX)" = 0,i#z,k=1,.,p 1)
X P(X)" = 0 @)

Where X, is a vector that encompasses g length CR samples, P;(X,) denotes the i permutation operator and
() Trepresents to transpose. Because the mapping bits number is n bits, there are 2™ distinct permutations of
the reference signal that will be selected out of (8! - 1) at each transmitter. Therefore, the mapping bits s,,
choice one of the 2" predefined permutations of chaotic sequence, i.e., s,, » P;whereP; €
{Pi Py ... ... P,n}. Then the selected permuted sequence is utilized to spread the modulated bit by, ;4 4.
Therefore, the total number of transmitted bits for each fram is M(n + 1). Nevertheless, it should be noted that
the selected permutations out from the group of (B! - 1) permutations must be chosen such that the property
of low cross-correlation is satisfied. If permutations are not correctly selected, the system’s performance may
reduce. For each frame, the signal after permutation can be represented by the baseband matrix S, ; €

RM+DXE m =0,1,..,M,k =0,1,.., 8 — 1, given as (3):

[ byonett |
1n+1tidk
ief1,2",k=1,..,B
Smr =| b, n+?Pl-X,f ‘,Where m=01.. M 3
l bM n+1PiXZ J
Where, X, = [x1x2 ......... xﬁ] isthe CR segment, 0 < k < B, P,XI with a length of j represents the selected

permutated form of the CR signal mapped from the m®" information vector b,,, and i is the PI of the m®"
subcarrier. Then, the signal S, is applied to IFFT function for transmission over multiple subcarriers to
produce the k" OFDM modulated sequence given by [17]:

mv
1 N -1 Jj2ng—
Sv,k = Nopr mI;Fé)T Sm,k e NFFT,O <v< NFFT , 0 < k< ‘8 (4)

Where Ngpr is the FFT size (Ngpr = M + 1). Then, the resulting symbols of OFDM are applied to P/S
conversion and a cyclic prefix (CP) is added to avoid the ISI, and then sent over the channel. Then the k"
transmitted sequence is transmitted through L path RFC and AWGN, according to [17]:

— V'L
rv,k - Zp:l apsv,k—rp + nv,k (5)
Where 7, is the complex AWGN sequence with a mean value equal to zero and variance N,. «, and 7, are

the channel coefficient and time delay for the p" path, respectively, and the number of paths is L, and the
variables a,,, p = 1,.., L are random variables Rayleigh distributed that are considered to be flat and quasi-static

over the one transmitted frame with the following probability density function (PDF) [18]:
fu(2) = Zexp(—z2/207) (6)

Where ¢ is root mean square (RMS) value of the receipted sequence before the envelope detector.
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2.2. The proposed PIM-OFDM-DCSK received scheme
The received symbols at the receiver side are applied to the FFT function for OFDM demodulation
after S/P conversion and CP is eliminated to generate the k* OFDM demodulation sequence given by [19]:

mv
1 Nppr—1 —Jjeng—
Rk = —— Yot e T NFFT,0 < m < Nppr, 0 <k < B (7)

Then OFDM demodulated samples of the reference sequence are sent to the bank of permutation to generate
2™ different permutations. Then, the correlation process will be done between all generated permutations of
the reference sequence and the OFDM demodulated information samples during the m" time slot of duration,
m = 1,.., M. Therefore, for each m*" time slot of duration, there are 2™ decision variables. Therefore, for the
m*™ time slot and the z*" correlator output of the decision variable D,,, , is expressed as (8):

«T
Dm,z = 9%{IDZ(Zé:l ap Xk+ NR,k) X [(Zé:l ap bm,n+1PiXk + Nm,k) ] } (8)

Where Ng ; and Np,, . is the AWGN sequence of the reference and m*" time slot, respectively. The correlator
output can be expanded to:

— T -
Dm,z = ‘R{Zfzé Pz (ZZ:l ap xk) X (Zé:l apbm,n+1 Pixk) } + m{zgzé Pz (Zzzl ap xk) X [nk*]T +

Pznk X (25=1 apbm,n+1 Pixk)T} +R {ij;; Pzr]k X [T’k*]T} (9)
Since,
®{xE1p, (3L L b1 Pxi) } = SSor SI 10
Zk:() z (Zp:lap xk) X (Zp:l ap mn+1 lxk) or ( )
- T
R {Zi:; Pz (25=1 ap xk) X [nk*]T + Pznk X (ZZ:l apbm,n+1 Pixk) } = SN (11)
R{g B x [0} = NN (12)

Where SS represents the favourite signal component at z = i, the correlation process between the CR signal
and its permutation form produced the inter-signal-interference, which Sl represents at z # i. In contrast, SN
and NN represent the cross-correlation between the CR signal and the noise and the noise-to-noise correlation,
respectively, which seriously affects the system’s performance, especially at a high value of spreading factor
. Then, for each mt" time slot of duration, the largest output of the correlator compared with other correlator
outputs, which is represented the correct permutation index i is determined by:

i* = arg max{|D,, .|} z € {1,2,3 ... ... .. 2"} (13)

By using the estimated index i", the m*" bits s,,, can be detected.
Then to detect the modulating bit Bm,n+1: computed the sign of the maximum output correlator that
was used in the previous step, by which the correct permutation index i" is determined, i.e.,

b1 = sgn(Dm,i") (14)

In our analysis, we suppose that the reference signal duration ST, is much greater than the maximum value of
delay t,,,, for all combination paths, i.e., 0 < Tpq << BT under this assumption, the inter-symbol
interference (1SI) may be ignored.

3. ANALYSIS OF THE PROPOSED SYSTEM

This section explains the system analysis of PIM-OFDM-DCSK concerning energy efficiency.
Energy efficiency enhancement of the PIM-OFDM-DCSK scheme is analyzed using the data energy to bit
energy ratio (DBR) measure, as it’s defined in [18]. This measurement is employed to assess the energy
efficiency economizing to the number of sent data bits, and it is calculated as [12], [20]:

DBR = Eqq¢a/Ep (15)
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Where E ;4 is the conveying data signal energy, whereas the overall energy of bit is represented by E,, which
is required to convey every data bit. As such, it is the ratio between the number of sent sequences of chaotic to
the number of sent data bits. Under the assumption that all systems with equal chip rate T,. In the suggested
system, to transmit M symbols, a single reference chaotic signal is used in each frame. Each symbol has n bits
that are used to select one of a 2™ permutation versions of the CR signal. Therefore, the average symbol energy
E can be represented by:

Ere
Es = Edata + Tf (16)
Edata = ﬂE(XIE) (17)
Eref — BE(xI%) (18)
M M

Then, the whole average E; can be express as (19) and (20):

E, = BE(xp) + 220 (19)
Eg = BEGR(1++) (20)

Since, each M symbol is used to transmit log, N = (n + 1) bits:

(n+ 1E, = BEGH(1 +) (21)
_ (M+1 )ﬁ 2
Ep = Mioga N E(xi) (22)
Eqata _  BE(xf) _ MlogyN
By MEDB gy T (M+1) (23)

4. THEORETICAL PERFORMANCE ANALYSIS

The theoretical performance for the PIM-OFDM-DCSK scheme is obtained, and BER analytical
expressions are derived over AWGN and MRF channels. The equation xj,, = 1 — 2x;, describes the
Chebyshev polynomial function (CPF). It will be employed in this effort due to its simplicity and excellent
statistical properties [21] to produce the chaotic signal with a mean value equal to zero and variance unity, i.e.,
E(xx) = 0, and E(x,%) = 1, where E(.) is the expectation operator. Also, for a simple process, assume that
the chip rate T, is unity. The Gaussian approximation (GA) process will also be utilized to determine the system
performance analysis. For a high value of 3, the GA method gives an accurate performance, while a smaller
value of B displays some inaccuracy performance [22]. However, the property of the large value of B makes
GA appropriate for investigation in communication schemes based-chaos.

4.1. BER analysis of PIM-OFDM-DCSK

The number of the total sent bits in every frame of PIM-OFDM-DCSK system are M(n + 1) bits,
where Mn bits are the mapping bits utilised to distinguish the permutation indices and M are the modulating
bits. Hence, the overall BER of the PIM-OFDM-DCSK scheme consists of the mapping bits BER (Prmap) and

the modulating bits BER (5., ). Hence, the overall BER P,.,, would be expressed as (24) [23]:

p,=—M _p 4+ M p (24)

™ T Mxlog, N map ' Mxlog, N = ™Mod
For each mt" time slot of duration, the probability of B, 1S reliant on n mapping bits and on the A, ,, which
P ed
is the erroneous detection probability of the permutation index. Moreover, if the index of permutation is
wrongly detected, then an erroneous grouping of mapping bits will be assessed. The individually erroneous

grouping may comprise a different number of erroneous bits as compared to the exact transmitted group.
Consequently, the P, probability can be transformed into an equivalent Proap using [24].
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277.—1

P,

Tmap — zn_q1.Ted (25)

The correct detection of the modulating bit b, ..., for each m* time slot of duration relies on the
correct detection of the PI and the correct de-spreading process. Hence, there are two various cases that reason
an error to happen. In the 1% case, the detection of the permutation index is corrected, but an error occurs during
the modulating bit de-spreading process. In PIM-OFDM-DCSK, the de-spreading process is accomplished in
a similar way as in the conventional DCSK. While in the 2™ case, the PI is wrongly assessed, and, therefore,
the de-spreading process of the modulating bit occurs at the output of the improper correlator. Therefore, the
correct detection probability of the modulating bit b,, ,,,; will be simply equivalent to 0.5. Subsequently, the
total BER of modulating bits can be given as (26) [23]:

Proa = Prpesk (1 — Pred) + 0.5P¢q (26)
Where P, is the BER of the DCSK system.

4.2. Erroneous permutation detection probability, P,. ,

For the proposed PIM-OFDM-DCSK scheme, after the OFDM demodulation, the correct estimation
of the permutation index of each sent symbol is accomplished by choosing the maximum absolute value from
the result of the correlator outputs. The correlator output results equal the correlation between the 2™ different
permutations of the CR signal and the received sequence. Hence, for each m®" time slot of duration, there are
2™ correlator outputs.

The output of every correlator can be demonstrated as a Gaussian random variable, D,, ,. For
equiprobable sent permuted sequences, assessment conditioned of the error probability of the PI, P; is
expressed as (27):

B, = (Pr|Dm,L-| < max P, |Dm‘z|), 1<z<2Mz+#i (27)

Where D, ; and D,,, , are the variables of decision at z" and i*" correlator outputs, respectively. The P, Will
occur if the maximum value of |D,,, .| is greater than |D,, ;|, where z # i.

To detect the first symbol, the zt" outputs of the correlator can have two different expressions; the
first expression is when the correlator output index at the receiver (z) is equivalent to the sent permutation
index (i), while the second expression is when the correlator output index at the receiver (z) is not equal to
the permutation index used at the transmitter (i), then the decision variable D,, , can be rewritten as (28):

D _ SSmll- + SNm,i + NNm,i fOT' z=1 28
mz {Slmyz + SNy, + NNy, , forz # i (28)
The correlation components for z = i can be calculated as (29):

Dy =SS+ SN+ NN (29)

SS -=§R{ZB_1P-(2L a, x,) % (BE_ a,b Px )T}

m,i k=0"'1 p=1%p *k p=1%pYmmn+1 itk
= R Th1@p 2 bmmss P (XPXLY = bnss Doy Thoy @ 2 X (30)
- % T

SN = R{THZ0 P (Bhox tp ) X [’ 17 + Pimie X (Zby @pbnss Piie) } (31)

= (0o Thoy x0T + Branss Doy s a7 17 (32)

NNp,; = %{25;3 Pimye % [nk*]T} = %{Zfﬂn; [nk*]T} (33)

The last expression of SS,,; is approximated due to the property of the low autocorrelation between the
different delayed of the chaotic sequences, i.e.,

Xm,‘rp,k (XrT;L,rl,k) ~ 0 fOT' L+ P (34)
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Supposing that the noise is complex AWGN has PSD equivalent to N, with a mean value equal to
zero where 7y is the noise sample that is permutated. Under the supposition that the correlation between noise
sample and chaotic samples is negligible, for the sufficient value of B, and the maximum value of delay of
MRFC is much less than the duration of the reference signal, i.e., Tpq << BT, Which means that IS is
negligible. Then the mean of D,, ; for a given by, 44, is:

E(Dp) = E(SSp;) + E(SNp) + E(NNy) = E(bnss Zleme a,? xZ)+0+0  (35)
l N *ME
= bm,n+1 B Zz:l ap 2 E(x,%) = bm,n+1 %Z a, 2 (36)

All terms in SN,,; and NN, ; are uncorrelated, whereas coefficients of channel and samples of noise are
independent. Therefore, the total variance of the i*"* correlator decision variable D, ; can be written as (37) and (38):

V(D) = V(SNiy) + V(NNmg) =V (R{ZZs Thoy @y i1 +

Brnss ey Dher @ i 28 }) V (R{Zh_, i e '17}) (37)
_ log,(N) ME No?
No —Gurny Lo+ BT (38)

The correlation components for z # i can be determined as (39)-(43):

Dy = Sy + SNy, + NN,y , (39)
Shnz = R{Zg Thos @p P () X Thoy @pbynis PxE}~ 0 (40)
SNz = R{Zhg Dby @y P (i) ME + P (i) (Bt @pbmnas P | (41)
= m{z,é:l by @y Xl + bnas ooy Ty @ M1} (42)
NNy, = R{ZH20 P x I 17} = ooy i Inie' 1T (43)

Consequently, the mean and variance for z* correlator at mt" time slot of duration, where z # i, can be
expressed as (44) and (45):

E(Dpz) =0 (44)

log(N) MEp
(M+1)

No2

V(D) = V(SNp,) + V(NN,,,) = N, >

Yp1a, 2+ B (45)
It’s clear that the variance values of SN,,; and NN,,; are equal to the variance values of SN,,, , and NN,,, ,,
respectively. In the following derivations, the |Dm_i| mean value is independent on the value of the modulating
bit (b, n+1), because of the absolute operator value of decision variable D, ;. Therefore, the b, ,,1 will be
absent. Because of the D,, , is a zero mean Gaussian random variable. Therefore, the other 2™ — 1 absolute
values of |Dm,z| are independent and folded normal distribution [25]. By using their order statistics theory for
calculating P, as (46) [23].

Proa =117 (Fon, ) fop ) dy (46)

Where Fp,(y) and fp,,,(v) are cumulative distribution function (CDF) of the random variable D,, , and PDF
of the random variable D,, ;, can be expressed as, respectively:

Fon, ) = erf (7572=) (47)
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) (Y—E(Dyp ))? (Y+E(Dyp ))?
fDmi(:V) = N o) [e WOm) 4o 2VOmY ] (48)
4 Y, m,i
Subsequently, B, can be rewritten as (49):
) o [ O-E@m)? GHEDp,))?
—q___ 1 (> _y 2V, ) 2V(Dyp )
PTed =1 P fo (erf( —ZV(Dm,Z)) ) [e mi) 4 e mi dy (49)
L 2
By substituting y, = E”Z”N;olap and let 2V (D,, ) = W = %yn + B. Then, B, can express as (50):
1w 2n-1 (Y‘Aﬁ;flz)lv"wz 0’*%%12)1\]%)2
P, ,=1- \/ﬁfo (erf (%)) e w +e w dy (50)

4.3. The BER of modulating bits

The de-spreading process is executed in the same way as in the conventional DCSK, due to guessing
the modulating bit b, ,,.1, by comparison the decision variable D,, ; to the threshold of zero value. Hence,
utilizing E (D, ;) and V (D, ;), subsequently, the P,pcsx can be written as (51):

_1 E@mi) ) _ 1 M log; N yp
Pypesk = Serfc (—m) =3 erfc( LW ) (51)

The E}, can be supposed as a constant value for a higher value of 8. Consequently, for the L path that identically
and independently RFC distributed, the PDF of instantaneous y,, can be described as (52) [24]:

FWor¥e L) = B exp (- yy:") (52)

L-Dyé ¢
Where 7, = %E(% 2) = i—ZE(al D forl+p

The PDF of y,, is described as (53):

Fr) = Thor 2 exp (12 (59

P

Where p, = [Tk, =2
tp =im 725
The channel became AWGN if L = 1 and a; = 1. Lastly, the averaged BER of the PIM-OFDM-DCSK
scheme over MRFC can express as (54) [18]:

PTMPIM—OFDM—DCSK = fo Py o (Yp)dyp (54)

5. SIMULATION RESULT AND DISCUSSION

The simulation and analysis of the proposed PIM-OFDM-DCSK system performance are evaluated.
For generating the chaotic samples, the CPF is used. Under the AWGN and MRF channels, the performance
analysis is carried out. To carry out the performance in MRF channels by using two-ray RFC, these two paths
are characterized by average power gain E (a?) = 1/3, E(a?) = 2/3 and the delays T = 0 and T = 2 T, for each
path, respectively. The parameters of simulations are set as the following, the data rate R for DCSK, PI-DCSK, and
proposed PIM-OFDM-DCSK is 1, (n + 1), and (n + 1) X M, respectively. In the proposed PIM-OFDM-DCSK,
the value of M is related to the number of FFT size (NFFT = 128), M = Nggr — 1 = 127 and the guard interval
Ng = 0.25NFFT = 32.

5.1. Performance evaluation

Figures 3(a) and 3(b), illustrate the performance of BER through the effect of different values of bits per
symbol n on the proposed PIM-OFDM-DCSK over AWGN and the MRF channels. These figures observed that,
as n increases, the number of bits mapped to a symbol would be increased for the identical sent energy. Therefore

TELKOMNIKA Telecommun Comput El Control, Vol. 22, No. 1, February 2024: 42-54



TELKOMNIKA Telecommun Comput EI Control a 51

the E;, /N, required to reach a certain BER will be reduced, and the BER performance of PIM-OFDM-DCSK will
be enhanced. As indicated in Figure 4 clearly shows that to achieve the same BER of 1073, for n = 6, the Ex/No
required level is almost 3 dB lower than E, /N, required level for n = 2. In other words, as the number of bits
per symbol increases, the bits number per transmitted frame increases for constantly sent energy; therefore, the

desired E;, /N, required to accomplish a specific performance of BER is reduced.
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$o-0-9-9. g o =8
VS8 o v 3
AN N o) R
¥R NR SN
107 s X Q 1071 g, =
Q Qe
X X Q hvd X
& Q
Q o LN
5102 Y R & 102 F A,
T\
=] O n=1 analytic v M - v \; o
n= 1 simulation & o O n=lanalytic W\ X
% _ . § n=1 simulation - o
n= 2 analytic N o
. . X X n=2 analytic S
o? n=2 simulation 103 n=2 simulation AN
O n=4 a.nalytlc. O n=4 analytic &
n=4 slmula‘tlon v o n=4 simulation ¢ “ o
V n= 8 analytic & V  n=8 analytic O x
n= 8 simulation n=8 simulation
104 I T n L L L X L L 104 L L
0 2 4 6 8 10 12 14 16 18 20 0 5 10 15 20 25
E /N [dB E /N [dB
b/Nol9BI o/N, [dB]
(@) (b)

Figure 3. The effect of different bits per symbol n on PIM-OFDM-DCSK performance for 8 = 200 over;
(a) AWGN and (b) MRFC channels

Figures 4(a) and 4(b), respectively, show the performance of PIM-OFDM-DCSK BER under the
effect of § over AWGN and MRF channels. It is clear that when the value of g is increased, the performance
of BER reduces. This is because of that the significance of the noise across correlation becomes large for a
higher spreading factor, which influences the performance of BER and causes its degradation. Additionally, it
can be realized that the performance of BER weakens as the 8 heightens, in spite of the rise of QO between
two different permuted sequences of the CR signal for the high value of . This is due to the significant noise
across correlation becoming larger than the rise of QO between two different permuted sequences of the
reference signal.
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Figure 4. The effect of different spreading factors on PIM-OFDM-DCSK performance for n = 4 over;
(a) AWGN channel and (b) MRF channel

5.2. Compared with other non-coherent chaotic modulations

Figures 5(a) and 5(b) show the performance of PIM-OFDM-DCSK BER in comparison with DCSK
and PI-DCSK is assessed over AWGN and MRF channels. This comparison clearly shows that the BER
performance of the proposed PIM-OFDM-DCSK outperforms the other performances of other DCSK systems.
For instance, to reach a BER=10"3, the PIM-OFDM-DCSK requires E, /N, level at the receiver almost 2,6 dB
less than PI-DCSK and DCSK, respectively over an AWGN channel.
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Figure 5. Compare the BER performance of PIM-OFDM-DCSK to PI-DCSK and DCSK for n = 4 and
B = 200 in; (a) AWGN channel and (b) MRF channel

It is clear that there is a difference in the performance between the proposed PIM-OFDM-DCSK
system and the other recent systems. The reason behind this difference is the transmission of multiple
information-bearing signals with the modulating bits using only a single reference signal, leading to a higher
data rate and saving in energy. While the DCSK system transmits a bit with a dedicated reference signal for
each transmitted bit, PI-DCSK [18] system transmits a symbol with dedicated reference signals for each
transmitted symbol. This explains the resulting performance behavior and verifies the proposed scheme’s high
energy and spectral efficiencies.

5.3. Secrecy performance

In this section, the proposed PIM-OFDM-DCSK scheme’s secrecy performance is studied based on a
wiretap system model using BER. Figures 6(a) and 6(b) show the comparison of the BER performances of the
legitimate receiver (Bob) and eavesdropper (Eve) for the proposed PIM-OFDM-DCSK scheme based on the
wiretap system model for AWGN and MRFC channels, respectively. It’s clear that the BER performance at
the legitimate receiver (Bob) is better compared with the BER performance at the eavesdropper (Eve). The Eve
BER is still at 0.5 for any increased signal power to noise power ratio under the secret permutation index key.
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Figure 6. Compare the BER performance of the proposed PIM-OFDM-DCSK for Bob and Eve under secret
permutation index key for n = 4 and f = 200; (a) AWGN channel and (b) MRF channel
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6. CONCLUSION

In this paper, we focus only on PLS techniques from the information-theoretic perspective by
suggesting a new transmission system using a DCSK system that is reliant on the PIM-OFDM to accomplish
high data rate, high security of transmission, high physical layer data security and high-reliability performances
by random permutation of the CR for each data symbol. The proposed PIM-OFDM-DCSK system modulates
M information symbols, where every symbol is consisting of n + 1 bits, where n bits are mapped to a unique
permutation of reference chaotic signal, then the choice of the permuted sequence is used to spread the single
bit named a modulated bit, which is physically sent, each frame that consists of a single reference signal slot,
and M slots, for each M slot, the modulated bit is sent after spread by the particular choice permuted chaotic
sequence. Then the produced signal is modulated by an OFDM technology, and then the serial sequence will
be sent over MRF and AWGN channels. At the receiver, the received sequence pass to OFDM demodulation
and then the correlation is done between all 2™ permuted versions of the reference signal, out of possible
permutations (8! — 1), and the received sequence for each M slot. Then, summated over the symbol duration.
Then, the received bits are assessed by determining the maximum of the correlator outputs that sign to the
correct index of permutation by which the n bits are transmitted, and then the sign of the maximum output
correlator is utilized to detect the modulated bit. Then, the performance of the proposed PIM-OFDM-DCSK is
evaluated by computing and simulating the BER over a MRFC and AWGN channel. Moreover, the proposed
system BER over AWGN and MRF channels are derived, and then the system’s performance is tested under
the effect of different parameters, same as the number of bits per symbol n and spreading factor g are analyzed.
The test result shows that the best BER performance is as an increase in the value of n and a decrease in the
value of B. Additionally, Results demonstrate that the proposed system gives the best BER performance
compared with DCSK and PI-DCSK.
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