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 Image encryption is a vital field ensuring the secure transmission of digital 

images. In this study, encryption is the core process, employing complex 

mathematical algorithms and cryptographic keys to transform the original 

image into a secure format, shielding visual data from unauthorized access 

during transmission. To enhance security, the research integrates Fibonacci 

and advanced encryption standard (AES)–least significant bit (LSB) 

methodologies for a complex key generation system. This mechanism 

introduces intricate transformations within the image data, creating patterns 

challenging for potential attackers to decipher. Evaluation of the algorithm’s 

performance reveals efficiency in terms of mean squared error (MSE) and 

peak signal-to-noise ratio (PSNR). The RGB cover image achieves the lowest 

MSE of 0.0001 and the highest PSNR values ranging from 44.31 to 49.27. 

Integration of the Fibonacci sequence notably improves visual quality, 

enhancing both MSE and PSNR metrics. Unified average changing intensity 

(UACI) and normalized pixel change rate (NPCR) assessments consistently 

show the effectiveness of the algorithm, with the RGB cover image presenting 

the highest UACI and NPCR values. Future research directions involve 

exploring advanced encryption algorithms, optimizing techniques for high-

dimensional datasets, and addressing ethical implications in image encryption, 

contributing to the development of adaptable and secure solutions. 
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1. INTRODUCTION 

Image cryptography is a sophisticated method that involves the application of cryptographic 

techniques to ensure the secure transmission of digital images [1], [2]. In image cryptography, encryption is 

the pivotal process that transforms the original image into an unintelligible and secure format, using complex 

mathematical algorithms and cryptographic keys [3]. This encrypted version of the image serves as a shield 

against unauthorized access, interception, or tampering during data transmission, thereby safeguarding the 

confidentiality and integrity of the visual information [4]. The encryption process involves the utilization of 

cryptographic keys that significantly influence the pixel values of the image, rendering it indiscernible to the 

human eye [5], [6]. Cryptographic keys in the encryption phase, the image undergoes a complex transformation 

that alters the pixel values based on intricate mathematical operations [7], [8]. As a result, the visual 

representation of the encrypted image appears as seemingly random and meaningless patterns, making it 

virtually impossible for unauthorized individuals to decipher or perceive the original content without the 

https://creativecommons.org/licenses/by-sa/4.0/
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corresponding decryption keys. This crucial aspect of key-based encryption underscores the crucial role of 

cryptographic keys in ensuring the imperceptibility and security of the encrypted image data, thereby fortifying 

the overall integrity of the image cryptography process. 

Based on these problems, there is a research objective to enhance the security and imperceptibility of 

image cryptography through the incorporation of a complex key generation system, using the proposed fusion 

of Fibonacci advanced encryption standard (AES)-least significant bit (LSB) [9]-[15]. Based on the key 

generation mechanism, the cryptographic process generates highly convoluted transformations within the image 

data, resulting in intricate patterns that are exceedingly challenging for potential attackers to decipher [16]. 

Fibonacci sequence alongside the AES-LSB methodology enhances the complexity of the encryption process, 

thereby augmenting the overall robustness of the cryptographic system [15], [17]. This advanced amalgamation 

of cryptographic techniques aims to fortify the security measures against potential breaches or unauthorized 

access, ensuring that the encrypted image data remains highly resilient and impervious to sophisticated hacking 

attempts, thus reinforcing the efficacy of the proposed image cryptography framework [18]-[20]. Based on the 

literature, methodology, and results, this research aims to achieve several objectives and make corresponding 

contributions. Firstly, it seeks to enhance the robustness and imperceptibility of image cryptography by 

integrating the Fibonacci AES-LSB technique. Secondly, the effectiveness of the proposed cryptographic 

framework in securing digital image transmission and storage against potential cyber threats and unauthorized 

access will be evaluated. Lastly, the research will analyze the performance and resilience of the implemented 

cryptographic system through comprehensive experimentation and data analysis, thereby establishing its 

practical viability and applicability in real-world scenarios. 

This advanced approach to image cryptography is expected to be further elucidated in subsequent 

chapters and sub-sections of the research. Section 2 will delve into a comprehensive literature review, 

examining existing cryptographic methodologies and their applications in image security. Section 3 will 

expound on the intricate methodology involving the Fibonacci AES-LSB fusion and its implications for image 

encryption. Subsequently, section 4 will present the detailed results and discussions derived from the 

implementation of the proposed cryptographic framework, emphasizing its efficacy in enhancing image 

security and imperceptibility. Finally, section 5 will encapsulate the research findings, providing a 

comprehensive analysis of the strengths and limitations of the proposed system, along with recommendations 

for future enhancements and potential applications in broader data security domains. 

 

 

2. LITERATURE REVIEW 

Integration of the Fibonacci sequence in conjunction with established cryptographic techniques, such 

as AES and LSB encryption, represents a novel approach to image encryption [15], [21], [22]. The Fibonacci 

sequence introduces a unique dimension to this domain, offering a promising avenue to enhance the security 

of image encryption systems. This literature review explores the theoretical foundations, applications, and 

current research landscape surrounding the integration of the Fibonacci sequence with AES and LSB, shedding 

light on the potential advancements and challenges in this innovative realm of image encryption. Given its 

acknowledged effectiveness and groundbreaking nature, this approach has undergone continuous development. 

Research by Sari et al. [21], represents a comprehensive investigation into the security aspects of exchanging 

confidential information over the internet. Their study employs cryptography and steganography techniques, 

specifically utilizing the Vigenere cipher as a cryptographic method and the LSB technique as a steganographic 

method. Notably, the research extends its focus to assess the impact of incorporating the Fibonacci sequence 

into the encryption process. The application of the Fibonacci series in generating a random key for the playfair 

encryption algorithm introduces an additional layer of complexity to the security framework. Six diverse 

images, varying in extension, size, and type, serve as the experimental subjects. Research by Maiti et al. [22], 

explores the utilization of Fibonacci transformation and Tribonacci transformation in image encryption, 

deviating from traditional methods. This technique involves confusing the plain image through Fibonacci 

transformation and modifying pixel values with Tribonacci transformation. Notably, the Fibonacci and 

Tribonacci numbers are determined using the hash value of the plain image, marking the first instance of the 

Tribonacci transformation’s application in image encryption. The method demonstrates high key space and 

sensitivity to the plain image, as observed in evaluations against standard and special images. Furthermore, the 

research evaluates the proposed method’s resistance to various attacks, such as brute force, statistical, 

differential, noise, cropping, and known/chosen-plaintext attacks. The obtained results highlight the method’s 

resilience and efficiency, comparable to state-of-the-art techniques, emphasizing the advantages brought about 

by integrating Fibonacci and Tribonacci transformations in image encryption. Research by Guo et al. [23], 

represents a significant stride in addressing the limitations of existing bit scrambling encryption algorithms, 

specifically their lack of sensitivity to bit scrambling between 8 bits of one pixel and their weakened resistance 

against noise and selective plaintext attacks. Guo’s proposed 3D cyclic shift bit scrambling image encryption 
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algorithm discards the conventional 8-bit pixel scrambling mode and redefines the pixel values by converting 

them into binary arrays and subsequently into 3D matrices. This novel approach involves the independent 

scrambling of higher and lower bit-planes, each containing plaintext information of varying weights, through 

cyclic shifting. The result is an enhanced sensitivity to bit scrambling, improved anti-noise attack capabilities, and 

increased randomness in the intermediate ciphertext. Notably, Guo introduces a logistic-Fibonacci (L-F) cascade 

chaos to generate random sequences, mitigating issues associated with blank windows in the uneven distribution 

of logistic chaos. The last research based on Fibonacci in related research by Anandkumar and Kalpana [24], 

represents a significant advancement in the domain of digital image encryption, particularly in the utilization 

of Fibonacci p-code traversing and unified chaotic map-based image encryption (FPT-UCM-IE) scheme. The 

distinguishing strength of this approach lies in its strategic integration of the Fibonacci sequence, which 

contributes to three crucial processes: key stream generation, three-iterations-based scrambling, and a single-

round diffusion process. Anandkumar’s methodology initiates the key generation process through a unified 

chaotic map, leveraging the chaotic features of the system. Subsequently, the application of Fibonacci p-code 

Traversing enhances the scrambling process, ensuring a predominant exchange of pixel rows and columns. 

This distinct approach, coupled with a single-round diffusion process, effectively mitigates strong correlations 

and simultaneously modifies pixel values between neighboring pixels. 

The comprehensive examination of related research in the domain of cryptographic methodologies 

reveals a prevalent trend toward the incorporation of Fibonacci and Fibonacci sequences. This study 

specifically focuses on the fusion of the Fibonacci method with established cryptographic techniques, namely 

AES and LSB steganography. The amalgamation of these methods is undertaken to enhance the overall 

performance of image encryption systems. The evaluation of this hybridized approach is contingent upon a set 

of performance metrics, including but not limited to peak signal-to-noise ratio (PSNR), mean squared error 

(MSE), and other pertinent indicators. Such as, in [2], [3], [6]-[8], [15], [19], [21]-[24]. 

 

 

3. METHOD 

In the depicted workflow, the encryption process unfolds through a systematic application of the 

Fibonacci sequence in conjunction with the amalgamation of AES and LSB methodologies. The secret key 

“HELLO” initiates the encryption journey, serving as the basis for generating subsequent round keys. The plain 

image in RGB format undergoes a series of AES operations, including AddRoundKey, SubBytes, ShiftRows, 

and mix all columns, iteratively repeated over nine rounds. Following this, the application of the Fibonacci 

sequence comes into play, enhancing the encryption robustness. The subsequent integration of LSB further 

fortifies the security of the process, especially evident in the grayscale transformation of the plain image. The 

resultant cipher image in both RGB and grayscale formats showcases the culmination of the Fibonacci-AES-LSB 

hybrid methodology, as illustrated in Figure 1. The implementation based on the proposed scheme can be seen in 

the Algorithm 1. 
 
 

 
 

Figure 1. Encryption proposed scheme 
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3.1.  Fibonacci 

Fibonacci in image encryption refers to the utilization of the Fibonacci sequence in cryptographic 

processes to enhance the security of image data [15], [23]. The Fibonacci sequence is a series of numbers in 

which each number is the sum of the two preceding ones, usually starting with 𝑎 = 0 and 𝑏 = 1 [21]. In the 

context of image encryption, the Fibonacci sequence is often employed as a key generation mechanism or as a 

component in the encryption algorithm. Based on the Fibonacci equation can be seen in (1)–(3). 

 

𝐹(𝑛) = 𝐹(𝑛 − 1) + 𝐹(𝑛 − 2) (1) 

 

with the initial conditions: 

 

𝐹(𝑎) = 0, 𝐹(𝑏) = 1 (2) 

 

This means that the 𝑛 − 𝑡ℎ term in the Fibonacci sequence is the sum of the two preceding terms. The 

Fibonacci sequence starts with 0 and 1, and each subsequent term is calculated by adding the two previous 

terms. Examples of some terms in the Fibonacci sequence include 0, 1, 1, 2, 3, 5, 8, 13, 21. Implementation 

based on the Fibonacci scheme can be seen in Algorithm 2. From (3), the derivatives are obtained as shown in 

(4) to (6). 

 

Algorithm 1. Encryption proposed scheme  Algorithm 2. Fibonacci scheme 

Function 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡_𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖_𝐴𝐸𝑆_𝐿𝑆𝐵(

𝑝𝑙𝑎𝑖𝑛_𝑖𝑚𝑎𝑔𝑒_𝑟𝑔𝑏, 𝑠𝑒𝑐𝑟𝑒𝑡_𝑘𝑒𝑦): 

𝑖𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒_𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦𝑠(𝑠𝑒𝑐𝑟𝑒𝑡_𝑘𝑒𝑦) 

#Generating round keys from the secret key 

for each pixel block in plain_image_rgb: 

# AES Process 

state = 

𝐴𝑑𝑑𝑅𝑜𝑢𝑛𝑑𝐾𝑒𝑦(𝑝𝑖𝑥𝑒𝑙_𝑏𝑙𝑜𝑐𝑘, 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[0]) 

for 𝑖 in 𝑟𝑎𝑛𝑔𝑒(1, 9): 
state = 𝑆𝑢𝑏𝐵𝑦𝑡𝑒𝑠(𝑠𝑡𝑎𝑡𝑒) 

state = 𝑆ℎ𝑖𝑓𝑡𝑅𝑜𝑤𝑠(𝑠𝑡𝑎𝑡𝑒) 

state = 𝑀𝑖𝑥𝐶𝑜𝑙𝑢𝑚𝑛𝑠(𝑠𝑡𝑎𝑡𝑒) 

state = 

𝐴𝑑𝑑𝑅𝑜𝑢𝑛𝑑𝐾𝑒𝑦(𝑠𝑡𝑎𝑡𝑒, 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[𝑖]) 

end 

#Fibonacci Process 

state = 𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑠𝑡𝑎𝑡𝑒) 

#LSB Process 

state = 𝐴𝑝𝑝𝑙𝑦𝐿𝑆𝐵(𝑠𝑡𝑎𝑡𝑒) 

#Final encrypted pixel block 

 𝑐𝑖𝑝ℎ𝑒𝑟_𝑖𝑚𝑎𝑔𝑒_𝑟𝑔𝑏. 𝑎𝑝𝑝𝑒𝑛𝑑(𝑠𝑡𝑎𝑡𝑒) 

return 𝑐𝑖𝑝ℎ𝑒𝑟_𝑖𝑚𝑎𝑔𝑒_𝑟𝑔𝑏 

Function 𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑠𝑡𝑎𝑡𝑒): 

for each pixel value in the state: 

# Encryption process using Fibonacci 

sequence 

𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒𝑖
= 𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒𝑖
⊕ 𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒[𝑖] 

(3) 

𝜕

𝜕𝑥𝑖

= (𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒𝑖
⊕ 𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒[𝑖])
= 0 

(4) 

𝜕

𝜕𝑦𝑖

= (𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒𝑖
⊕ 𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒[𝑖])
= 0 

(5) 

𝜕

𝜕𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒𝑖

= (𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒𝑖
⊕ 𝐹𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒[𝑖])
= 0 

(6) 

return 𝑠𝑡𝑎𝑡𝑒 

 

3.2.  Advanced encryption standard 

AES is a widely used symmetric encryption algorithm that is recognized for its strength and efficiency 

in providing confidentiality and security for sensitive data [25], [26]. In the context of image encryption, AES 

operates on blocks of data, typically 128 bits in size. Each block undergoes a series of well-defined encryption 

steps, including substitution (SubBytes), permutation (ShiftRows), mixing of columns (MixColumns), and the 

addition of a round key (AddRoundKey) [27]. These steps are repeated over multiple rounds to enhance the 

security of the encryption process. Implementation based on the AES scheme can be seen in the Algorithm 3. 
 

Algorithm 3. AES scheme 

state = 𝐴𝑑𝑑𝑅𝑜𝑢𝑛𝑑𝐾𝑒𝑦(𝑝𝑖𝑥𝑒𝑙_𝑏𝑙𝑜𝑐𝑘, 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[0]) 

for 𝑖 in range(1,9): 

state = 𝑆𝑢𝑏𝐵𝑦𝑡𝑒𝑠(𝑠𝑡𝑎𝑡𝑒) 

𝑆𝑡𝑎𝑡𝑒𝑖,𝑗 = 𝑆 − 𝐵𝑜𝑥(𝑆𝑡𝑎𝑡𝑒𝑖,𝑗) (7) 

state = 𝑆ℎ𝑖𝑓𝑡𝑅𝑜𝑤𝑠(𝑠𝑡𝑎𝑡𝑒) 
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𝑆𝑡𝑎𝑡𝑒𝑖,𝑗 = 𝑆𝑡𝑎𝑡𝑒𝑖(𝑖+𝑗) 𝑚𝑜𝑑 4 (8) 

state = 𝑀𝑖𝑥𝐶𝑜𝑙𝑢𝑚𝑛𝑠(𝑠𝑡𝑎𝑡𝑒) 

𝑆𝑡𝑎𝑡𝑒𝑖,𝑗 = 𝑀𝑖𝑥𝐶𝑜𝑙𝑢𝑚𝑛 (𝑆𝑡𝑎𝑡𝑒(0,𝑗) + 𝑆𝑡𝑎𝑡𝑒(1,𝑗) + ⋯ + 𝑛) (9) 

state = 𝐴𝑑𝑑𝑅𝑜𝑢𝑛𝑑𝐾𝑒𝑦(𝑠𝑡𝑎𝑡𝑒, 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[𝑖]) 

𝑆𝑡𝑎𝑡𝑒𝑖,𝑗 = 𝑆𝑡𝑎𝑡𝑒𝑖,𝑗  ⊕ 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦𝑖,𝑗 (10) 

End 

 

3.3.  Least significant bit 

LSB image encryption is a technique used to hide information within the LSB of the pixel values in 

an image [14], [28]. The LSB is the binary digit at the far right of a binary representation, and it has the least 

impact on the overall value of the pixel. LSB image encryption typically involves substituting these LSB with 

the secret data to be hidden, thereby altering the pixel values in a way that is visually imperceptible to the 

human eye. Implementation based on the LSB scheme can be seen in Algorithm 4. The insertion process is 

carried out using the last binary digit from Figure 2. In this process, the last binary digit of each character  

(H, E, L, L, O) is utilized to embed information into an image or other data. This is achieved by replacing the 

last binary digit of each pixel in the image with the corresponding bit from Figure 2. 

 

Algorithm 4. LSB scheme 

Function 𝐴𝑝𝑝𝑙𝑦𝐿𝑆𝐵(𝑠𝑡𝑎𝑡𝑒): 

for each 𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒 in 𝑠𝑡𝑎𝑡𝑒: 

# LSB application process 

 𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒 =
 (𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒 & 0𝑏11111110) | 𝐿𝑆𝐵𝐷𝑎𝑡𝑎 

return 𝑠𝑡𝑎𝑡𝑒 

 

 

 
 

Figure 2. Sample bit and LSB concept based on key 

 

 

3.4.  Quality measurement 

In this research, the assessment of image quality is conducted through a comprehensive measurement 

framework comprising MSE, PSNR, normalized pixel change rate (NPCR), and unified average changing 

intensity (UACI). The quality metrics are formulated as per (11)-(14) [29]. MSE quantifies the average squared 

difference between the original and encrypted images, indicating reconstruction accuracy. PSNR assesses the 

fidelity of the encrypted image by comparing it to the original, taking into account the maximum possible pixel 

value. NPCR gauges the percentage of differing pixels between the original and encrypted images, emphasizing 

the importance of individual pixel variations. UACI measures the average intensity change in the image, 

offering insights into the global alterations introduced during the encryption process. The equation based on 

quality measurement can be seen in (11)–(14): 

 

𝑀𝑆𝐸 =  
1

𝑀𝑁
∑ ∑ (𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗))𝑁

𝑗=1
𝑀
𝑖=1

2
 (11) 

 

𝑃𝑆𝑁𝑅 = 10 log 10 (
max _𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒2

𝑀𝑆𝐸
) (12) 

 

𝑁𝑃𝐶𝑅 =
1

𝑀𝑁
∑ ∑ |

𝐼(𝑖,𝑗)−𝐾(𝑖,𝑗)

𝐼(𝑖,𝑗)
| ×𝑁

𝑗=1 100𝑀
𝑖=1  (13) 
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𝑈𝐴𝐶𝐼 =
1

𝑀𝑁
∑ ∑ |

𝐼(𝑖,𝑗) ⊕ 𝐾(𝑖,𝑗)

𝐿
| ×𝑁

𝑗=1 100𝑀
𝑖=1  (14) 

 

 

4. RESULTS AND DISCUSSION 

The research incorporates a diverse set of classical images, namely Lena, Airplane, Baboon, and 

Peppers, as the cover data for the image encryption evaluation, as illustrated in Figures 3(a) to (d). These 

images, widely recognized and utilized in image processing studies, offer a comprehensive representation of 

various visual content, structures, and complexities. Following the selection of datasets, as illustrated in  

Figures 3(a) to (d) and Figures 4(a) to (d), the research proceeds with the crucial step of initializing the secret 

key. This key, as described in the Algorithm 5, plays a pivotal role in governing the cryptographic processes 

applied to the chosen classical images-figure (a) represent Lena, figure (b) represent Airplane, figure (c) 

represent Baboon, and figure (d) represent Peppers. 
 

 

    

(a) (b) (c) (d) 
 

    

(a) (b) (c) (d) 
 

  

Figure 3. Sample cover datasets (RGB):  

(a) Lena.png, (b) Airplane.png, (c) Baboon.png, and 

(d) Peppers.png 

Figure 4. Sample cover datasets (gray):  

(a) Lena.png, (b) Airplane.png, (c) Baboon.png, 

and (d) Peppers.png 

 

 

Algorithm 5. Initialize secret key 

Procedure 𝑖𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒_𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦𝑠(𝑠𝑒𝑐𝑟𝑒𝑡_𝑘𝑒𝑦): 

# Key expansion process for generating round keys using AES method 

 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[0]  =  𝑠𝑒𝑐𝑟𝑒𝑡_𝑘𝑒𝑦 

for 𝑖 in range(1, 10): 
 𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[𝑖]  =  𝐾𝑒𝑦𝐸𝑥𝑝𝑎𝑛𝑠𝑖𝑜𝑛(𝑟𝑜𝑢𝑛𝑑_𝑘𝑒𝑦[𝑖 − 1], 𝑖) 

end 
 

In Figure 5(a), the cover RGB image is presented without the use of the Fibonacci sequence, where 

the transformations are not immediately noticeable, thereby retaining much of the visual content of the original 

image. However, in Figure 5(b), the corresponding encrypted image becomes visibly distorted, showcasing the 

encryption algorithm’s effectiveness in concealing the original information. Similarly, in Figure 6(a), the 

grayscale cover image is displayed, also without the incorporation of the Fibonacci sequence, maintaining a 

visual similarity to the original. Yet, in Figure 6(b), the encrypted grayscale image exhibits significant 

distortion, further emphasizing the algorithm’s strength in securing both RGB and grayscale images.  

However, in Figures 7(a) and (b), a subsequent phase involved the embedding of the Fibonacci 

sequence. This additional step led to a remarkable enhancement in the visual quality of the encrypted image, 

rendering it closely resembling the original. Figure 7(a) presents the original RGB image after the incorporation 

of the Fibonacci sequence, based on the original cover image. The integration of the Fibonacci sequence 

significantly enhances the visual quality, resulting in an encrypted image that closely resembles the original. 

Subsequently, Figure 7(b) displays the encrypted image, further emphasizing the improvement brought by the 

Fibonacci sequence, which plays a pivotal role in refining both the perceptual quality and the effectiveness of 

the encryption algorithm. Similarly, Figure 8(a) illustrates the original grayscale image based on the cover 

image with the Fibonacci sequence applied, demonstrating a substantial improvement in visual similarity to 

the original. Figure 8(b) then shows the final encrypted grayscale image, where the enhancement in clarity and 

quality is evident, further reinforcing the critical impact of the Fibonacci sequence in optimizing the perceptual 

quality of encrypted images across both RGB and grayscale formats. 

The utilization of the Fibonacci sequence in the encryption process for Figures 7(b) and 8(b) has 

yielded notable outcomes, as reflected in the MSE and Peak PSNR values meticulously recorded in Table 1. 

The incorporation of the Fibonacci sequence has proven instrumental in refining the visual quality of the 

encrypted images, with Figure 7(b) showcasing a significant improvement compared to its non-Fibonacci 

counterpart in Figure 5(b). Following the meticulous measurement of MSE and PSNR, the subsequent phase 

involved the comprehensive evaluation of UACI and NPCR, as detailed in Tables 2 and 3. 
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(a) 

 

 

 
(b) 

 

Figure 5. Encrypted image and histogram image (RGB) without Fibonacci: (a) based on cover image and 

(b) based on encrypted image 
 

 

 

 
(a) 

  

 

 
(b) 

 

Figure 6. Encrypted image and histogram image (gray) without Fibonacci: (a) based on cover image and 

(b) based on encrypted image 
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(a) 

  

 

 
(b) 

 

Figure 7. Encrypted image and histogram image (RGB) with Fibonacci: (a) based on cover 

image and (b) based on encrypted image 
 

 

 

 

 
(a) 

  

 

 
(b) 

  

Figure 8. Encrypted image and histogram image (gray) with Fibonacci: (a) based on cover 

image and (b) based on encrypted image 
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Table 1. Quality measurement based on MSE and PSNR between original image and encrypted image 
MSE/PSNR Cover image Research Lena Airplane Baboon Peppers 

MSE RGB Our research 0.0001 0.0003 0.0001 0.0002 
Grayscale 0.0001 0.0003 0.0001 0.0001 

RGB [21] 0.0001 - - - 

RGB [30] 0.01804 - 0.01253 0.02556 
RGB Our research 90 dB 82 dB 91 dB 92 dB 

Grayscale 99 dB 96 dB 99 dB 99 dB 

PSNR RGB [21] 88 dB - - - 
RGB [30] 65.6 dB - 67.2 dB 64.1 dB 

 

 

Table 2. Quality measurement based on UACI 
Cover image Research Lena Airplane Baboon Peppers 

RGB Our research 49.19 44.31 49.27 48.13 

Grayscale 49.19 44.31 49.27 48.13 

RGB [21] 49.002 - - - 

RGB [22] 33.45 - 33.47 33.43 

RGB [23] 33.51 - 33.53 - 

Grayscale 33.48 - 33.43 - 
RGB [24] 33.21 - 33.45 - 

 

 

Table 3. Quality measurement based on NPCR 
Cover image Research Lena Airplane Baboon Peppers 

RGB Our research 49.19 44.31 49.27 48.13 

Grayscale 49.19 44.31 49.27 48.13 
RGB [21] 99.88 - - - 

RGB [22] 99.61 - 99.60 99.62 

RGB [23] 99.61 - 99.61 - 
Grayscale 99.61 - 99.59 - 

RGB [24] 99.72 (Highest) - 99.82 (Highest) - 

 

 

In the histograms displayed for each image, the horizontal axis represents the intensity values of the 

pixels, ranging from 0 to 255 for grayscale images, where 0 corresponds to pure black and 255 corresponds to 

pure white. In the case of color images, the histogram is typically generated for each color channel (red, green, 

and blue). The vertical axis, on the other hand, denotes the frequency or the number of pixels that possess a 

particular intensity value. Thus, a higher bar in the histogram indicates a greater number of pixels in the image 

that share the same intensity level, providing valuable insights into the distribution of pixel intensities within 

the analyzed image. 

Figures 9(a) and (b) depicts a compelling visual representation of the encrypted image, showcasing 

the discernible impact of incorporating the Fibonacci sequence into the encryption process. The side-by-side 

comparison contrasts the encrypted image with and without the application of the Fibonacci sequence. In the 

version without Fibonacci, the encrypted image exhibits a certain level of obscurity, with visual details being 

notably challenging to decipher. 

 

 

 
(a) 

 

 
(b) 

 

Figure 9. Encrypted image results: (a) with Fibonacci and (b) without Fibonacci 
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5. CONCLUSION 

In conclusion, the meticulous evaluation of the image encryption algorithm’s performance reveals 

compelling insights. The analysis based on MSE and PSNR demonstrated the algorithm’s efficiency, with the 

RGB cover image achieving the lowest MSE of 0.0001 and the highest PSNR values ranging from 44.31 to 

49.27. Furthermore, the integration of the Fibonacci sequence notably improved the visual quality of the 

encrypted images, leading to a substantial enhancement in both the MSE and PSNR metrics. Moving on to the 

evaluation based on UACI, the RGB cover image consistently exhibited the highest UACI values across all 

research images, ranging from 44.31 to 49.27. Similarly, the assessment utilizing the NPCR further reinforced 

the algorithm’s effectiveness, with the RGB cover image consistently presenting the highest NPCR values, 

indicating lower pixel changes between the original and encrypted images. These findings collectively 

underscore the algorithm’s robustness in preserving image integrity and quality, with the RGB cover image 

consistently outperforming the grayscale counterpart. In future research, exploring advanced encryption 

algorithms, including machine learning-based approaches, could open new avenues for secure image 

transmission and storage. Optimizing encryption techniques for handling high-dimensional and large-scale 

image datasets is crucial, given the evolving landscape of imaging technologies. Additionally, investigating 

the resilience of image encryption against emerging threats, especially quantum computing attacks, is essential 

for ensuring long-term security. Real-world applications, such as secure multimedia communication and 

medical image confidentiality, provide fertile ground for assessing the usability and performance of encryption 

algorithms. Addressing the ethical implications of image encryption is equally important, fostering the 

development of frameworks that balance privacy, security, and responsible deployment. These future research 

directions aim to contribute to the advancement of robust and adaptable image encryption solutions in diverse 

contexts. 
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