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Wireless sensor networks

Wireless sensor networks (WSN) have gained high popularity in the realm of
technological innovation and have a prime responsibility of transferring the
data safely to the sink despite the vulnerable situation presiding around the
network. There needs to be a compromise made between energy consumption
and the intricate network security system because they are inversely
correlated. To create a safe and effective data transfer between the
communicating nodes, a new censored regressive jaccard indexed
certificateless signcryption (CEJICS) technique is suggested. Initially, the
Gaussian likelihood censored regression is applied to identify the energy-
efficient node which supports enhancing the network lifetime. The security is
implemented using the rabin cryptographic jaccard indexive certificateless
signcryption (RCJICS). To create a signcryption system with the
characteristics of digital signature and ciphertext authenticity, the proposed
work focuses on certificateless cryptography. The NS-2 simulator is used for
the simulation, and performance metrics are used to evaluate it. According to
the observed quantitative results, the suggested CEJICS method outperforms

the other conventional methods by improving the packet delivery ratio (PDR)
by 93%, achieving a minimum drop of 7%, reducing delay by 22%, reducing
overhead to 17%, minimizing energy consumption by 15%, and ultimately
extending the network lifetime by 10%.

This is an open access article under the CC BY-SA license.

©00

Corresponding Author:

Paruvathavardhini Jaganathan

Department of ECE, School of Engineering

Avinashilingam Institute for Home Science and Higher Education for Women
Coimbatore, India

Email: vardhini.jpv@gmail.com

1. INTRODUCTION

Wireless sensor networks (WSN) form the epitome of modern technological progress and have, in the
course of time, demonstrated key applications in environmental monitoring and tracking, precision agriculture,
smart cities, and automation, among others [1]. These networks are characterized by highly dense deployment
and self-configuration, realized within compact, low-cost sensor nodes that, in the course of computing,
storage, and communication, are subject to severe energy constraints [2]. Despite all the applications, WSNs
face massive energy efficiency, effective secure data transmission, and network longevity challenges. Basic to
WSNs is reliable and efficient data transfer [3]. However, the limited energy supply for sensor nodes demands
intelligent usage strategies that give the highest network lifetime with guaranteed security during
communication [4]. Many techniques have been proposed so far to enhance transmission efficiency and extend
the network lifetime by optimizing various parameters in sensor processing and power consumption [5]. For
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instance, the quantized index energy-aware clustering-depend combinatorial stochastic sampled bat
optimization (QIEAC-CSSBO) technique has been introduced to improve energy efficiency and secure routing.

Wireless communication channels introduce a vulnerability with security in WSNSs; thus, they use
cryptographic methods like encryption and decryption, along with digital signatures composed of the
generation of keys and algorithms for signing and verification, in order to build confidence and integrity and
prevent any form of authentication [6]-[10]. Typically, traditional digital certificates based on public key
infrastructures are most widely used due to their less complexity and fewer overheads introduced; however,
this is least desirable in highly resource-constrained environments of WSNs [10]-[18]. Considering the
shortcomings, this paper introduces a new censored regressive jaccard indexed certificateless signcryption
(CEJICS) technique, which optimizes energy consumption and strengthens security in WSNs. Gaussian
likelihood censored regression is used for energy-efficient node selection, whereas Rabin cryptographic
Jaccard indexic certificateless signcryption (RCJICS) is applied for secure data transmission. Simulation results
using NS-2 show that CEJICS significantly enhances packet delivery ratio, reduces delay, minimizes energy
consumption, and extends lifetime in terms of comparisons. The proposed CEJICS technique, addressing both
the security and sustainability of energy in WSNSs, is a robust and scalable solution for next-generation wireless
sensor applications.

Motivation

However, low processing power, limited memory, limited energy resources, and the use of unstable
wireless communication channels are some of the difficulties that WSNs encounter. Therefore, it is necessary
to efficiently organize the available energy to convey the data in a highly protected manner [19], [20]. In
Oladipupo et al. [21], an optimized version of the elliptic curve cryptography algorithm (IECC) was created.
However, it did not concentrate on multicore WSN systems’ ideal power consumption. To provide secure
transmission, a lightweight secure aggregation and transmission scheme (SATS) was presented in [22].
However, there was no improvement in the data delivery performance. In Hayouni and Hamdi [23], a brand-
new ultra-lightweight encryption method called ultra-lightweight encryption algorithm (ULEA) was created.
A certificateless aggregate signature scheme (CL-ASS) was introduced in [24] to minimize bandwidth. Hence,
we see that there are many research works regarding the implementation of security, but none have
concentrated on efficient power consumption planning. A better technique has to be proposed so that the data
is transmitted with great integrity and authenticity using RCJICS, and at the same time, the energy can be
planned by picking the more energetic nodes and censoring the nodes with less energy using regression
analyses.

The security services in WSNs are usually centered on cryptography [25]. An automated, lightweight
cryptographic method, FlexCrypt, was designed in [26]. However, it failed to examine the feasibility of
adapting FlexCrypt. A lightweight security transmission model was introduced in [27] to guarantee confidential
data. To reduce the cost, a paillier cryptosystem and compressive sensing-based routing (PC2SR) protocol [28]
was created. To ensure security, the secure encryption random permutation pseudo algorithm was created in
[29]. In Cao et al. [30], an enhanced identity-based encryption algorithm (I1BE) was created. However, the
security of various attacks was not examined.

An encryption and trust evaluation model was developed in [31]. But the delay was not minimized.
In Meshram et al. [32], an identity-dependent offline/online signature approach (IBOOST) that is lightweight
and provably secure for a large number of devices was created. For WSN, a well-structured routing technique
based on trust estimation [33] was created. However, ETERS had a higher latency. To prevent DoS attacks,
the biometric-based authenticated geographic opportunistic routing (BAGOR) method [34] is used. A pairing-
free, certificateless, secure certification approach is suggested to avoid unnecessary resource usage [34]. There
is no definition for the network lifespan extension. In Han et al. [35], an energy-conscious, trust-based routing
protocol was created. The algorithm known as crossover mutated marriage in honey bee (CM-MH) was first
presented in [36]. However, the cryptographic algorithm was not implemented.

A hybrid session key management method was introduced in [37]. However, the method concentrates
on a particular attack. A lightweight authentication scheme [38], a one-way associated key management model
[39], and a multidimensional secure clustered routing approach [40] were introduced for secure data
transmission. But overhead remained unaddressed. An elliptic curve digital signature (ECDSA) cryptographic
method was introduced in [41] to provide an appropriate mechanism. A mechanism for key agreement and
secure anonymous authentication was introduced in [42] for WSNs. A new pairing-free signing encryption
method is proposed [43]. Energy harvesting shall be included in power management [44]. Some of the research
gaps identified from the existing approaches are as follows: (i) the developed method focuses on only specific
attacks, a better model can be proposed to defend the attacks; (ii) reduced convergence time and minimization
of data loss, delay, and overheads are required; (iii) better energy planning can be done to enhance the network
lifetime; and (iv) a standard cryptographic algorithm can be developed to discover a secured route and enhance
security in transmission.
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Contribution, the main aspects of the suggested CEJICS is as follows: (i) energy-efficient node
selection: introduces the concept of Gaussian likelihood censored regression to find high-energy efficient nodes
in order to optimize network lifetime with minimal packet drop and delay; (ii) secure data transmission:
RCIICS, a technique to provide both confidentiality, authentication, and integrity, without relying on third-
party certificate authorities; (iii) integrated certificateless cryptography: achieves both signcryption and
unsigncryption, inheriting both encryption and digital signature properties, with enhanced security and reduced
overheads of computation; and (iv) scalability and future extensions: a flexible cryptographic framework is
proposed that allows more advanced security attributes and energy harvesting mechanisms in order to further
optimize WSN sustainability and resilience. The structure of the manuscript is as detailed: the recommended
approach is enlightened in section 2. Section 3 describes the findings and debates, while section 4 provides the
conclusion.

2. METHOD

In this paper, design and implement an advanced certificateless signcryption with the CEJICS
technique that not only provides an improved channel for secure data transmission but also reduces energy
consumption in WSN. It uses GLCR for determining residual energy and identifying energy-efficient nodes to
maximize the network lifetime and RCJICS for employing simultaneous encryption and digital signature
without resulting in complex certificate management. It opposes extra access to disallowed entities while
achieving modest computational overhead and power use. Thus, CEJICS’s way of doing key generation,
signcryption, and un-signcryption effectively for the delivery of data securely and in less time consumes less
delay and overhead and is scalable in utility, making it highly applicable in resource-scarce WSNs.

2.1. System model

In this section, a novel CEJICS technique is proposed to fill out the research gaps discussed. The
technique involves two processes: (i) Gaussian likelihood censored regression-based energy-efficient node
selection and (ii) RCJICS-based secure data transmission. The first process discusses in detail the selection of
higher energy nodes and dodging the low energy nodes. The second process involves three steps: (a) key
generation—each energy-efficient sensor node’s time-synchronized session private and public keys are
generated during the deterministic congruential key generation procedure; (b) signcryption: to alter the input
data to ciphertext, the source node encrypts it utilizing the reciever’s public key. The process uses the private
key of the source to generate a digital signature; and (c) unsigncryption: after confirming the signature, the
ciphertext is decrypted using unsigncryption.

The architecture of the suggested CEJICS technique for secure data flow between the source and sink
nodes in WSN is displayed in Figure 1. The designed architecture contains numerous sensor nodes
‘SN;,SN,, SN3,...SN,,” and one sink node ‘S’ in WSN. The source node broadcasts the data packets
‘Dpy, Dp,, .., Dp,,” to sink through the neighboring sensor nodes NN;, NN,, NN3, ... NN in a secure manner.
By applying the proposed CEJICS technique, energy-efficient sensor nodes are initially identified using
Gaussian likelihood censored regression. It is an ML technique that assesses the relationship between the power
of the sensor hubs. Once the energy-efficient sensor nodes have been identified, RCJICS is used to transmit
data securely. A novel type of public key cryptography called certificateless signcryption logically completes
both public key One-step digital signature and encryption. The primary benefit of the suggested cryptographic
method is that it is substantially less expensive than the conventional signature algorithm and encryption
algorithm used individually. The many steps in the recommended CEJICS approach are briefly explained in
the sequent section.

2.2. Gaussian likelihood censored regression-based energy-efficient node selection

The likelihood of the Gaussian one ML method for determining the relationship among the
independent (or output) and dependent (or input) variables is censored regression. A class of models known as
censored regression involves censoring the dependent variable, or sensor nodes, above or below a
predetermined threshold. Let’s assume that there are different quantities in the network. To suppress the WSN’s
entire energy usage, a limited quantity of sensor nodes are chosen as energy-efficient nodes in the first phase.

The primary resource used by the sensor nodes to enhance transmission is energy. In WSN, energy is
crucial for carrying out important functions; when node energy decreases, the network connection shortens the
network lifetime. Each node’s energy levels are initially comparable. A specific value of its energy level is
reduced as a consequence of the data receiving, transmission, and internal processes including processing,
linking, and updating. Consequently, (1) provides an estimate of the sensor node’s energy consumption level.

ei(SN)ConS — [eiSen + eiRec + eicom] (1)
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where, e;(SN)°" indicates a consumed energy level of ‘i®"> sensor node, e;5¢" indicates energy for data
sending, e;R¢¢ specifies energy for data receiving, e;°°™ denotes energy for computing.

Gaussian Likelihood Censored
Regression

Identify low energy nodes
using threshold value

.

Apply censor and find
high energy nodes

]

Rabin Cryptographic
Jaccard Indexive
Certificateless signcryption

Congruential key
generation

!

‘ Signeryption |

}

| Unsigneryption |

Figure 1. Flow diagram of proposed CEJICS technique

As a result, using (2), the node, s remaining energy is calculated as the alteration between the original
and energy (consumed).

ei(SN)‘res — [eilnt _ eic‘ons] (2)

where, e;(SN)"®* indicates a residual energy level of it" sensor nodes, e;™*denotes an initial energy of nodes,
e;°°™ denotes the energy usage of sensor nodes.

Following sensor node energy level calculations, censored regression is used to recognize nodes that
use less energy based on the statistical analysis of the Gaussian maximum likelihood to ascertain whether the
threshold energy and residual energy levels are similar. As shown in (3) provides an estimate of the Gaussian
maximum likelihood-test statistical analysis.

—0.5xle: res_
w; = (exp( 0.5%|e;(SN) T|2)) (3)

1
V2rv
where, w; is the Gaussian maximum likelihood-test, e; (SN)"** denotes residual energy, T indicates threshold,
v denotes variation. Then the sensors with maximum deviation are censored as given in (4),

_ { if w,=1; Select sensor nodes @)
otherwise censored sensor nodes

Here Y denotes a censored regression, where, ‘1’ denotes a sensor node with higher residual energy, else the
sensor nodes are censored. In WSN, the chosen higher-energy nodes for sensors are utilized for safe data
transfer.

To define the Gaussian likelihood censored regression procedure, an algorithm is created. The
remaining energy-efficient sensor nodes are measured for every sensor node involved in the communication
process. The Gaussian likelihood between residual energy and threshold is then calculated. Higher energy
sensor nodes are found using likelihood estimation, while lower energy sensor nodes are found using the
regression function. Lastly, the remaining sensor nodes are restricted and the higher-energy nodes for sensors
are chosen for secure data transmission.
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2.3. RCJICS based secure data transmission

Following the selection of energy-efficient sensor nodes, RCJICS is used to transmit data securely.
Public key cryptography that logically completes both public key encryption and digital signature tasks in a
single step is known as certificateless signcryption. The primary benefit of the suggested method is that it is
substantially less expensive than the conventional signature algorithm and encryption algorithm used
individually.

Sensitive data packets are protected during data transfer among the source and sink nodes in the cloud
by using the suggested signcryption. Public-key cryptography is utilized in certificateless signcryption to
ensure increased security [24]. Deterministic congruential key creation, signcryption, and unsigncryption are
the three main processes in the certificateless signcryption process.

2.3.1. Deterministic congruential key generation

For each energy-efficient sensor node, the private and public key pairs is generated using the Rabin
cryptosystem (RC). RC is a type of public-key encryption that works with two distinct items: a private key for
unsigncryption and a time-synchronized session public key for signing. Hence the name of cryptography is
called asymmetric key cryptography. For each session, the different key pairs are generated to avoid the attacks.
Once the session is completed, the generated keys are automatically disabled.

The RC uses the Deterministic congruential random number generator to generate two large different
prime numbers as in (5) and (6).

p=(bx,+e)modn (5)
q=((bx,+e)modn (6)

Where, n denotes a modulus, b denotes a multiplier, e denotes an increment, x,, x, denotes a starting value.
Let us consider the two large various prime numbers p and g. The user’s private and public keys are
produced using (7).

K=pxq @)

where, K denotes a deterministic congruential public key and (p, q) denotes a deterministic congruential user
of private key. While the private key is retained confidential and only known by the relevant sensor node, the
public key is shared. The key generation process is said to be carried out in this manner.

2.3.2. Signcryption

The signcryption procedure is considered to be completed for the secure conveyance of data between
the source nodes and sink nodes by using an RC after the sensor node’s private and public key pair has been
created. In the signcryption procedure, encryption and digital signatures are carried out concurrently. To
confirm the integrity and confidentiality of data transfer, these two procedures are referred to as fundamental
cryptographic procedures. Signcryption has the benefit of cutting down on computation time [44].

A block structure of the signcryption procedure to enhance data transfer between the supply and
destined nodes is shown in Figure 2. Using the recipient public key, encryption is first operated to transform
the entered data into the ciphertext. The sender performs both the encryption and the digital signature.

Let’s look at the packets of data. Dp;, Dp,, Dps, .... Dp,,. Next, the encryption procedure is carried out
according to (8).

§ = (Dp;)* mod K 8)

where, ‘§” denotes a ciphertext of the data packet. Dp and K denote the receiver’s deterministic congruential
public key. Using the suggested method, the sender’s deterministic congruential private key is utilized to create
a digital signature for that specific data packet. To verify the contents of a sent ciphertext and the sender’s
individuality, a digital code called a digital signature is appended.

This digital signature is produced by the sender node as a hash value. Any function that converts a
random-sized data packet into a fixed-length one is referred as hash value. Each data packet’s hash is generated
during transmission using the Snefru hash algorithm.

Each input data packet of arbitrary length is hashed into 128-bit values using the Snefru cryptographic
hash. The padding technique used by the Snefru cryptographic hash combines the length of the input data
packets with an additional padding block. As seen in Figure 3, the input data packets are first separated into
several message blocks.
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Figure 2. Block diagram of the signcryption process
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Figure 3. Block diagram of Snefru cryptographic hash generation

Figure 3 depicts the flow process of the Snefru cryptographic hash function to generate the output
hash. Initially, the number of message blocks ‘M, M,, M3, M, is initialized to hash function. After that, the
Miyaguchi—Preneel compression function ‘4,,A,, A3, A,’ is applied to the last block padded with “0’s (i.e.,
Pad=0). The Miyaguchi—Preneel compression function is used by the Snefru cryptography algorithm to
determine the final hash value. Applying the compression algorithm results in a hash output that is XORed
with both the preceding hash value and the message block. The subsequent hash value is generated by this hash
value. In the event that no previous hash value exists, a pre-specified beginning value is utilized in the first
round (h, = 0). The compression’s output is produced using (9).

h =Wy, (M) ®h;_1® M;] 9)

Where, message block ‘M;” and the last hash value (h;_,)is initially preset to ‘0°. ‘W’ denotes a block cipher,
p indicates a key to a block cipher ‘W’ XORed with the previous hash value ‘h;_,’ and the message block
(M;). The final hash’h’ and the recipient sensor node receive the encrypted text.

2.3.3. Unsigncryption

To guarantee the transfer of data packets security in WSN, the suggested method completes the
unsigncryption process, which is made up of two main steps: decryption and signature verification at the
receiving end. After confirming the signature, the recipient decrypts the original data to obtain the ciphertext
from the source node.

The unsigncryption procedure to recover the original data packet at the recipient node is shown in
Figure 4. The process of verifying signatures is considered to be completed first. The hash value h,,,, is
generated at the receiving end using the same Snefru cryptographic hash function.
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Figure 4. Flow process of unsigncryption

Lastly, uses the Jaccard index to confirm that the created signature h,,, matched a signature
generated at the senderh. The hash value is matched using the Jaccard Index similarity function. The
mathematical expression for the similarity is found in (10).

_ h N hpew
Y h+Y hpew— h N hpew

(10)

where, 9 indicates a Jaccard similarity coefficient, h denotes the hash value generated at the sender, h,,,,
indicates a reciepient side produced hash value, the intersection symbol ‘N’ designates mutual independence
between the hash which are statistically dependent, }; h is the sum of h score, }; h,.,, is the sum of h,,,, score.
The Jaccard similarity coefficient provides the output values from 0 to 1 as given (11),

9= { 1; Signature matched (1)
“0; Signature not matched
The recipient decrypts the original data if the signature matches. If not, the nodes are considered
unauthorized, which includes flooding, grayhole, and blackhole assaults. Lastly, the decryption process is
carried out by the approved sensor nodes using (12).

Dp = (c.p.xp +d. q.xq) mod K (12)
1
where, x, = 8§37+ mod p,

1
xg =84 mod q,c.p+d.q=1

Where, Dp denotes the original data packet, § denotes a cipher text, p, q are private keys, K indicates a public
key, and c, d are variables. This is how data packet transmission security is carried out. For RCJICS, an
algorithmic method for safe data transfer is created. Key creation, signcryption, and unsigncryption are its three
distinct steps. First creates a pair of keys for each network node that uses energy-efficient sensors. The input data
packets are then encrypted by the sender node, and the signature is produced as a hash value using the Snefru
cryptographic hash function. To guarantee security, the encrypted data is transmitted to the recipient, where the
unsigncryption procedure is completed. The Jaccard index is used at the recipient end to verify signatures. The
recipient node decrypts the data packet if the signature is legitimate. Lastly, the approved sensor node uses its
private key to decode the original data. Data packet transmission and security are enhanced as a result.
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3. RESULTS AND DISCUSSION
3.1. Simulation settings

Using the NS2.34 simulator with WSN-DS, the modeling of the suggested CEJICS is contrasted with
current  techniques  [21], [22]. The intrusion  detection dataset was obtained from
https:/iww.kaggle.com/datasets/bassamkasasbehl/wsnds. Table 1 lists the simulation factors that were employed.
In simulation system, the random waypoint is used as mobility model to perform secure data transmission. The DSR
routing protocol is applied in experimental for attack detection in WSN.

Table 1. Simulation parameters

Simulation parameter Value
Simulator NS2.34
Data packets 100-1000
Mobility model Random way point
Number of runs 10
Network area 1100x1100 m
Sensor nodes speed 0-20 m/s
Routing protocol DSR
Number of sensor nodes 50-500
Simulation time 300s

3.2. Simulation results

Several performance indicators are examined in this part together with the simulation study of CEJICS
and the current IECC [21], SATS [22]. A table and graphical representation are used for analysis. The
performance indicators like energy consumption, packet delivery ratio, packet drop rate, throughput, end-to-
end delay, and communication overhead are analysed. A table and graphical representation are used to
represent the analysis.

3.2.1. Impact of energy consumption
Itis quantified as the energy usage of the sensor hubs to detect the data. It is mathematically calculated
as given (13).

Consg = n * Consg(Sn) (13)

In (13), Consy is the energy consumption, n represents sensor nodes, ‘Consg(Sn)’ is the energy
amount utilized by individual node (Sn). It is computed in joule (J).

Analysis of energy use is shown in Table 2. In comparison to [21], [22], the energy consumption
statistics are reduced by 11% and 18%, respectively. This is because of applying a Gaussian likelihood censored
regression to find the energy-efficient sensor nodes by censoring low-energy nodes. This process minimizes
energy consumption.

Table 2. Energy consumption comparison

Number of sensor nodes Energy consumption (J)
CEJICS IECC SATS CEJICS
50 115 14 16 50
100 13 16 17 100
150 16.5 18 20.25 150
200 18 204 22 200
250 20 225 25 250
300 225 24 27 300
350 24.15 26.25 28 350
400 26 28 30 400
450 28.35 30.6 315 450
500 29 32 35 500

3.2.2. Impact of PDR
Itis calculated by dividing the entire number of data packets sent from the starting node by the number
of data packets received at the base station or sink node. It is stated as (14).

Ratiopp = (H) 100 (14)
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From (14), Ratiopp indicates a PDR, dp,.ceiveq denotes received data packets quantity,
dpsen: indicates the number of data packets sent. It is expressed as a percentage (%).

Figure 5 shows the PDR result. Compared to current approaches, the CEJICS technology results in a
3% and 6% increase in the PDR. This improvement is achieved by CEJICS to pick energy-efficient nodes.
Moreover, CJICS is to avoid unauthorized attacks to improve the packet delivery rate. CEJICS achieves the
highest PDR for any of the data packets it considers, and consistently beats IECC [21] and SATS [22]. IECC
does decently well but is still behind CEJICS, while SATS registers the least PDR, proving to be a less reliable
one. The results confirm that CEJICS allows for the delivery of higher amounts of data and more reliable
network operation, hence the best.

I CEJICS I IECC [TTSATS

100

80 -

60

40 -

20

Packet Delivery Ratio (%)

0 i
100 200 300 400 500 600 700 800 900 1000
Number of Data Packets

Figure 5. Performance analysis of PDR

3.2.3. Impact of end-to-end delay

It is quantified as the discrepancy between the observed and expected arrival times of sink node
information sets. It is calculated using (15).

Dgg =T (dp)ex — T (dP) obs (15)

where, Dy be the end-to-end delay, T (dp)., denotes an anticipated time of arrival for the data packet, the
data packet’s observed arrival time at the destination is shown by T (dp),,s. Milliseconds (ms) were used for
measurement.

In Figure 6, the end-to-end delay is analyzed. As a result, end-to-end delay is reduced by 17% and
27%, respectively, compared to IECC [21] and SATS [22]. With reduced source-to-destination delay, the
suggested CEJICS technique uses regression analysis to choose more energy-efficient sensor nodes. CEJICS
attains the minimal end-to-end latency across varying sensor node counts, demonstrating its efficiency in
reducing transmission latency compared to IECC and SATS.

w
P

I CEJICS
Il IECC
[TsATS

w
=

End-to-End Delay (ms)
— — ] N~ |
= 2 = wn

wn

0 L
50 100 150 200 250 300 350 400 450 500
Number of Sensor Nodes

Figure 6. Performance analysis of end-to-end delay comparisons

3.2.4. Network lifetime
The period between deployment and the location where the network is no longer operational is
referred to as the network lifetime as given in (16).
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N, =m= [timedep - timenbn] (16)

where ‘N’ denotes a network lifetime, ‘m” is the sensor hubs numbers, ‘timeg,,’ is the time of deployment
and ‘time,,,,’ represents the time when the network is non-functional. It is computed in milliseconds (ms).

The network lifetime improvement is depicted in Figure 7. In comparison to IECC [21] and SATS
[22], the CEJICS approach improves the network lifetime by 19% and 29%, respectively. CEJICS significantly
extends network lifetime compared to IECC [21] and SATS [22], ensuring better energy efficiency and
prolonged operation in WSNs.

8000
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Figure 7. Network lifetime of three technigues

3.3. Discussion

The process is critically important to preserve the validity of the findings accumulated and to prevent
distortions of knowledge in the scientific field. Quality and accuracy of results are the foundation of good
research; nonetheless, identification of obvious fraud or misconduct poses a formidable task. Investigators may
bias data or methodologies, and this makes it necessary to put measures that champion research integrity in
place. Peer review is a basic element of quality control since it lets key researchers scrutinize strategies,
calculations, and outcomes. Again, independent replication confirms the outcome, or offers a degree of check,
on these studies. Ensuring open access to data and expressing methodologies also helps in finding discrepancies
and builds credibility in the findings. Widespread implementation of measures ensuring responsibility and
skepticism helps to minimize threats from fraud-related activities. Thus, by combining these approaches, the
research community will be capable of increasing the reliability and effectiveness of its findings, protecting
science and society from inaccurate results. It will be necessary for future work to adhere to these principles to
expand the research and maintain its credibility.

4. CONCLUSION

This paper proposed a new CEJICS technique to increase WSNs’ sustainability and secure data
transfer. The approach integrates Gaussian likelihood censored regression for selecting high-energy-efficient
nodes with minimal packet drop and delay, and RCJICS for ensuring secure communication through
deterministic congruential key generation, signcryption, and unsigncryption. Simulation results show that
CEJICS can greatly outperform the other methods namely, IECC and SATS with an average packet delivery
ratio of 93%, minimum of 7% PDR, 22% delay, 17% overhead, 15% saving in energy consumption, and 10%
enhancement of network lifetime. These values and comparisons prove that CEJICS is effective in optimizing
security and energy efficiency in WSNs. Future work can be the addition of more security attributes to protect
data additionally. Additionally, integration of energy harvesting in the current architecture would improve the
power management capabilities and extend the lifespan of the network, making WSNs quite sustainable and
resilient in real-world applications.
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