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 Modern aeroponic systems leverage internet of things (IoT) technology for 

automated control of climate, lighting, and nutrient delivery, rendering them 

susceptible to unauthorized access and network attacks. Such disruptions can 

lead to financial losses and impair agricultural productivity by altering 

essential growth conditions. To mitigate these risks, robust security measures 

including encryption and firewalls are essential, alongside continuous 

monitoring and updates to combat evolving threats. Addressing cyber threats 

in urban aeroponic systems, implementing quantum encryption emerges as a 

promising solution. Quantum key distribution (QKD) ensures highly secure 

encryption keys using quantum states that change upon eavesdropping, 

thereby thwarting intrusion attempts effectively. Integrating quantum 

encryption in aeroponic control systems safeguards data integrity and 

operational continuity against cyber threats, bolstering urban agriculture 

resilience. Our findings demonstrate the efficacy of quantum BB84 protocol 

integrated with application programming interface (API) for Eve’s security. 

Quantum bit error rate (QBER) measurements revealed minimal interference 

(0.015) for Alice and Bob, contrasting with higher initial QBER (up to 1.0) 

for Eve, indicative of intrusion attempts. Histogram analysis further 

underscored quantum security’s effectiveness in identifying and mitigating 

breaches. For future research, enhancing quantum encryption protocols and 

integrating advanced detection mechanisms will be essential. 
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1. INTRODUCTION  

Aeroponics is an innovative agricultural method that grows plants without soil by misting a nutrient 

solution directly onto the roots of air-dependent plants, allowing for efficient absorption of nutrients, air and 

oxygen, as well as increased growth and optimal use of space [1], [2]. However, implementing aeroponic 

technology in urban areas faces a number of challenges, including high initial costs and reliance on complex 

technological systems, such as control climate and nutrient misting, which are susceptible to failure [3], [4]. 

Additionally, data security and encryption are also concerns because modern aeroponic systems are often 

integrated with internet of things (IoT) devices application need to be protected from unauthorized access and 

attacks. Network attacks may interrupt operations and corrupt the installation process.  

The application of aeroponics technology in urban areas certainly brings effective and sustainable 

agricultural solutions, but the main challenge to consider is the risk of cyber attacks [5], [6]. Modern aeroponic 
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systems rely heavily on IoT technology to automatically control various aspects, including climate, lighting, 

and nutrient delivery, making them vulnerable to unauthorized access and attacks network [5]-[7]. In case of 

attack, system parameters can be disrupted, which not only leads to financial losses but can also destroy 

agricultural productivity by disrupting nutrient supply or changing change the environmental conditions that 

plants need [8]. For example, tampering with misting systems can cause overwatering or drought, while 

changes in lighting can inhibit photosynthesis. These vulnerabilities require strict security measures, including 

strong data encryption and firewalls to protect systems from external threats. Additionally, continuous 

monitoring and regular updates of security systems are essential to deal with ever-evolving threats. So, while 

aeroponics offers many benefits, its success largely depends on the ability to maintain digital security so that 

the system continues to function optimally and is protected from cyber attacks.  

To address the threat of cyberattacks on urban aeroponic systems, implementing quantum encryption 

could be an effective step. Quantum encryption, or quantum cryptography, uses the principles of quantum 

physics to create highly secure encryption keys that are virtually impenetrable by conventional hacking 

methods [9], [10]. Using quantum key distribution (QKD), encryption keys are sent via photons in a quantum 

state that will change if eavesdropped or tampered with, so any attack attempts can be detected and stopped 

immediately [11], [12]. Implementing this technology in an aeroponic control system ensures that data 

communicated between IoT devices and a central server is protected with a very high level of security, making 

it difficult for attackers to access or damage the system. Therefore, quantum encryption not only protects the 

integrity and operation of the aeroponic system, but also ensures the resilience of urban agriculture against 

future cyber threats.  

Many researchers are now applying quantum technology in their smart agriculture projects to increase 

productivity, secure data, support decision making, and optimize overall agricultural operations. Stevens et al. [13] 

introduced a new approach to nutrient management in microscale smart hydroponics (MSH) based on quantum 

applications, which can reduce the pressure on urban food security. Although hydroponics is efficient in terms of 

space and resource usage, its management is complex. The MSH system uses IoT technology to simplify 

hydroponic management for home users. The researchers introduced a low-cost nutrient management system with 

a waterproof IoT spectroscopic sensor (AS7265x). This sensor monitors nutrients in the hydroponic solution and 

recommends adjustments. The model building process resulted in a significant predictive model with an R2 of 

0.997. A 30-day experiment showed that the system successfully maintained nutrient levels and increased plant 

growth compared to the control. The results showed a significant correlation of 0.77 with the traditional method. 

Zisopoulos and Broni [14] present the development of quantum agriculture as an interdisciplinary 

science that combines zero-footprint ecology, organic production, marketing, finance, and methodical trade. 

They evaluate parametric insurance, aquaculture indemnity, life cycle assessment (LCA), economic fraud 

prevention (EMA), and quantum marketing, integrating with recent patent production. Two new patents, “water 

circulation aquaculture platform” and “automatic air regulation”, share the vision of agricultural production 

with the old patents. Case studies include LCA, new insurance models, hive biological monitoring and bee 

product development. The future of agriculture includes technology integration, quantum marketing and 

quantum index insurance. Zhao et al. [15] introduced the quantum chaotic genetic optimization algorithm 

(QCGA) as a new method to optimize the offload latency of irrigation and fertilization tasks in sensor networks 

wireless drip irrigation and advanced computer-based agricultural fertilization system (AIFWSN). QCGA 

introduces new quantum operators, including gateless quantum gates and quantum spin gates, to improve the 

overall search capabilities of the algorithm. These quantum operators update the quantum spin gates without 

accessing the quantum spin angle table, thereby reducing computational complexity. Additionally, a new chaos 

operator is used to distribute initial solutions more evenly in the search space through chaos mapping. The 

conducted simulation experiments show that QCGA can significantly reduce the average latency compared to 

snake optimization (SO), genetic algorithm (GA), particle swarm optimization (PSO), sequential offloading, 

and random offloading, with an average offload of 9.96%, 26.78%, 29.31%, 44.67% and 61.24%. 

Based on three approaches by previous researchers using quantum agriculture technology. In this 

study, the quantum method based on BB84 is also used to secure the data of the aeroponic smart farming 

system. This approach uses the principle of quantum qubit to enable the exchange of highly secure encryption 

keys between devices, relying on quantum mechanical phenomena to detect any eavesdropping attempts or 

intervention. In the context of aeroponic smart farming systems, implementing BB84 ensures that all data 

communications between sensors, actuators, and control centers are protected against threats network. 

Encryption keys generated through quantum qubit are not only difficult to decrypt, but any attempt to intercept 

the key will be immediately detected and cause a retransmission, thereby maintaining data integrity and 

security. Therefore, this approach not only significantly improves data security but also ensures the 

sustainability and performance of smart aeroponic farming systems against increasingly sophisticated potential 

cyber attacks. 
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2. METHOD 

In this section, we will prepare a method based on the proposed approach. We will introduce the 

concept of quantum qubits in the context of information technology, and present the relevant electronic circuits 

for the aeroponic system. In addition, we will also explain the flow of the aeroponic system and the application 

programming interface (API) flow process required for practical implementation. 

 

2.1.  Quantum qubit based on BB84 

BB84-based quantum approach uses qubits to encrypt the API ensuring that data communication 

between the client and server is protected with a very high level of security [16], [17]. In this protocol, 

encryption keys are distributed using qubits encrypted in two bases: computational basis (|0⟩, |1⟩) and cross 

basis (|+⟩, |−⟩). The sender and receiver randomly choose a base for each qubit, and only measurements that 

match their base are used to form the final encryption key [18], [19]. The Heisenberg uncertainty principle and 

the no-cloning theorem ensure that any eavesdropping attempts by third parties will be detected through 

changes in the measurement error rate. Based on BB84 protocol for API security, the encryption process begins 

with the sender (Alice) randomly selecting a quantum basis (e.g., + for the computational basis and 𝑋 for the 

diagonal basis) and sending qubits corresponding to the secret binary bits she wants to communicate. For 

example, in Table 1, Alice selects quantum basis + and 𝑋, then generates qubits corresponding to the secret 

binary bits (1, 0, 1, 1, 0, 0, 1, 1), which are represented by the qubit direction (↑→↗↑↖→↗↑). The receiver (Bob) 

then performs a measurement on the received qubit with a randomly chosen quantum basis, as shown in Table 2. 

Bob guesses the quantum basis (+ or 𝑋) and measures the qubit to obtain a binary bit. Matching bases between 

Alice and Bob produce the same bit, while mismatching bases produce random results. 

 

 

Table 1. Alice side process as sender 
Quantum 

base 

Binary 

bit 

Quantum 

qubit 

+ 1 ↑ 

+ 0 → 

X 1 ↗ 

+ 1 ↑ 

X 0 ↖ 

+ 0 → 

X 1 ↗ 

+ 1 ↑ 
 

Table 2. Bob side process as reciver 
Random guess of 

quantum base 

Random guess of 

binary bit 

Check bit of quantum 

qubit 

X 1 → 

+ 0 → 

+ 1 → 

X 1 ↑ 

X 0 ↖ 

X 0 ↑ 

X 1 ↗ 

+ 1 ↑ 
 

 

 

In this way, the same encryption key can be generated by Alice and Bob without the need for direct 

communication, making the API data communication secure from eavesdropping since any eavesdropping 

attempt will cause an error detection in the measurement bit. Alice’s encryption of qubits in the BB84 protocol 

involves choosing a secret binary basis and bits, and then encoding the qubits according to those choices [16]. For 

the computational basis, the qubit |0⟩ represents the bit 0, and the qubit |1⟩ represents the bit 1. For the diagonal 

basis, the qubit |+⟩, which is the superposition of |0⟩ and |1⟩ with the equation ∣ +⟩ =  
1

√2
 (∣ 0⟩+∣ 1⟩) represent 

bit 0, while the qubit |−⟩, which is a superposition of |0⟩ and |1⟩ with the equation ∣ −⟩ =  
1

√2
 (∣ 0⟩−∣ 1⟩), 

represents bit 1. Alice secret binary bits in this study are 1 0 1 1 0 0 1 1 1, and the chosen basis is +  +  𝑋 +
 𝑋 +  𝑋 + +, so the equation can be seen in (1). 

 

𝑄𝑢𝑏𝑖𝑡 1 (𝐵𝑎𝑠𝑒 +,  𝐵𝑖𝑡 1): ∣ 1⟩ 

(1) 

𝑄𝑢𝑏𝑖𝑡 2 (𝐵𝑎𝑠𝑒 +,  𝐵𝑖𝑡 0): ∣ 0⟩ 

𝑄𝑢𝑏𝑖𝑡 3 (𝐵𝑎𝑠𝑒 𝑋,  𝐵𝑖𝑡 1): ∣ −⟩ =  
1

√2
 (∣ 0⟩−∣ 1⟩) 

𝑄𝑢𝑏𝑖𝑡 4 (𝐵𝑎𝑠𝑒 +,  𝐵𝑖𝑡 1): ∣ 1⟩ 

𝑄𝑢𝑏𝑖𝑡 5 (𝐵𝑎𝑠𝑒 𝑋,  𝐵𝑖𝑡 0): ∣ +⟩ =  
1

√2
 (∣ 0⟩+∣ 1⟩) 

𝑄𝑢𝑏𝑖𝑡 6 (𝐵𝑎𝑠𝑒 +,  𝐵𝑖𝑡 0): ∣ 0⟩ 

𝑄𝑢𝑏𝑖𝑡 7 (𝐵𝑎𝑠𝑒 𝑋,  𝐵𝑖𝑡 1): ∣ −⟩ =  
1

√2
 (∣ 0⟩−∣ 1⟩) 

𝑄𝑢𝑏𝑖𝑡 8 (𝐵𝑎𝑠𝑒 +,  𝐵𝑖𝑡 1): ∣ 1⟩ 
 

If Alice sends qubits in the diagonal base (𝑋) and Bob also measures in the diagonal base, then Bob 

will get a result that is consistent with the bits Alice sent. However, if Bob measures in a different base, the 
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results of his measurements will be random and will not provide reliable information. In this case, the random 

basis that Bob chooses is: 𝑋 + +𝑋𝑋𝑋𝑋 + 𝑋. So, the equation will be the one shown in (2). 

 

𝑄𝑢𝑏𝑖𝑡 1 (𝐵𝑎𝑠𝑒 𝑋): ⟨ −∣ 1 ⟩ =
1

√2
 (⟨0 ∣ −⟨1 ∣) ∙ ∣ 1⟩ = − 

1

√2
 

(2) 

𝑄𝑢𝑏𝑖𝑡 2 (𝐵𝑎𝑠𝑒 +): ⟨0 ∣ 0⟩ = 1 

𝑄𝑢𝑏𝑖𝑡 3 (𝐵𝑎𝑠𝑒 +): ⟨ +∣ − ⟩ =
1

√2
 (⟨0 ∣ +⟨1 ∣) ⋅  

1

√2
 (∣ 0⟩−∣ 1⟩) = 0 

𝑄𝑢𝑏𝑖𝑡 4 (𝐵𝑎𝑠𝑒 𝑋): ⟨ −∣ 1 ⟩ = −
1

√2
 

𝑄𝑢𝑏𝑖𝑡 5 (𝐵𝑎𝑠𝑒 𝑋): ⟨+∣ +⟩ = 1 

𝑄𝑢𝑏𝑖𝑡 6 (𝐵𝑎𝑠𝑒 𝑋): ⟨ −∣ 0 ⟩ =  −
1

√2
  

𝑄𝑢𝑏𝑖𝑡 7 (𝐵𝑎𝑠𝑒 𝑋): ⟨−∣ −⟩ = 1 

𝑄𝑢𝑏𝑖𝑡 8 (𝐵𝑎𝑠𝑒 +): ⟨1 ∣ 1⟩ = 1 

  

Then, Bob compares the measurement results with Alice’s for a matching basis. The bits generated 

by the matching basis form a secure encryption key. This system can be illustrated in Figure 1, which shows 

the flow of qubits from Alice to Bob and how measurements are made to ensure data integrity. 

 

 

 
 

Figure 1. BB84 quantum security of aeroponics system 

 

 

The results of (1) and (2) show how qubits are encoded by Alice and measured by Bob in the BB84 

protocol, which can be used as a model for securing API systems connected to all management devices. In (1), 

Alice sends qubits based on a randomly chosen basis (+ or X) and a secret binary bit. In (2) describes Bob’s 

measurement of the received qubit, with the result depending on the basis match between Alice and Bob. If 

Bob’s measurement basis matches Alice’s encoding basis, the measurement result will match the binary bit 

sent by Alice. The BB84 protocol ensures that data communication between the devices remains safe from 

eavesdropping attempts by Eve, because any eavesdropping attempt will change the state of the qubit, which 

can be detected by Alice and Bob as an error. Thus, Eve cannot eavesdrop or perform illegal management on 

the aeroponic system without being detected, because it must pass through the quantum BB84 security layer. 
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2.2.  Electronic circuit 

This electronic circuit includes various components to build a smart control system. 12 V adapter is 

used as the main power source that supplies electricity to the entire circuit [20]. 1.6 liquid crystal display (LCD) 

is used to display important information such as temperature and humidity measured by DHT sensors, which 

are placed both indoors and outdoors [21]. The ESP32 serves as the main microcontroller that controls all 

components and executes the programming logic for automation [22]. Three relays are used to control high-

power devices such as light bulbs and fans, allowing the ESP32 to turn these devices on or off based on 

conditions detected by the sensors [23]. In addition, IC 1 and IC 2 are used to regulate signals and amplify the 

circuit’s performance [24]. The atomizer, used to spray water vapor or nutrients in certain applications, is also 

controlled through one of the relays, ensuring that all aspects of the controlled environment can be precisely 

regulated [25]. The electronic circuit can be seen in Figure 2. Based on Figure 2, to describe the relationship 

between the components in a smart control circuit, we can use the basic equations that relate voltage, current, 

and electrical power, as well as the control signals sent by the ESP32 to control various devices via relays. The 

equations that relate all components in the circuit can be seen in (3)–(11). 

 

 

 
 

Figure 2. Electronic circuit 

 

 

12 V adaptor: provides voltage and current to the entire circuit. Where, 𝑃𝑡𝑜𝑡𝑎𝑙  is the total power required by the 

circuit, 𝑉 is the voltage from the adapter (12 V), and 𝐼𝑇𝑜𝑡𝑎𝑙  is the total current required by all component. 

 

𝑃𝑇𝑜𝑡𝑎𝑙 = 𝑉 ∙  𝐼𝑇𝑜𝑡𝑎𝑙 (3) 

 

DHT sensor: measures temperature and humidity, sending data to the ESP32. Where, 𝐷𝑎𝑡𝑎𝐷𝐻𝑇  is the data sent 

by the sensor, 𝑇 is the temperature, and 𝐻 is the humidity. 

 

𝐷𝑎𝑡𝑎𝐷𝐻𝑇 = 𝑓(𝑇, 𝐻)  (4) 

 

ESP32: processes data from the sensor and controls the relays and LCD. Where, 𝑆𝑖𝑔𝑛𝑎𝑙𝑟𝑒𝑙𝑎𝑦 is the control 

signal sent to the relay based on sensor data and 𝐷𝑖𝑠𝑝𝑙𝑎𝑦𝐿𝐶𝐷  is the information displayed on the LCD. 

 

𝑆𝑖𝑔𝑛𝑎𝑙𝑟𝑒𝑙𝑎𝑦 = 𝑓(𝐷𝑎𝑡𝑎𝐷𝐻𝑇)  (5) 

 

𝐷𝑖𝑠𝑝𝑙𝑎𝑦𝐿𝐶𝐷 = 𝐷𝑎𝑡𝑎𝐷𝐻𝑇 (6) 
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Relay: controls high-power devices such as light bulbs, fans, and atomizers. Where, 𝑆𝑡𝑎𝑡𝑒𝐷𝑒𝑣𝑖𝑐𝑒 is the status 

of the device (on or off) controlled by the relay. 

 

𝑆𝑡𝑎𝑡𝑒𝐷𝑒𝑣𝑖𝑐𝑒 = 𝑆𝑖𝑔𝑛𝑎𝑙𝑟𝑒𝑙𝑎𝑦 (7) 

 

Light bulb, fan, atomizer: consume electrical power when activated by the relay. Where, 𝑃𝐷𝑒𝑣𝑖𝑐𝑒  is the power 

used by the device, 𝑉 is the voltage from the adapter (12 V), and 𝐼𝐷𝑒𝑣𝑖𝑐𝑒  is the current used by the device. 

 

𝑃𝐷𝑒𝑣𝑖𝑐𝑒 = 𝑉 ∙  𝐼𝐷𝑒𝑣𝑖𝑐𝑒 (8) 

 

IC 1 and IC 2: regulate signals and enhance circuit performance. Where, 𝑂𝑢𝑡𝑝𝑢𝑡𝐼𝐶 is is the signal output from 

the IC, 𝐺𝑎𝑖𝑛 is the amplification factor, and 𝐼𝑛𝑝𝑢𝑡𝐼𝐶  is the input signal to the IC. Thus, the general equation 

connecting all components can be seen in (9)–(11). 

 

𝑂𝑢𝑡𝑝𝑢𝑡𝐼𝐶 = 𝐺𝑎𝑖𝑛 ∙  𝐼𝑛𝑝𝑢𝑡𝐼𝐶 (9) 

 

𝑃𝑇𝑜𝑡𝑎𝑙 = 𝑉 ∙ (𝐼𝐸𝑠𝑝32  ∙  𝐼𝑟𝑒𝑙𝑎𝑦  ∙  𝐼𝐷𝑒𝑣𝑖𝑐𝑒)  (10) 

 

𝐷𝑒𝑣𝑖𝑐𝑒 𝑆𝑡𝑎𝑡𝑒 = 𝑓(𝑆𝑒𝑛𝑠𝑜𝑟 𝐷𝑎𝑡𝑎, 𝐸𝑆𝑃32 𝐶𝑜𝑛𝑡𝑟𝑜𝑙)  (11) 

 

Overall, the relationship between components in this smart control circuit can be expressed with equations 

connecting voltage, current, power, and control signals received and sent by the ESP32, which in turn manages 

other devices through relays. 

 

2.3.  Implement quantum BB84 to application programming interface system 

The API flowchart begins with the “Start” point, indicating the initiation of the process. The first step 

is “Request Data,” where the API receives a data request from the client. The received data is then converted 

into a binary format in the “Convert Binary” step. Following this, the “Implement Quantum BB84” protocol is 

applied to encrypt the data. Subsequently, the “Measurement 100× Sampling” step involves measuring the 

qubits 100 times. At the “Is probability 100%?” decision point, the system checks if the measurement 

probability reaches 100%. If the probability is not 100% (“If No”), the data storage fails, and the process stops. 

If the probability is 100% (“If Yes”), the data is decrypted using the “Decrypt Quantum BB84” method and 

then further decrypted to ensure data security before being stored in the database in the “Decrypt Data Enter 

Database” step. The process concludes at the “Finish” point, indicating that the data has been successfully and 

securely stored. Flow of API system can be seen in Figure 3.  

 

 

 
 

Figure 3. Flow of quantum API 

 

 

The API security implementation, utilizing quantum BB84, can be effectively managed and controlled 

using Flutter, providing a robust and user-friendly interface for a secure managed aeroponics system. By 

leveraging Flutter’s cross-platform capabilities, users can monitor and manage the aeroponics environment in 

real-time, ensuring that all communication between devices and the central control system remains secure from 

cyber threats. This integration of quantum-based security with modern application development tools results 

in a comprehensive and secure solution for smart farming. Based on controlled system using flutter and 

connected API system can be seen in Figure 4. 
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Figure 4. Concept of controller and system API 

 

 

3. RESULTS AND DISCUSSION 

In this phase, the security of the managed aeroponics system was rigorously tested and evaluated, with 

a focus on secure communication and the detection of potential eavesdroppers (Eve). Before testing, an 

important step is parameter initialization. The parameters tested can be seen in Table 3 and Figure 5. 
 

 

Table 3. Initialization parameters 
Parameter Values 

Qubit length 256 

Sender bit probability 0.5 

Reciver bit probability 0.5 
Eve bit probability 0.5 

 

 

 
 

Figure 5. Bitstreams between Alice, Bob, and Eve used for testing 

 

 

Based on the comparison of Alice’s and Bob’s transmitted bits in Figure 5, along with the derived 

shared secret key and the intercepted bits by Eve in the BB84 QKD protocol, several observations can be made. 

Alice and Bob initially agree on certain bits using specific bases (+ and 𝑋), aiming to establish a secure shared 

key. However, the presence of Eve, attempting to intercept the communication, results in discrepancies 

between Alice’s and Bob’s expected key and the bits intercepted by Eve. The shared secret key indicates the 

bits that Alice and Bob agree upon, while Eve’s intercepted bits show her attempts to gather information. 

 

3.1.  Quantum bit error rate measurement 

Quantum bit error rate (QBER) measurement is an important parameter in quantum communication 

systems, especially in protocols such as BB84 for QKD. QBER quantifies the deviation between expected and 

observed bits in a quantum communication channel due to errors caused by noise or eavesdropping attempts. 

It is calculated as the ratio of the number of erroneous bits to the total number of bits received. In practical 

terms, QBER reflects the integrity of the quantum states transmitted between parties: low QBER indicates high 

fidelity and high security, suggesting minimal interference or blocking, while QBER high indicates potential 

vulnerabilities in the transmission channel. Based on QBER equation can be seen in (11). Where, 𝑁𝑒𝑟𝑟𝑜𝑟  is the 

number of erroneous bits detected during the transmission, and 𝑁𝑡𝑜𝑡𝑎𝑙 is the total number of bits transmitted or 

received. Based on the parameters in Table 3 and the initialization of bitstreams shown in Figure 5, the QBER 

measurement depicted in Table 4. In an ideal situation without Eve, Alice, and Bob should have a QBER close 
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to 0, indicating that the transmission is accurate and secure. However, in this test case, Eve’s QBER values 

indicate significant interference or eavesdropping during transmission. Eve successfully generates the quantum 

key on the first try with a QBER of 1.0, indicating that all transmitted bits were in error. On the second and 

third attempts, Eve generates keys with a much lower QBER of 0.015, indicating improved transmission quality 

and a less significant probability of Eve appearing. 

 

𝑄𝐵𝐸𝑅 =  
𝑁𝑒𝑟𝑟𝑜𝑟

𝑁𝑡𝑜𝑡𝑎𝑙
 (11) 

  

 

Table 4. QBER measurement 
Testing QBER values 

Alice and Bob 0 

1st generated keys (Eve) 1.0 

2nd generated keys (Eve) 0.015 

3rd generated keys (Eve) 0.015 

 

 

3.2.  Detection of eavesdropper based on histogram analysis  

In this section, the detection of the Eve is evaluated through the analysis of the histogram shown in 

Figure 6. In Figure 6(a), representing the scenario without Eve’s presence, the histogram peaks around a 

maximum value of approximately 135 for polarization parameters. Conversely, in Figure 6(b), depicting Eve’s 

presence, the maximum histogram value increases to around 400 for polarization parameters. These changes 

indicate significant intervention by Eve in the tested system, illustrating its impact on the conducted 

measurements. 

 

 

 
(a) 

 

 
(b) 

 

Figure 6. Histogram polarization states: (a) without Eve’s presence and (b) with Eve’s presence 
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3.3.  Aeroponics design system 

The final section of the discussion focuses on the aeroponics system design, as illustrated in  

Figure 7. This innovative system integrates the BB84 quantum computation protocol to enhance security 

measures against potential eavesdropping attempts by Eve. By leveraging BB84, the system ensures robust 

encryption and authentication protocols, thereby safeguarding sensitive data and communication channels 

crucial for effectively managing aeroponics operations. This design not only optimizes plant growth through 

precise nutrient delivery and environmental control but also prioritizes data integrity and security. These 

elements are critical for modern agricultural practices in urban environments. 

 

 

 
 

 
 

Figure 7. Proposed aeroponics design system 

 

 

4. CONCLUSION 

Based on the findings of this study, the implementation of the BB84 protocol successfully secured the 

API against potential eavesdropping by Eve. The QBER measurements provided significant insights into the 

security of quantum communication channels. Alice and Bob achieved an ideal QBER value of 0, indicating 

minimal interference during transmission. In contrast, Eve’s attempts resulted in initially high QBER values 

of 1.0, which progressively decreased to 0.015 in subsequent measurements. This variation suggests differing 

levels of interference and potential breach attempts. Furthermore, the detection of Eve through histogram 

analysis offered crucial insights. In scenarios without Eve, the polarization parameter histogram peaked at 

approximately 135. However, with Eve’s presence, this peak increased significantly to around 400. This 

disparity underscores the effectiveness of quantum security measures in identifying and mitigating potential 

security breaches in communication channels. For future research, enhancing quantum encryption protocols 

and integrating advanced detection mechanisms will be essential. Exploring QKD in complex agricultural 

systems like aeroponics, while ensuring scalability and efficiency, presents promising avenues for further 

investigation. Additionally, advancing quantum computing capabilities and developing real-time monitoring 

techniques will be pivotal in maintaining the integrity and security of smart agricultural systems in dynamic 

urban environments. 
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