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1. INTRODUCTION

In recent years, users’ data tends to be extremely insecure since, after outsourcing to the remote
cloud platform, the physical control over the data is no longer with the owner. Some cloud service provider
(CSP) delete such unutilized data from the cloud storage provided to the clients in order to keep cloud usage
in check. Data may also be lost during system crashes and in the course of operation challenges. In such
events, CSPs are reluctant to admit mishandling the clients’ data. Cloud users are worried about achieving
better-integrated protection regarding the preserved data [1], [2]. For instance, a strawman scheme, the
computation and saving of the file message authentication code before outsourcing, then a complete file
downloaded from the cloud server is compared with the message authentication code. This results in
unacceptably high communication and processing costs. A scheme has been designed where the data
integrity of the cloud can be checked though the outsourced file is not retrieved. Ko et al. [1] proposed a
provable data possession (PDP) scheme based on a holomorphic tag and sampling protocols for remote
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attestation. Their enhanced scheme promotes public verifiability without being able to ensure the property of

privacy preservation.

Ateniese et al. [2] proof of retrievability (POR) protocol is meant to check and validate remote data
after the data has been compromised. But, however, this process only permits a few rounds of verification
and does not afford privacy protection in the case of public audits. The method provided by [3] is also not
efficient in terms of privacy protection for data although many other public auditing methods have been
designed on a large scale [4]-[8] have been developed to support the privacy principle throughout the
integrity check, some systems [4]-[6] do not just prevent data leaks rather than ensure strict privacy and [4],
[6] has provided techniques that work well for ensuring the maximum protection of data regarding their
security models.

The study introduces a secure and efficient system for data auditing in cloud storage as per the
Boneh-Lynn-Shacham (BLS) signature and preserving data privacy without any additional constraints for the
users of the cloud and without full data recovery also in line with third-party audits (TPA) to check whether
the data is true and reliable. The system also improves dynamic data of deletions, insertions, and
modifications. The systems analysis proves that it is secure and efficient. In summary, the contribution is:

— Using the splitting algorithm and the advanced encryption standard (AES) encryption algorithm, the
suggested system ensures data secrecy in cloud storage services.

—  This study reformulated the public key equation as well as the signature equation to increase the
complexity while maintaining a high speed of execution. Moreover, the proposed system supports a
dynamic data process in terms of modification, deletion and addition.

—  The system’s efficiency has also been demonstrated through performance analysis and comparisons
with similar systems. The suggested system’s communication overhead is O(n).

Other parts of this work is structured as follows: section 2 discusses relevant work and important
problems. Section 3 gives preliminaries and symbols. In section 4, the system model and security aims are
discussed. Section 5 evaluates the performance overhead of our approach where the paper is concluded in
section 6.

2. RELATED WORK

This paper discusses the existing schemes and their shortcomings, in the subsequent sections, a
proposed method will be compared. Many strategies have recently been developing to provide security and
privacy for the integration of cloud data. There is a scheme which has been given in reading an entire file to
check the soundness and then deriving the total assurance level, however large files take too much time to be
verified and where the number of times user may check the soundness of the file as it is not sent by parts
[9]-[11]. Other probabilistic-at-name techniques take randomly selected blocks of data in assuring integrity
and do not assure more than 100% assurance. The first probabilistic model was described in Ko et al. [1],
upon which present probabilistic models of integrity check are based. Only randomly selected data parts are
required for checking integrity and providing 99% confidence. However, as it has to recalculate the entire file
tags each time some new data is placed in a piece of data that was there before, this approach can only work
with static data. The work dignified the dynamic provable data possession model and presents the first
solution that is entirely dynamic to achieve provable enhancements of data files contained using
authenticated skip lists. Public audit systems enable the third party audit data integrity; private audit systems
allow only the owner to audit data integrity private auditing outlines are used in businesses that use cloud
services, particularly those that handle delicate information [12]. Public auditing is applied in enterprises
where large data backups are need in the availability of a limited resource capacity [13]. In their work,
Ateniese et al. [2] provided a means of conducting private auditing that involves a mechanism for cloud data
sharing applicable to mobile devices. Before data is shared with clients, their systems can conduct some
security tests to ensure that the data is accessible. This technology enabled light mobile device operations for
the data owner as well as for the one who requests the data. However, their system does not support dynamic
data operations. The system improves private auditing since users are allowed to conduct keyword search
using encrypted dynamic cloud data with a validation of symmetric key. They formed a novel cumulative
authentication signature based on symmetric-key cryptography for building a cumulative authentication
signature for a single keyword. Guo et al. [14] provided a method for public auditing using a privacy-
preserving adaptive trapdoor hash authentication tree (PATHAT) through authenticating the data by
supplying the trapdoor hash and BLS signature to the Merkle hash tree [15]. Although they have called for a
data aggregation scheme in the cloud data privacy is not achieved [16] put forward the public systems that
enable public auditing by integrating TPA with dynamic data. Although the methodology of [17] does not
provide recovery of data using BLS signatures and the available public auditing, in addition to support for
data dynamic processes, it does not have the privacy protection which the proposed system has [18]. While
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[3] described a scheme based on BLS signatures for public auditing which ensures private maintenance as
well, by the ability of the client to pursue a signature on a block and reveal essential information about the
site. Since the data owner will not let the external auditor check their critical data, one benefit obtained by
that means is that the external auditor cannot get personal information on the clients’ data rather can check
the quality of the external data. In their work, Shacham and Waters [4] present a privacy-preserving system
for cloud data storage, but the scheme is in fact unsafe when up against an attacking probabilistic
polynomial-time (PPT) distinguisher as it explicitly states its insecurity against the attack. Meanwhile, some
strategies in cloud computing were implemented to protect data privacy in cloud computing, as established
by a number of techniques by [15], [19]. Shen et al. [13] make privacy preservation whereby the cloud to
server cannot be able to get any useful information from the encryption scripts contained in it. It was made
sure that their strategy shows no terms frequency of appearance. This is because of the privacy risk that
comes with the ubiquitous implementation of user-side duplicate data elimination in cloud storage. Koe and
Lin [20] proposed a solution based on random response which increases the probability of attackers failure in
getting information through random checks.

In view of the basic requirements of data integrity mentioned above, little effort has been directed in
the past to find an appropriate approach to this. Therefore, this paper gives high priority to those critical areas
of the security of the cloud model and deals with the retention privacy and authenticity of the data while
public check and balance is to be maintained on a footing of confidence.

3.  PRIMLIMINARIES

The section of methodology is going to introduce a mathematical framework using multiplicative
cyclic groups of prime order with a bilinear mapping properties which include calculability, bilinearity, and
non-degeneracy. This serves as the underpinning for the BLS signature scheme in which signers’ credibility
is ensured within gap Diffie-Hellman groups. These groups are resistant to the computational Diffie-Hellman
problems but enable efficient pairing operations, thus the scheme is both secure and practical for
cryptographic applicationsit is explained the results of research and at the discussion are given
comprehensively. References [14], [15] are cited, let’s break down the discussion into several parts.

3.1. Pilinear maps

The bilinear map C x C — CG is designed to meet several critical criteria. First, it is calculable,
meaning that there exists an effective algorithm for computing the map e, Second, the map is bilinear, which
is a fundamental property in cryptography. Taking (C and CG) as multiplicative cyclic groups of prime order
(po). Therefore, ¢ represents the producer of C. The map e: C X C — CG will be a bilinear map where the
following features are acheived:
—  Calculable: effective process happens of computing map (e);
— Bilinear: e(ut,vy) = e(u,v)ty forevery u; v € C while t; y € Gr;
—  Non-degeneracy: e(u, v) guarantees not equal to 1.
The equition shows the details of method that could approve the integrity of data and security key to be used
in terms of data flew [21]-[24].

3.2. Boneh-Lynn-Shacham signature

The BLS signature scheme permits the client to assess the credibility of a signer, it makes use of
groups referred to as the gap Diffie-Hellman groups. The computational Diffie-Hellman problems are not
easily solved in these groups, they can however be solved as a result of its characteristic non-degenerate, easy
to compute as well as bilinear pairings features [18].

Assume that C X C — CG is a non-degenerate, calculable, bilinear, and that (C, CG) are prime order
sets. Allow c to be one of the generators. Consider the c, cx, cy, case of the computational Diffie-Hellman
issue. The computation of cxy, which is the computational Diffie-Hellman problem’s resolution, is not aided
by the pairing function e. This condition is thought to be intractable. Whether cz is assumed, the researcher
may check to see if cz = cxy while the values of x, y, and z are unknown, by seeing if e(cx, cy) = e(c, cz)
holds. Using the bilinear characteristic x + y + z, the researcher can notice that if e(cx, cy) = e(c,c) xy =
e(c,c)z = e(c, cz), then xy = z. This is because the CG is a prime order set. A special benefit achieved by
using BLS signature goes to its ability to its feature which enables the combination of several signatures into
numerous messages by use of various public keys. Key generation, signing, and verification are the three
functions of BLS [25]-[29].

Key_generation: the key_generation is a function that generates a random number. K € Gr inside
the period [0,r-1] denoting the private key. Then compute public key by P = cK € C2.
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Sign_generation: the sign_generation is a function which takes the private key (K) with the message
(m) and then calculates the signature by use of the hash of the message like the H = h(m) e Cland S = H €
C1 is the result of this function. Verification: it requires the presence of the public key (P) with the signature
(S) for this e = (S, ¢) = e(h(m), ck) to be verified remarks and symbols.

The proposed method is largely dependent on the BLS signature, which prevents it from TPA that
isn’t allowed. The following is a brief explanation of the preliminaries. particularly in scenarios requiring

security and efficiency. BLS signatures are particularly appealing due to their short size, Table 1 presents the
symbols.

Table 1. Symbols

Symbols Explanation
CG,C Cyclic_groups

Pr/Po Prime_order

Gr Group of integers with order r
C Element of Cg

K private_key

P, ck Public_ key

S Signature

H Hash_function

X, Y Random values
Emeta Metadata

Ec Encrypted data file

4. METHOD

The form’s user signs in first, then divides the file using a splitting algorithm, and finally encrypts
these data blocks using advanced encryption technology (AES 256) to protect the confidentiality of the data,
resulting in the encrypted file. For each block of encrypted data, the user generates secret keys, public keys,
and signatures before uploading. After transferring the data, signatures, and encryption blocks, the user must
erase them from his device. When the client requests that the file be validated, he notifies the TPA service.
After that, the TPA is alerted to create assignments and transmit them to the service provider, who then sends
them to the user for approval as explained in Figure 1. Once all parties are in agreement, the TPA performs a
test to ensure the data’s integrity where it sends the results to the client.

Auditing result
Metadata

Request / Response’

PK

e
| —

Figure 1. The proposed system model

4.1. Our system

Our proposed system involves the following six steps: protection of data, keys generations,
Signature_generation, challenge, response, and proof checking. Protection of data: data frame (DF) will be
the input to this function, then the user categorizes the input files to blocks of data using the partition method
DF=(df1,.,dfn) and then encrypts the files using a complex encryption technique called (AES), and these
encrypted files are the output for this function. Ec=(ec1,....,ecn). Key_generation: the key generation method
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is used to generate public and secret keys on the user side and choose two random numbers x and y € Gr. The
user keeps K and publishes P which is the public key where the researcher reformulate the public key
equation to increase its complexity as shown in (1). This method accepts security parameters k, X and y as
inputs (random value) in period [0, r-1] being the secret key K € Gr and (X, y) € Gr it is difficult to predict
random values and generates a public key P C for individual blocks.

P= (Cx(xy)+K) @

Sign_generation: the signature generation process takes the private key (K) and a random value of
(x) and (y) that are added to the signature equation in our proposed system to increase the complexity of the
signature equation and the name of the encrypted DF as input and returns the signature for each block, as
shown in (2).

Si = (H(mi)Xyi.Ki) )

The user makes the signatures using the signature generation algorithm, which takes the private key
(K) and a random value of (x) and (y) and the hash function of (m) which represents the name of the
encrypted DF as input where the output for this function will be a signature for each block of the data. On the
other hand, it generates metadata (Emeta), which includes block name (mi). Then, the encrypted data blocks
are moved to the cloud storage by the user, together with the accompanying signatures and the public key.

Challenge_generation: the challenge generation function is one of the integrity check functions.
Where the verification of the data on cloud is required, the third party is used, therefore, a trusted account,
TPA is required in the system. This account is activated by the user and sends metadata (Emeta) as input for
this function to TPA for auditing [30]-[36]. To prove file integrity, the TPA communicates with the CSP. To
come up with the challenge message where TPA chooses an element k at random and a subset of Q from set
[1, n] and gi €Gr from set [1, n]. Assuming Q denotes the set (i, qi), i € Q, the resulting TPA sends Q to CSP.

Response: at the time the CSP has obtained a test from the TPA, the client receives a question from
the CSP to validate that test, and this cycle to improve the validation of the certified TPA. In the case where
the clients consents to the query, the cloud computing service provider acknowledges the request. When the
CSP receives the client’s acknowledgment, the CSP creates a trustworthiness check for the test, represented
by Proof (Si,Pi) [37], [38]. The equation allows us to sum many signs of different squares into one by relying
on the features of the computation (BLS) (3). The worker then submits an assertion (Proof) to the reviewer
for their approval.

S = H?:l N (3)

Proof checking: finally, when the validator obtains the proof that includes the ends of the equation
so that the signature (S) is with an element (c) on the first side of the equation and the public key (P) with the
message hash function (H(m)) on the other side of the equation from the CSP, it validates the returned proof
using the (4). It checks the proof, then sends the result to the user whether successful or failed as the case
may be.

s =TI, s e(S,¢) = e (TT,(H(my). P)) (4)

4.2. Support of data dynamic operations

External data is accessed and updated much by users in the cloud model for many application needs
[21]. Therefore, it is important to enable data dynamics for the sake of privacy as well as public auditing. In
addition, the research will show how well the system handles data dynamics at the block level, that is,
updates, removals, and insertions.

Modification of a data block: in the cloud model, it is one very popular way for information. This
critical way involves swapping out the blocks with the new ones. Since the customer changes block (ei) to
block (ei). First, the client sends his request to the cloud by getting it edited by the block (ei), then the client
develops the private and public keys and gives new random values (X,Y) to be used in developing the new
signature (Si) (S) for the updated block (ei) through (1). Having submitted the request to the cloud computing
for the removal of the old block (ei) with the corresponding values, the metadata of the updated block (E
info) is as well updated, which contains (mi,XYi). At last, upload the modified block (ei) with the values (S,
P) to the cloud and the updated metadata is also transferred to the TPA .

Insert data block: in the client encoded DF (Ec) kept on the client, data integration means adding
new consumer blocks after the designated place. If the block will be inserted post the earlier one. The
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customer will choose the blocks he wants to add, encrypt it (ei), build the secret keys (K and P) and produce
the S signature for this block by choosing a random number (x,y). Specifically, information (Emeta) for it
shall be created. The user then sends (Emeta) to the TPA, along with the blocks (ei) and its related values
(Si,Pi).

Delete data block: a single block from a user file saved in the cloud, afterwhich all following blocks
are pushed ahead hence data insertion polar opposite. So if there need be the block (ei), a straight request
with the blocks’ names to the web server to delete a particular named block (ei) from the client files
including its data (Si, Pi), and the same question to the cloud at the same time. The block name is also in the
TPA so TPA will erase the blocks name (mi) from the (ei) block.

5. RESULT

The primary focus of the results section is on the safety inspection of the system, determined using a
statistical assessment method based on execution timing. The analysis evaluates the system’s validity,
covering aspects like token unpredictability, data integrity, security, confidentiality, and overall system
protection. Theorem 1 supports the system’s security, stating that a trusted third party (TPA) can accurately
verify the integrity of encrypted data blocks. The proof involves bilinear mapping properties and block
identity verification, with the cloud generating a proof for the auditor to confirm validity.

5.1. Security analysis

The major criterion is safety inspection, which is determined using our statistical assessment method
and is based on the hour of execution. This description examines the validity of the proposed system, token
unpredictability, statistics honesty insurance, safety safeguarding, secrecy, and clump security.

The validity of this equation is considered to prove the security of the proposed system:

—  Theorem 1: “provided a data file DF=dfi.......... df, and the encrypted DF Ec=ecl.......ec and signature
S=$1......5n on E, with n being the number of files blocks that are encrypted; then, TPA can rightly
prove the integrity of E as suggested by the proposed system.”

—  Proof: in order to assess the accuracy of the proposed system, it is necessary to prove the validity of
(3). Relying on the bilinear mappings properties, and checking for the correctness of file E, TPA
randomly chooses some block identities s(mi) of file E to compute the challenge (Q), with Q = {i, qi},
i=1,. .. k. Upon receiving Q from TPA, the proof (Proof) is computed by the cloud, with P={S, Pi}
and transmit to the auditor to check for the validity of the received P by proving (4) in the following
way: e(S,c) = e(TIL,(H(my),.P,) = e(IT5.,(H(my), c(x¥);. K;). Since Xyi = Xiyi and public key
Pi = c.(x)y.K. The researcher can generate the signature S = (H(mi). (xy)i.Ki, thus, the equation
can be derived = e ([T, (H(m;), (x¥);. K;,c) = e(S,c). So the proposed system guarantee is
corrected.

5.2. Performance analysis

Another important performance metric is the evaluation of the proposed framework’s productivity
with respect to execution testing, so the researcher can demonstrate the framework’s existence on all sides,
including the client, evaluator, and cloud expert organization sides. In this section, the researcher will
evaluate our suggested framework’s exhibition in terms of correspondence and calculation costs, as:

—  Computation cost: expenses attached to manufacturing keys and markings, as well as the cost of the
client transferring and downloading message blocks from cloud, the cost of the CSP doing the
verification, and the cost of the TPA evaluating the proof.

—  Communication cost: the magnitude of the data transmitted by the TPA in the correspondence between
the TPA and the CSP.

The suggested scheme is executed in Python using runs on Intel (R) Core i7 CPU, memory size of

1.90 GHz and 8.00 GB RAM. The Berka dataset is used to check for the presence of the suggested

framework. The Berka dataset is assembled as a set of financial data from a bank in Czech Republic. In terms

of putting the suggested framework into action and evaluating its capabilities, the researcher relies on the
informative index for the first document, so the client divides the record into a bunch of squares ranging from

(100 squares) to (500 squares), with the square size in our tests being (1 kilobyte). In addition, the researcher

used the Drop-box cloud framework to deliver our data and evaluate the suggested framework.

5.3. Computation cost
The client-side, TPA-side, and CSP-side computing costs of the proposed framework are calculated.
So the suggested framework’s execution is tested in all of its nuances in order to ensure security and
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productivity using the given calculations. Figure 2 displays the split information with the varied amounts of
the information block on the client side. Figure 2 shows that dividing the data of 100 squares of the proposed
framework takes less than 0.2 seconds. Following the division of data into a few squares, these squares are
encoded with the AES algorithm to ensure categorization. In comparison to Tian et al. [22], Figure 3 depicts
the computational cost of client-side encoding with various quantities of suggested framework information
content. According to Figure 3, the suggested framework takes less than 0.20 seconds to encode 500 KB of
data, whereas takes 0.57 seconds. Along these lines, the suggested framework’s crypto cost is still appealing
since it increases information security for re-appropriating and does not deserve the client’s assets, with
reduced computational costs, ensuring the proposed framework’s productivity.

Split AES encrypt
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N

Figure 2. The computation cost of split data Figure 3. The computation cost of encryption

The client then outputs the keys and markings, showing that the key age is swift when he chooses
(100) blocks, taking only 0.002 seconds. Signature age, on the other hand, takes longer per square of data.
0.001 seconds is the cost of providing marks for 100 square information documents. The suggested
framework, on the other hand, examines the essential age and markings by increasing the document size from
100 to 500 squares and documenting the hour of the cycle. They often increase in direct proportion to the
document size when they are examined to deliver scores for a particular record. Figures 4 and 5 show the
nuances of the keys and markings that are created.

key_generation Signature generation
0.040
—— Proposed System —— Proposed System
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0.035 0.25
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The number of data blocks The number of data blocks

Figure 4. Keys generation time Figure 5. Signatures generation time

The proposed remote data integrity system is compared to the existing systems in terms of server
and auditor computation in the figures [17], [23]. The proposed scheme performed better than the existing
systems and is more appropriate for verifying theintegrity of dataset during both auditor and server
computations.

However, it generates work for the auditor coupled with the audit technique. Meanwhile, the proof-
creation procedure is completely server-based. 1t’s worth noting that setting up a challenge for 100 KB takes
only 0.028 seconds. Reaction and editing, on the other hand, are more time consuming. To see how much
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time it took to set up a challenge, answer it, and proof it, the number of challenges is increased from 100 to
500. As shown in Figures 6 and 7, the time it took to set up a challenge, answer it, and proof it increased as
the number of challenges increased. The rising humber of challenged blocks necessitates the use of random
values in producing the challenges, and since there are more computations in the cloud and more operations
on the auditor’s side, this is suited for an experimental research.

Times of generating proof

- Proof challenge
] — Pproposed system —— Proposed System
161 Baidaa.2021 Baidaa.2021
0.4 4
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124 0.3 4
% 1.0 >
g g
= o8] = 02
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0.2
100 150 200 250 300 350 400 450 500 100 150 200 250 300 350 400 450 500
The number of data blocks The number of data blocks
Figure 6. Times of generating proof Figure 7. Times of generating challenge and check the proof

Lastly, once the blocks have been downloaded from the cloud, the user must decrypt the blocks before
the original DF can be retrieved by combining the resulting blocks. According to Figure 8, about 0.2 seconds is
needed to decrypt 500 KB into the suggested scheme, whereas decrypting the data takes 1.09 seconds [24]-[25].
As a consequence, the recommended technique has a low computational cost for decrypting data. Figure 9
shows how to generate the original DF by joining the blocks collected during the decoding process.

cost of decrypting collect data
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Figure 8. The computation cost of decrypting Figure 9. The computation cost of merging blocks

5.4. Communication cost

The costs of connection is involved in the processes of publishing “data to the cloud,” obtaining the
same information to the cloud, and reacting to auditing difficulties. During audit operations, the cost for
challenge blocks, denoted as Q (i,qi) in the challenging section, is a function of the blocks n given by TPA
for the audit; hence, the proposed system is outfitted with random blocks decided by TPA to challenge (n).
Several tests are carried out in order to assess how long it takes to upload and retrieve data from the cloud
utilizing the suggested approach [26]-[28]. The encrypted blocks are transferred to the cloud after splitting
the DF into numerous parts and encrypting the resultant data blocks. As a result, Figures 10 and 11
demonstrate the effects of uploading and downloading.” The average communication time stays constant
with small block sizes, as seen in Figures 5 and 6. This weight, on the other hand, is increasing. The
researcher also comes to the conclusion that uploading data blocks requires less time than retrieving them. As
a consequence, it is discovered that the time necessary to transmit and download blocks from the cloud is
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proportional to the total blocks involved. 11.” In response to variations of information, the transmission time
to transmit a fresh block of 500 KB to the cloud is around 0.38 sec, while the download time is
approximately 0.13 sec.

upload files Download files
—— Proposed System —— Proposed System
3.0 1 Baidaa.2021 3.0 4 Baidaa.2021
2.5 2.5
2.0 1 2.0
= I}
£ 5
-5 7 1.5 A
E s =
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0.5 | 0.5 |
0.0 | —’/ 0.0 1
T i T T T T T T T T . . T T T r
100 150 200 250 300 350 400 450 ! 100 150 200 250 300 350 400 450
The number of data blocks The number of data blocks
Figure 10. The upload blocks Figure 11. The download blocks

6. CONCLUSION

An audit method based on the signature (BLS) has been developed to protect data kept in the cloud,
and the proposed system has provided strong data secrecy by encrypting it before uploading to the cloud.
Dynamic data operations including insertion, deletion, and modification are also available. Because signature
authentication requires only one component, the researcher explicitly proves that the calculation cost of
ensuring data integrity is low for the auditing task. As a result, the cost of storing and transmitting signatures
can be reduced. The proposed system is incredibly efficient and secure, according to the detailed analysis.
For the successful analysis of the system’s effectiveness, its performance is compared to that of other
systems. The results reveal that the proposed system is simple in terms of computing and communication.
The researcher has noticed how this system is set up to be very efficient in maintaining the confidentiality of
the database scheme used and on which he ran this test, but what if the data is massive in scale? How will it
be secured and protected with the same level of security and effectiveness, and most importantly, in a
reasonable amount of time? This is something that will be further investigated in subsequent studies.
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