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This paper investigates a secure hybrid power—frequency multiple access
(PFMA) framework for satellite—terrestrial communications. By integrating
power- and frequency-domain multiplexing, PFMA achieves approximately
4 dB lower transmit signal-to-noise ratio (SNR) than non-orthogonal multiple
access (NOMA) for the same connection outage probability (COP) at SNR
> 0 dB, and it reduces the COP by up to 30% at low-to-medium SNRs. It
further decreases the intercept probability (IP) by 20-25% at Ps = 10 dBm.
Closed-form COP and IP expressions are derived under shadowed-Rician fad-
ing with both internal and external eavesdroppers and validated via Monte Carlo
simulations. Parameter analysis indicates that PFMA’s SNR gain can either ex-
tend coverage by 60% or save 37% energy, providing design guidelines for 6G,
satellite IoT, and emergency communication systems. The single-cell assump-

Satellite-terrestrial systems tion points to future work on multi-cell and mobility scenarios.

Shadowed-Rician fading
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1. INTRODUCTION

Satellite—terrestrial communication systems are a foundation for next-generation networks, enabling
reliable and ubiquitous connectivity. Among multiple access techniques, hybrid power—frequency multiple ac-
cess (HPFMA) combines power- and frequency-domain multiplexing to enhance spectral efficiency. However,
its security and performance can be hindered by shared channels and the complexities of hybrid architectures
[1], [2]. Existing studies have explored improvements via relay protocols, energy harvesting, intelligent re-
flecting surfaces (IRS), and spectrum sharing [3]-[10]. Secure HPFMA performance under realistic fading and
dual eavesdropping scenarios is still underexplored. This work fills that gap via a comprehensive performance
analysis of secure HPFMA in satellite—terrestrial systems, focusing on reliability—security trade-offs and design
insights for 6G and satellite IoT.

Table E] contrasts our work with prior studies. Unlike [11]-[13], which focus on non-orthogonal mul-
tiple access (NOMA) or simplified fading, we derive closed-form connection outage probability (COP) and
intercept probability (IP) for power-factor multiple access (PFMA) under shadowed-Rician fading with both
internal and external eavesdroppers. Contributions: (i) closed-form COP, IP, their asymptotics, and diversity
order for PEMA under shadowed—Rician fading with both internal and external eavesdroppers; PFMA requires
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~4 dB lower SNR than NOMA for the same COP at SNR > 0 dB; (ii) Monte Carlo validation across diverse
parameters, showing superior COP over NOMA at low-to-medium signal-to-noise ratio (SNR); and (iii) pa-
rameter study (power, antennas, shadowed—Rician parameters, bandwidth) revealing up to 60% coverage gain
or 37% energy saving.

Table 1. Comparison with related works

Ref.  Model Metrics Channel Eavesdropping Limitations Our contribution
[31 NOMA  Secrecy rate Rayleigh External No closed-form  Closed-form COP and IP
COP/IP for PFMA
[4] NOMA  Outage, ergodic  Nakagami-m None Simplified fading Shadowed—Rician,  dual
capacity (EC) eavesdroppers
[13] NOMA COP Rician Internal No external case Dual eavesdroppers with
PFMA
[14]  Partial-  Secrecy rate Rayleigh Internal No frequency-domain ~ Hybrid power—frequency,
NOMA analysis closed-form metrics
[15] NOMA [IP Rayleigh Internal Simplified channel Shadowed-Rician  with
asymptotics
Ours PFMA COP, IP, diver- Shadowed-Rician Internal and ex- — First closed-form COP/IP
sity order (DO) ternal for PFMA; ~4 dB SNR
gain over NOMA

2. SYSTEM MODEL

Consider Figure |I|, where a satellite (S) employs three subcarriers (s, Sr, Sgp) to transmit the con-
fidential signal g to Roy (R) and the secure signal g to Bob (B). Subcarriers sg and sg occupy bandwidth
portions (BPs) ap and ag, respectively, and carry g and 2y using orthogonal multiple access (OMA). Mean-
while, a superposition signal zrs = v/Br 2R ++/B8 2B With power-allocation (PA) factors Sr, 35 corresponds
to NOMA on sgp with BP agp. Bob and Roy combine their received signals after baseband recovery without
successive interference cancellation (SIC). The BP/PA rules are ag + ag + agrg = 1, s + fr = 1, and
ars < ag,ag. Here, ag (Q € {B, R}) denotes the OMA BPs, while agp is the PEMA superposition BP;
O and Sgr are NOMA PA factors. Unless stated otherwise, receivers are assumed to have perfect SIC when
required by a scheme definition.

t K antennas
o )
H
o oy oy Satelllte (S)
Bl K
. XB XR
ﬁB XR
S B SB SR

~——ZZ— Main channel
—2Z_Secure channel

Figure 1. System model of hybrid PFMA in satellite—terrestrial communication

2.1. Propagation and beamforming

Roy acts as an internal eavesdropper and may use SIC to recover Bob’s message. All channels hq are
quasi-static shadowed-Rician with Q € {R, B}. channel estimation errors (CEEs) render perfect channel state
information (CSI) difficult; CSI is estimated via minimum mean square error (MMSE). The effective channel

is:
hQ = ggWQ\/LSQ 195 19(9Q) (1)
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Here, gq € CX*1 is the shadowed-Rician vector (S—Q), wg € CX*! is maximum ratio transmis-
sion (MRT):

gQ
wq = (2)
7 lealr

The free-space loss is:

1 c 2
Lsq = KpTW (47r fcdSQ> )

with g = 1.38 x 10723 J/K, T the noise temperature, W the bandwidth, ¢ the speed of light, f. the carrier,
and dsq the S—Q distance [16]]. The satellite beam gain is:

L(p Iy(p
9(0q) =19Q< 12(;‘;) +36 3/(3(%‘9)) 4)

where I;(-) is the ith-order Bessel function (first kind), pq = 2.07123 =22 and ¢ a4 is the 3 dB

sin 0Q,3dB
beamwidth.

2.2. Signal processing at Q
The received baseband signal at ) € {R, B} is:

_ \/OLQPSLSQﬂsﬁ(QQ) xrQ g&WQ + nQ, 5Q
Yo = o)

\/OLRBpsLSQﬂSﬁ(eQ) ITRB ggWQ + nQ, SRB

where P is the satellite transmit power and ng ~ CN (0, O’%). Define vq = aq+arpfBq and uq = aq+ars.
The aggregate SINR for decoding zq at Q is [17].

__vqdqligalt  _ voAq ©)
vqdqllgallt: +ra v AqQ+ g

where g5 = Ps/aé is the SNR, Aq = dqllgqll%, and dq = 0sLsqVUs?¥(fq). After canceling its own data
via SIC, Roy tries to intercept g with:

. orsBeOrgrllZ  vrAr
R = = @)
HR MR

2.3. Terrestrial channel model

Assuming i.i.d. coefficients, the probability density function (PDF) of | ggc )|2 (S—Q, kth antenna)
under shadowed—Rician fading is:

f‘ggc)lg(m) = aQe*’BQI 1Fi(mq; Loqe), >0 )
with,
2bqmaq ma 1 QQ (2meQ + QQ)
aQ |:2meQ + QQ] /( Q)’ BQ 2bQ rwa QbQ

Here, §2q (LOS power), 2bq (diffuse power), and mq (fading severity) follow [18]]. For integer mq,

mq—1 D] — twt
Fggopp(@) = aqe™ 7=y Ga(t)at, Colt) = - (t')ZLQ) 5 ©)
t=0 :

Using Bankey et al. [19], the PDF of Ag, is:
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where,

K K— u K
Aq(K) = a H H (ij+u,ju+1+1>,AQZjl+K, g = Bq—dq (1)

p=1 =1
The cumulative distribution function (CDF) follows from ([18] (8.352.6)):

mq—1 mq—1Aq— 1

Fago)=1- 3 > > 2 ,wAQ p(sp)exp(%)x” (12)

Jj1=0 jxk=0 p=0

3.  CONNECTION OUTAGE PERFORMANCE
Let Rp and Ry be the target rates. The capacity is C(7q) = logy(1 + 7q). The COP is:

COP =1—-Pr(C(yr) > Rr, C(¥8) > Rp)
=1—[1 = Fy,(ur)] [1 — Fs; (us)]

where ug = 2f@ — 1. We need Fj, (2):

13)

Theorem 1 Under uncorrelated shadowed—Rician fading, the CDF of 4q is:

mq—1 mq—1Aqg— 1

_ Aq) YQsQr sr \"
NP> Z 'd}AQ pd” exp(_5Q(6Q—$)> <€Q—fﬂ> (1

j1=0 jxk=0 p=0

valid for 0 < = < eq, where eq = vq/(arpfr) for T € {R,B}, T # Q, and sq = puq/(arsflr)
Proof 1 Use F5,(z) = Pr(yq < x) and (12)
Substituting (14) into (13) gives the exact COP:
COP=1- [ [1-F(uq)] (15)
Qe{R,B}

Diversity order (high SNR). Following the high-SNR asymptotic expansion approach in [20], from (12), for
0s — 00, a Maclaurin expansion yields ([21], (51)).

ang
Fi, (x) ~ s (16)
Q
Combining with (15), the asymptotic COP is:
aéﬁ SRUR K SBUB K
COP®™® = T + | —— a7
K!5Q ER — UR EB — UB
P — melt et AR (K)T(AR) YBSBUB sgup )" !
fzz Z LGP g exp —5 (en — up) p—— (18)
120 jz0 =0 P {17 B B(€B B B B

Remark 1 The closed-form COP and IP depend on long-term channel statistics (not instantaneous coeffi-
cients), enabling low-cost evaluation and design for integrated satellite—terrestrial networks with perfect-CSI
baselines.

Remark 2 The framework aligns with practical deployments where satellites offer backhaul and gap-filler
aided access for indoor handhelds, supporting streaming and broadband connectivity.
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4. RESULTS AND DISCUSSIONS

This section provides numerical simulations to verify the analytical expressions. Shadowed—Rician
parameters for the S-Q link follow [22]: heavy shadowing (HS) (mq,bq,2q) = (1,0.063,0.0007) and
average shadowing (AS) (5,0.251,0.279). Unless otherwise stated [16], parameters are K € {1,2,3}, Rg =
1 bits per channel use (BPCU), Ry = 0.5 BPCU, 85 = 0.7, fr = 0.3, ap = ar = (1—agrp)/2, f = 2 GHz,
W = 15MHz, T = 300 K, ¢ = 3 x 10% m/s, dsq = 35786 km, s = 53.45 dB, U = 4.8 dB, 6 = 0.8°,
0q,3q8 = 0.3°, bandwidth (BW) = 10 M H z, noise figure(NF) = 10 dB, Ny = —174 dBm/Hz. The noise
power is 0'(2;2 [dBm] = Ny + 10log,,(BW) + NF [23]. Tablesummarizes key settings.

Table 2. Simulation parameters

Parameter Value Description
K 1,2,3 Number of satellite antennas
Pg [-10,30] dBm  Satellite transmit power
QRB 0.1,0.2,0.3 BP for superposition signal
mg 1 (HS), 5 (AS) Fading severity
BB 0.7 Power allocation for Bob

Figure [2| shows COP vs. Pg (dBm). Increasing K reduces COP via spatial diversity. PFMA with
agp € {0.1,0.2,0.3} consistently outperforms NOMA. At higher Pg (> 10 dBm), COP saturates. Agreement
between exact and asymptotic curves validates the analysis. Smaller agp further improves COP by reducing
inter-user interference in the combined SINRs. The observed ~ 4 dB SNR gain (see Figure [3) translates to
~ 60% coverage extension or up to 37% power saving via the free-space loss with traceability in [13]].

Arfdso\ >
Lsg = <7TfCSQ> (19)

Figure [3] presents COP vs. Pg for HS and AS, comparing PFMA and NOMA. Exact (solid) and
asymptotic (dashed) curves match closely. PFMA consistently outperforms NOMA, with larger gains under
HS. Under HS (mg=1, by=0.063, =0.0007), COP increases by up to 20% at low Pg relative to AS
(mg=5, bg=0.251, Q5=0.279). Imperfect CSI (MMSE with estimation errors) further degrades COP: a 10%
error-variance rise adds ~5—-10% COP, highlighting PFMA’s reliance on accurate CSI and its vulnerability to
severe shadowing.

Figure [| shows COP vs. g for K € {1,2,3} and agg = 0.4. Larger K reduces COP for both
schemes, with PFMA dominating across all 5. The curves demonstrate the reliability trade-off as Sg varies.
In Figure IP is plotted vs. Pg for PFMA and NOMA. Varying agp € {0.1,0.2,0.3} shows PFMA achieves
lower IP for the same Pg. As Pg increases, IP approaches 1 for all schemes, while smaller agp benefits low-
Pgs security. Exact curves validate the analysis. Future research may consider additional practical aspects, e.g.,
hardware RF impairments such as I/Q imbalance [24], security—reliability trade-off with non-ideal untrusted
relaying [25], and simultaneous secure-and-covert transmission under practical assumptions [26].
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Figure 2. COP comparison: PFMA vs. Figure 3. COP vs. Pg under different
NOMA shadowing; K = 3, arp = 0.2
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5. CONCLUSION

We proposed and analyzed a PFMA-based hybrid multiple access framework for secure satel-
lite—terrestrial networks. Closed-form COP and IP expressions (with asymptotics and diversity) under shad-
owed-Rician fading and dual eavesdroppers reveal ~4 dB SNR gain over NOMA, up to 30% COP reduction,
and 20-25% IP reduction at Ps=10 dBm. Simulations confirm potential ~60% coverage increase or up to
37% energy saving. Future work will consider multi-cell and mobility scenarios, imperfect self-interference
mitigation, optimized BP/PA, multi-antenna transceivers, colluding eavesdroppers, and broader fading models.
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