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1. INTRODUCTION

In the contemporary digital landscape, the exponential growth of video content distribution across
national and international platforms has heightened the demand for robust content protection mechanisms [1].
As video becomes a dominant medium for communication, education, entertainment, and commercial
exchange, it also increasingly becomes a target for unauthorized duplication, tampering, and misuse [2]. This
growing vulnerability underscores the critical need for advanced techniques capable of safeguarding
intellectual property and verifying content authenticity.

Digital watermarking has emerged as a viable technological response to these challenges, offering a
method to embed imperceptible identification data within multimedia content [3]. Particularly in the domain
of video, red, green, blue (RGB) watermarking techniques have attracted significant attention due to their
potential to preserve visual fidelity while providing layers of security and traceability [4], [5]. However, despite
its promise, watermarking in video remains a complex task, confronted with issues such as perceptual
degradation, fragility under common signal attacks (compression, scaling, frame manipulation), and the need
for adaptive embedding schemes that balance robustness and invisibility [6], [7].

Journal homepage: http://journal.uad.ac.id/index.php/TELKOMNIKA


https://creativecommons.org/licenses/by-sa/4.0/

TELKOMNIKA Telecommun Comput EI Control a 1477

To address these concerns, contemporary research has increasingly explored hybrid and transform-
based watermarking approaches. Among these, the discrete wavelet transform (DWT) has proven especially
effective, owing to its multi-resolution representation and frequency localization properties [8], [9]. DWT-
based schemes allow watermarks to be embedded in coefficients less prone to perceptual loss, thereby
enhancing invisibility and robustness [10]. Steganography, in this context, refers to embedding hidden
information within digital media such as images, audio, and video without attracting attention, differing from
cryptography which focuses on encryption [11]. An effective system must ultimately provide high capacity,
imperceptibility, and resilience against signal processing or deliberate attacks [12], [13].

Two major methodological branches in steganography and watermarking are the spatial domain and
transform domain techniques [14], [15]. Spatial domain methods operate directly on pixel values or temporal
samples, often offering simplicity but limited robustness [16]. Transform domain approaches, by contrast,
embed data in transformed representations such as frequency or wavelet domains, thereby offering enhanced
durability and improved imperceptibility [17]. Recent studies highlight deep learning as a powerful direction
for video watermarking but also expose key limitations. Bistron and Piotrowski [18] introduced a convolutional
neural network (CNN)-based entropy-driven mapper that improved robustness against compression and
geometric distortions, yet its embedding capacity was restricted and computational demand remained high.
Likewise, Mansour et al. [19] proposed a mosaic generation approach that demonstrated strong resistance to
temporal and collusion attacks, though occasional artifacts reduced imperceptibility.

The decision to use audio video interleave (AVI) format as the video carrier stems from its
uncompressed or lightly compressed structure, which retains greater pixel-level fidelity compared to heavily
compressed formats like MP4 (moving picture experts group (MPEG)-4 Part 14) [20], [21]. This characteristic
is particularly valuable for transform-domain watermarking, where minute alterations in coefficient values are
sensitive to re-compression artifacts. AVI also offers frame-by-frame accessibility, which is critical for precise
control during watermark insertion and extraction across multiple frames. On the other hand, the watermark
payload selected in this study is a plaintext message saved as a “.txt” file. The rationale for using plain text lies
in its ubiquity, low computational overhead, and relevance to practical watermarking use cases such as
ownership claims, metadata embedding, and confidential annotation [22].

The novelty of this study lies in the hybrid sub-band watermarking strategy applied over multiple
video frames, where watermark bits are adaptively distributed across selected DWT sub-bands (low-low (LL),
low-high (LH), high-low (HL)) according to frame perceptual and structural characteristics. This multi-frame
allocation disperses the payload temporally, reducing detectability, mitigating perceptual artifacts, and increasing
resilience against frame loss, cropping, or temporal attacks. In contrast to deep learning-based methods, the
proposed frequency-domain approach achieves superior imperceptibility (peak signal-to-noise ratio (PSNR) > 38
dB, structural similarity index measure (SSIM) > 0.99 in LL-only) with lightweight computation. While mid- and
high-frequency bands (LH / high-high (HH)) remain vulnerable to distortion, the framework provides an
efficient and practical alternative for secure video authentication and covert communication.

To rigorously validate the proposed technique, a comprehensive evaluation was conducted across
multiple performance axes [23]-[25]. Embedding capacity was measured for each DWT subband
configuration, demonstrating how the hybrid allocation impacts total bits embedded per frame [26], [27].
Computational efficiency was assessed by calculating encoding and decoding runtimes for various frame
message ratios and subband combinations [28]. The method was subjected to real-world signal distortions
including lossy MPEG compression, Gaussian blur, resizing operations, and additive noise to examine
robustness [29]. Accuracy was measured using the bit error rate (BER) to capture bit-level discrepancies
between original and extracted messages [30]. PSNR was computed to quantify perceptual degradation, and
SSIM was used to evaluate visual similarity per frame [31], [32].

Further, comparative performance was explored by simulating different hybrid subband
configurations (LL-only, LH-only, HL-only, and mixed hybrids) and recording their respective encoding time,
decoding time, and bit capacity. Experiments also included performance curves relating capacity and runtime
to changes in the frame message ratio. Attack-specific evaluations were conducted to assess how each
perturbation (compression, resize, noise, blur) influenced decoding success [33]. Metrics such as BER and the
number of successfully decoded text lines were reported post-attack, with visual plots illustrating degradation
trends. These comprehensive and reproducible evaluations affirm the reliability, adaptability, and practical
usability of the proposed multiframe watermarking scheme based on DWT hybrid subband embedding and
dynamic frame allocation.

2. METHOD
Figure 1 presents the end-to-end workflow of the subband-based video watermarking system,
encompassing both embedding and extraction. In the embedding phase, the secret message is binarized and
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dispersed across selected frames by modifying least significant bit (LSB) coefficients within DWT subbands.
The modified frames are then reconstructed to generate the stego video while preserving visual quality.
During the extraction stage, target frames are identified and decomposed through DWT to retrieve the
embedded bits. The recovered bitstream is then validated using an end of file (EOF) marker and converted back
into American Standard Code for Information Interchange (ASCII) text to reconstruct the hidden message. This
structured process ensures efficient data hiding with a balance of imperceptibility, robustness, and capacity.

2.1. Encode

Figure 2 presents a comprehensive overview of the frame selection process in the proposed subband-
based video watermarking system. The diagram systematically depicts how the secret message, video
properties, and embedding parameters interact to determine the target frames. This structured approach ensures
that the message is embedded efficiently while maintaining video quality. Additionally, the dual frame
selection mode random or sequential provides flexibility to optimize between robustness and computational
cost.
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Figure 1. Overview of the proposed method Figure 2. Frame selection process in
subband-based video steganography
system

The detailed procedure for determining which video frames will carry the embedded watermark is
formalized in Algorithm 1, which outlines the steps for converting the message to binary, calculating
embedding capacity, and selecting target frames based on predefined or random modes.

Algorithm 1. Generate target frames (function to select target frames for embedding)
Input: secretMessage, inputVideo, embeddingParams
Output: List of FrameIndex
1: Convert secretMessage to binary:
For each character mi in secretMessage:
Convert mi to 8-bit binary — bi
Concatenate all bi and append 32-bit EOF marker
Compute message length: L = 8n + 32
Read video properties from inputVideo:
Extract total frames (N), height (H), and width (W)
Set embedding parameters from embeddingParams:
a = frame message ratio
0: r HL, r HH, r LL, r LH = sub-band allocation ratios

PO o0 Jo 0w
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11: Calculate sub-band capacities:

12: C LL = floor ((H/2 x W/2) x o x r LL)

13: C LH = floor ((H/2 x W/2) x o x r LH)

14: C HL = floor ((H/2 x W/2) x a x r HL)

15: C HH = floor ((H/2 x W/2) x o x r HH)

16: C_total = C_LL + C_LH + C_HL + C_HH

17: Compute required number of frames:

18: N req = ceil (L / C_total)

19: Select frame indices based on selection mode:
20: If mode = "SEQUENTIAL":

21: targetFrames = [0, 1, ..., N req - 1]
22: Else if mode = "RANDOM":

23: targetFrames = random sample ([0, 1, ..., N - 1], N req, seed=s)

24: Return targetFrames

2.1.1. Frame-based relative motion vector calculation

In the proposed framework, the frame-based relative motion vector (FRMV) is employed to quantify
temporal stability across consecutive video frames and to guide the selection of embedding regions. For each
block in the current frame, a motion vector MV,(x,y) = (u,v) is estimated by block matching with the
reference frame, and the relative motion vector is then defined as can be seen in (1).

RMV,(x,y) = MV, (x,y) = MV;_,(x,y) @)

The overall FRMV value for frame t is calculated as the mean magnitude of these relative vectors, expressed
as can be seen in (2).

FRMVt = %Z(x,y)ef‘rame ” RMVt(x,y) "= %Z(x,y)\/(ut(x;y) - ut_]_(x,y))z + (Ut(x, y) - Vt_l(x;y))z (2)

where B denotes the total number of blocks. A lower FRMV indicates higher temporal consistency and thus
provides more reliable candidates for watermark embedding.

Figure 3 illustrates the complete frame embedding procedure implemented in the proposed subband-
based video watermarking system, leveraging the DWT. The process of embedding secret bits into selected video
frames using DWT-based subband modification is outlined in Algorithm 2, which details the transformation, bit
distribution, coefficient modification, and reconstruction steps for generating stego video content.

Target Frames List

-

Frame Embedding Process
-

Read Frame

Target Frame

v
Distribute Bits to Subbands

Non-Target

— L i

v
Reconstruct with IDWT

Convert to BGR

- -

Write Stego Frame Write Original Frame

Figure 3. Frame embedding procedure using DWT in subband-based
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Algorithm 2.

Embed message in frames (function to embed secret bits in target frames)

Input:
Output:

1:

targetFrames, videoFrames, messageBits, embeddingParams
stegoVideo
For each frame fi in videoFrames:

2: If fi € targetFrames then
3: Convert fi from BGR to YCrCb
4: Extract Y, Cr, and Cb channels
5: Apply l-level DWT on Y - obtain LL, LH, HL, HH
6: Distribute messageBits based on subband capacity:
7: Bits LL = messageBits[0 : C_LL]
8: Bits LH = messageBits[C_LL : C_LL + C_LH]
9: Bits HL = messageBits[C LL + C_LH : C LL + C LH + C_HL]
10: Flatten LL matrix to 1D array
11: For each coefficient c:i in LL:
12: I = floor (ci x 255)
13: F = (ci x 255) - I
14: I new = (I AND OxFE) OR Dby // Embed bit by
15: ci new = (I new + F) / 255
16: end for
17: Reshape modified LL to 2D
18: Reconstruct Y stego using IDWT (LL new, LH, HL, HH)
19: Convert Y stego x 255 to uint8 and clip to [0, 255]
20: Merge with original Cr and Cb
21: Convert YCrCb back to BGR
22: Write stego frame to output
23:
24: Write original frame to output
25: end 1if
26:
27: Return stegoVideo
2.2. Decode

The decoding phase begins by identifying and validating frames within the stego video that potentially

contain hidden information as illustrated in Figure 4. This process involves analyzing video properties and
selecting specific frames either through predefined parameters or by automatically detecting unique frame
features. Once the candidate frames are identified, they are validated to ensure only the correct target frames
are used for extracting the hidden message.
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Figure 4. Target frame validation process in stego video analysis
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The procedure for identifying which frames in a stego video are eligible for data extraction is detailed
in Algorithm 3, which outlines validation steps based on predefined metadata or auto-detection using statistical
analysis of frame features.

Algorithm 3. Identify valid target frames (function to determine valid frames for
extraction)

Input: stegoVideo, knownParams (optional)
Output: List of Valid Target Frames

1: Read stegoVideo as sequence of frames:

2 V = {F1, Fa2, ..., Fu}

3 Extract video properties:

4: - N = total frames = duration x frame rate

5: - W, H = frame width and height

6: Load embedding parameters (if known) :

7 - a = frame message ratio

8 - R={r LL, r LH, r HL, r HH}, with }r: =1
9: Determine selection mode:

10: If mode = "Predefined":

11: T = {ty, t2, ..., t k} from metadata or input
12: For each t:i in T:

13: If 0 £ t;s <N and ri > 0:

14: Add ti to validTargetFrames

15: Else if mode = "Auto-Detect":

16: For each frame F:i in V:

17: Compute statistical features (e.g., DWT energy)
18: Compute global mean p and std deviation o
19: For each Fi:

20: If Feature (Fi) > u + ko:

21: Add i to validTargetFrames

22: Return validTargetFrames

Once valid target frames have been identified, the system proceeds with extracting the embedded
message from each frame by reversing the embedding operations. Figure 5 illustrates the bit extraction process
performed on target frames within the proposed DWT -based video watermarking framework.
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Figure 5. Bit extraction process from target frames in DWT-based video watermarking
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The process of retrieving embedded bits from the selected target frames is presented in Algorithm 4,
which describes the steps for luminance extraction, DWT decomposition, and LSB-based bit recovery from
the LL, LH, and HL subbands.

Algorithm 4. Extract bits from frames (function to recover embedded bits)
Input: targetFrames, stegoVideo
Output: Bitstream B

1: 1Initialize empty bit collector:

2: B0

3: For each frame index ti in targetFrames:

4: Read frame Fyi from stegoVideo

5: Convert F;i to YCrCb color space

6: Extract Y channel: Y = Y (Fi)

7: Apply 2D Discrete Wavelet Transform:

8: [LL, LH, HL, HH] = DWT(Y)

9: For each subband S € {LL, LH, HL}:

10: Flatten subband: S flat = flatten(S)
11: For each coefficient ¢ in S flat:
12: I = floor(c x 255)

13: b =1 mod 2 // Extract LSB
14: Append b to B

15: Return bitstream B

Figure 6 depicts the message reconstruction process from the extracted bitstream in the proposed
DWT-based watermarking system.
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Figure 6. Message reconstruction from extracted bitstream in DWT-based watermarking system

The final phase of the decoding process is detailed in Algorithm 5, which outlines the steps for locating the
EOF marker, validating and truncating the bitstream, aligning to byte boundaries, and converting binary
segments into ASCII characters to reconstruct the hidden message.

Algorithm 5. Decode bitstream to message (function to recover hidden message from
bitstream)

Input: Bitstream B = {bj, bz, ..., by}
Output: Decoded ASCII Message M or Error

1: Define EOF marker:
2: ¢ = "11111111111111111111111111111110"™ (32 bits)
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3 Locate EOF marker in B:

4: For index p = 0 to n - 32:

5: If Blp : p + 32] == ¢:

6: EOF found = True

7 Break

8 If EOF found and p < n - 32 then:

9: Truncate bitstream before EOF:

10: B’ = {by, ..., b {p - 1}}

11: Align to byte boundary:

12: B’ = {by, ..., b {8 x |p/8]}}

13: Convert each 8-bit segment to character:
14: For j = 0 to (|IB""| / 8) - 1:

15: S j = {b {8j+1}, ..., b {8j+8}}
16: c j =% {k=0}"{7} b_{8j+k+1} x 2"{7-k}
17: If c j € [32, 126]:

18: Append chr(c_j) to M

19: Return M // Final decoded message

20: Else:

21: Return Error: Corrupted or incomplete data

2.3. Performance metrics

To evaluate the system performance quantitatively, several standard metrics were applied. These
metrics measure imperceptibility, robustness, and computational efficiency. Together, they provide a reliable
assessment of the proposed watermarking framework.

2.3.1. Peak signal-to-noise ratio

Measures the distortion between the original and stego frame [34], [35]. The PSNR can be calculated
using the following formula, as can be seen in (3). A higher PSNR value (typically > 40 dB) indicates better
fidelity and minimal visual degradation.

MAX
PSNR = 20.log,, (JM—SE') 3)
where:
MAX,;=255, maximum possible pixel value for 8-bit images
MSE = ﬁ X[, j1 — K (i, )]?, mean squared error (MSE) between the original image I and the stego
image K.

2.3.2. Structural similarity index measure

Assesses the visual similarity between the original and stego frame, considering structural information
(luminance, contrast, texture) [34], [36]. The computation of SSIM is based on a comparison of local patterns
of pixel intensities that have been normalized for luminance and contrast. The mathematical formulation of
SSIM is presented in (4).

SSIM(X, y) — (zﬂxﬂy+C1)(20xy+C2) (4)

MG+ 15 +C1) (0 +05+C2)

where:

Uxlhy are the mean intensities

1%, 45 are the variances

0,y is the covariance

C;, C, are small constants to avoid division by zero

SSIM values range from 0 to 1, with 1 indicating perfect similarity

2.3.3. Bit error rate

Calculated as the ratio of differing bits between the original and extracted watermark. BER quantifies
the proportion of bits that were incorrectly decoded [37]. Let b; be the i-th bit of the original message and b, be
the corresponding extracted bit. The formal definition of BER is given in (5).

BER =~
N

TN 1(b; #by) )

where N is the total number of bits, and 1(-) is the indicator function. A BER of 0 indicates perfect extraction.
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2.3.4. Encoding/decoding time

The total processing time is recorded to evaluate algorithmic efficiency [38]. The total processing time
is computed by recording the timestamps at the beginning and end of the operation. This is mathematically
expressed in (6).

T = tena — tstart (6)

where tq .+ and t.,q denote timestamps in seconds or milliseconds captured before and after the operation.
Runtime is typically reported in milliseconds (ms).

2.3.5. Attack simulations

To validate watermark resilience, four distinct attack models were implemented:
a.  Noise attack (Gaussian noise injection)

In this attack, additive white Gaussian noise (AWGN) is introduced to each pixel of every video frame
to simulate sensor noise or channel interference [39]. This process is mathematically defined in (7):

P'(i,j,¢) = P(i,j,c) + N(0,02) (7)

where:
P'(i, j, c) is the original pixel at coordinate (i, j)and color channel c;
N(0, 0?) denotes zero-mean Gaussian noise with standard deviation o,
Clipping is applied to ensure pixel values remain within [0, 255].
b.  Resize attack
To emulate resolution loss and interpolation noise, each frame was downsampled by a factor s and
then restored to its original size [40], [41]. The entire process can be formally represented as follows, as shown
in (8) and (9).

—  Downscaling:

Fyown = resize(F,s.H,s. W) (8)
—  Upscaling:

F,, = resize(Fyown, H, W) ©)]
where:

s =0.5(i.3.,50% size)

H, W denote the original height and width, Bilinear interpolation was used for both steps.
c.  Blur attack (low-pass filtering)

Blur attacks, intentionally obscure image details, which in turn affects the watermark’s visibility and
integrity [42]. Blurring simulates optical or compression-induced low-pass filtering [43]. A Gaussian blur with
a 5x5 kernel was applied to each frame. The blurring operation is mathematically represented in (10).

P'(i,j) = Y1 Y22 G(m,n).P(i+m,j +n) (10)

The weighting function in (8) corresponds to the normalized Gaussian kernel, which determines the
influence of neighboring pixels during the blurring process. This kernel is symmetric and centered, ensuring
isotropic smoothing of the image. The shape and intensity distribution of the Gaussian kernel are governed by
the standard deviation c. The mathematical formulation of the Gaussian kernel is presented in (9).

m24n2

e 20?2 (ll)

1
2ma?

G(m,n) =

with kernel size 5x5 and default ¢=1.0. This operation removes high-frequency components, potentially
affecting the subband coefficients in DWT where watermark bits are embedded.
d. Compression attack

This process of compression leads to data loss, which can consequently cause the watermark to be
corrupted or completely lost [44]. The video was re-encoded using the motion joint photographic experts’
group (MJPG) codec with reduced quality settings. This attack simulates lossy transmission or storage
scenarios [45], [46]. MJPG compresses each frame independently as a JPEG image, applying discrete cosine
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transform (DCT)-based quantization which can distort the embedded watermark. The compression process is
mathematically expressed in (12).

CompressedFrame = MJPEGCompress(F, Q) (12)

where Q € [1,100]and in this study a default quality of Q=50 was used. This attack is especially relevant to
assess robustness against format conversion and bandwidth-reduction techniques.
e.  Cropping attack

Cropping attack is a geometric manipulation where parts of a video frame are removed, which may
discard embedded watermark information. Let I'(x,y) denote a watermarked frame of size H x W, and
M (x,y) € {0,1} a binary mask representing preserved regions. The cropped frame is defined as (13).

IGo,y) =1'(x,y).M(x,) (13)
The cropping ratio, indicating the proportion of removed pixels, is defined as (14).

Cropping Ratio = 1 — SLALE (14)

HxWwW

To measure similarity between the extracted watermark W and the original W, the normalized
correlation (NC) is used in (15).

T, (Wi- W)(W-W)
jzle(wi—mz Sk, (W-w)’

where L is the watermark length, and W, W are the mean values of the original and extracted watermarks.

NC = (15)

3. RESULTS AND DISCUSSION

This section presents a comprehensive analysis of the experimental outcomes obtained from the hybrid
subband-based video watermarking framework applied to multi-frame embedding. The proposed
watermarking algorithm was implemented using Python programming language within the Visual Studio Code
environment. All experiments were executed on an Apple MacBook Pro equipped with an M1 Pro processor,
16 GB RAM, and 512 GB SSD storage, ensuring sufficient computational capacity for handling video data. To
evaluate robustness and imperceptibility, four uncompressed video sequences with a resolution of 640x360
pixels were selected as host media. The secret messages were generated as ASCII text 200 words, representing
practical payload sizes for copyright or authentication information. During the evaluation, both objective
metrics such as PSNR, SSIM, and NC, as well as BER, were used to assess the visual quality and robustness
of the extracted watermark. This experimental configuration provides sufficient detail to allow replication by
other researchers working on video watermarking systems. Figure 7(a) shows the input video (Videol.avi)
with a resolution of 640x360, while Figure 7(b) presents (Video2.avi) with the same resolution. Both videos
were used as host media for embedding experiments. The results are discussed in terms of imperceptibility,
computational efficiency, robustness, and capacity.

Figure 7. Input video: (a) Videol.avi, resolution: 640x360, size: 3.4 MB and (b) Video2.avi, resolution:
640x360, size: 4.1 MB

3.1. Evaluation of stego video quality using sub-band variations
The stego-video quality was evaluated across sub-band ratio settings using BER, PSNR, and SSIM on
Videol and Video2. LL-only embedding yielded the best robustness—imperceptibility trade-off: Videol
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achieved perfect recovery (BER = 0) with PSNR > 36.7 dB and SSIM > 0.9812; raising the LL ratio improved
quality and reduced required frames, peaking at PSNR 38.66 dB and SSIM 0.9945. Video?2 also showed high
perceptual quality (PSNR up to 38.98 dB; SSIM 0.9954) but with inconsistent BER low at full LL (BER =
0.03) yet non-zero at intermediate ratios. LL+LH hybrids failed completely across all ratios (BER = 1.00;
PSNR/SSIM = 0), indicating LH sensitivity. Full hybrids depended on LL dominance: in Videol, LL-heavy
mixes (=75% LL; Configs 13-14) neared LL-only performance (BER 0.16; PSNR 38.67 dB; SSIM 0.9948),
whereas balanced/LH-HL-HH-dominant splits raised BER (e.g., 0.78 at Config 11). In Video2, hybrids were
unstable high BER even when LL-dominant (e.g., 511 at Config 13) and >500 for balanced setups (Config 11),
with PSNR 36.05 dB and SSIM 0.9381. Overall, LL-only is preferred; LL-emphasized hybrids can work for
Videol, but Video?2 reveals content-dependent variability that must be addressed.

As illustrated in Figure 8(a), the PSNR performance of the proposed scheme on Videol shows stable
results across sub-band ratios. Meanwhile, Figure 8(b) depicts the SSIM values for Video2, indicating a
consistent trend in imperceptibility. LL-only embedding delivers the best imperceptibility in both videos (PSNR
> 36 dB; SSIM ~1.0), ensuring reliable recovery. LL+LH configurations fail completely (PSNR = 0; SSIM = 0),
confirming LH instability. Under hybrids, Videol matches near-LL performance when LL is dominant (PSNR =
38.6 dB; SSIM = 0.9948), while balanced/high-frequency—dominant mixes degrade sharply; Video2 follows
similarly but with more variability, with LL-heavy hybrids retaining high PSNR (36—38 dB) and SSIM ~ 0.99109.
Overall, LL-only is most stable, and hybrids approximate it only when LL remains dominant.

—— PSNR (dB)  —m— SSIM ==
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Figure 8. PSNR and SSIM performance on: (a) Videol and (b) Video2 across different sub-band using
constant frame ratio (0.20)

3.2. Sub-band capacity distribution analysis in DWT-based watermarking

As shown in Figure 9(a), the embedding capacity distribution for Videol demonstrates a balanced
allocation across DWT sub-bands. In contrast, Figure 9(b) presents the results for Video2, where the total
capacity is slightly lower due to differences in texture and structural complexity. All single sub-band
configurations provide similar maximum capacities (=11,000-11,520 bits), confirming structural uniformity
after decomposition. In hybrid settings, Videol achieves 8,063 bits in LL and 3,456 in LH (70:30 split), slightly
higher than Video2 with 7,900 and 3,300 bits. Under full hybrid allocation, Videol again records marginally
larger capacities (LL = 5,760 vs. 5,600; LH = 3,456 vs. 3,300).
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Figure 9. Embedding capacity distribution across DWT sub-bands on: (a) Videol.avi (frame ratio 2.0) and
(b) Video2.avi (frame ratio 2.0)
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3.3. Computational cost analysis based on frame message ratio

In Figure 10(a), the encoding and decoding time of Videol is shown to increase proportionally with
the frame message ratio. Figure 10(b) displays a similar pattern for Video2, confirming that both datasets
exhibit consistent scalability and computational behavior. In both cases, encoding and decoding times increase
almost linearly with embedding density, confirming the framework’s scalability. Videol grows from 50/40 ms
(encoding/decoding) at ratio 0.05 to 500/400 ms at 0.50, while Video2 shows slightly higher overhead at low
ratios but converges at higher densities. Encoding is consistently slower than decoding due to added embedding
processes, yet this asymmetry provides a favorable trade-off where intensive encoding enables lightweight and
efficient extraction suitable for real-time use.

Encoding/Decoding Time vs. Frame Message Ratio (Videol) Encoding/Decoding Time vs. Frame Message Ratio (Video2)
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Figure 10. Encoding and decoding time vs. frame message ratio on: (a) Videol and (b) Video2

3.4. Encoding and decoding performance

The computational performance for Videol is presented in Figure 11(a), showing that encoding and
decoding times vary significantly across sub-band configurations. Meanwhile, Figure 11(b) illustrates the
results for Video2, confirming that higher-frequency sub-bands generally require greater processing time
compared to LL-based embedding. LH-only embedding incurs the highest cost (>4,300 ms encoding, ~4,900
ms decoding), HL-only is the most efficient (~1,200-1,360 ms), and HH-only remains below 1,600 ms. Hybrid
All shows heavy encoding (~4,650-4,730 ms) but low decoding (~1,100-1,250 ms), reflecting asymmetric
behavior. Overall, Figure 11 confirms that sub-band selection critically influences complexity, with high-

frequency embedding being most costly and hybrid modes enabling efficient extraction despite intensive
embedding.

Encoding/Decoding Time per Sub-Band (Videol) Encoding/Decoding Time per Sub-Band (Video2)
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Figure 11. Encoding and decoding time per sub-band configuration on: (a) Videol and (b) Video2

3.5. Impact of frame message ratio on embedding capacity

The embedding capacity of the proposed watermarking system was evaluated as a function of the
frame message ratio for two different video datasets. As illustrated in Figure 12(a), the embedding capacity for
Videol increases linearly with the frame message ratio, indicating predictable scalability. Meanwhile,
Figure 12(b) shows the results for Video2, where the growth is less consistent but still demonstrates a positive
correlation between frame ratio and capacity. For Videol, capacity exhibits a strictly linear growth, increasing
by approximately 2,000 bits with every 0.05 increment in the frame message ratio. This results in a maximum
capacity of 20,000 bits at a ratio of 0.50, reflecting predictable scaling behavior under LL-subband allocation.
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In contrast, Video2 shows a more irregular yet still monotonic increase, with capacity ranging from 1,200 bits
at a ratio of 0.05 to 9,800 bits at 0.50. The smaller growth rate and minor fluctuations between increments
suggest that the available embedding space in Video2 is more constrained, likely due to differences in texture
distribution and energy concentration in the transform domain. Overall, Videol demonstrates superior
embedding potential, offering nearly double the maximum capacity of Video2, while both datasets confirm the
adaptability of the proposed approach to different host video characteristics. These findings underscore that
embedding capacity is highly content-dependent and should be considered alongside imperceptibility and
robustness when evaluating watermarking performance.
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Figure 12. Relationship between frame message ratio and embedding capacity on: (a) Videol and (b) Video2

3.6. Impact of video compression quality on BER and message recovery

In Figure 13(a), Videol achieves flawless extraction across all compression settings, indicating
exceptional robustness. Figure 13(b), however, reveals slight BER variations for Video2, suggesting content-
dependent behavior under compression. For Videol, the proposed scheme demonstrates perfect stability across
all tested compression levels (Q20-Q80), with BER consistently equal to 0.000 and full recovery of 100 lines,
indicating complete message integrity. In contrast, Video2 shows a slight sensitivity to compression, although
performance remains highly robust. At Q20, the BER is as low as 0.002 with 98 lines recovered, and even at
the lowest tested quality (Q80), the BER only increases to 0.008 while 95 lines are successfully recovered.
These results confirm that while compression artifacts introduce minor errors in Videol, the extracted
watermark remains highly correlated with the original, ensuring reliable recovery. The comparative findings
highlight that the proposed method achieves near-lossless robustness to compression, with Videol exhibiting
absolute resilience and Video2 showing only marginal degradation.
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Figure 13. Effect of compression quality on BER and line recovery on: (a) Videol and (b) Video2

3.7. Impact of resize attacks on BER and message integrity

The effect of resizing on watermark robustness was evaluated using two video datasets with DWT-
based embedding. As illustrated in Figure 14(a), the resize attack significantly affects the watermark in Videol,
where severe downscaling results in a high BER and reduced line recovery. In comparison, Figure 14(b) shows
that Video2 exhibits slightly better performance, maintaining lower BER values and higher message recovery
under the same resizing conditions. The results indicate that severe downscaling (<30% of the original
resolution) significantly degrades performance, yielding high BER values and poor line recovery. Specifically,
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Videol suffers the most at 30% scaling, with a BER of 0.344 and only one line recovered, while Video2 shows
slightly better resilience with a BER of 0.295 and five lines recovered. At intermediate scales (50-70%),
watermark recovery improves substantially, with Video2 consistently outperforming Videol in terms of lower
BER (0.067 vs. 0.084 at 70%) and higher line recovery (63 vs. 58 lines). At 90% scaling, watermark integrity
is largely preserved in both datasets, with BER values around 0.05 and recovery of 78-81 lines. Overall, the
findings demonstrate that the proposed method is vulnerable to extreme downscaling but remains robust at
moderate to high resizing scales (>70%). Moreover, the comparative performance highlights that video content
characteristics influence resilience, as Video2 benefits from structural properties that enhance watermark
recovery under scaling transformations.

Effect of Resize Scale on BER and Line Recovery (Videol) Effect of Resize Scale on BER and Line Recovery (Video2)
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Figure 14. Impact of resize scaling on BER and line recovery performance on: (a) Videol and (b) Video2

3.8. Impact of Gaussian blurring on BER and message robustness

As illustrated in Figure 15(a), Gaussian blurring introduces a gradual decline in watermark
performance for Videol, with degradation becoming more pronounced as the kernel size increases. In
comparison, Figure 15(b) shows that Video2 exhibits slightly better stability at moderate blur levels, suggesting
stronger robustness against mild spatial filtering. At a kernel size of 3x3, the system maintains high resilience,
achieving BER values of 0.071 for Videol and 0.082 for Video2, corresponding to 63 and 60 successfully
recovered lines, respectively. However, as the blur intensity grows, the watermark deteriorates sharply. When
the kernel expands to 5x5, the BER rises to 0.206 for Videol and 0.192 for Video2, while line recovery drops
to only 2 and 4. With larger kernels (7x7 and 9x9), the BER exceeds 0.27 and recovery becomes negligible
(22 lines), indicating severe distortion of embedded coefficients within the DWT domain. The slightly
improved tolerance in Video2 at moderate blurring can be attributed to its smoother motion dynamics and
dominance of low-frequency content, which help preserve structural stability. Collectively, these results
confirm that frequency-domain watermarking remains highly susceptible to spatial filtering, underscoring the
importance of redundancy-aware or multiscale embedding mechanisms to enhance resilience under blur-based
degradations.
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Figure 15. Impact of Gaussian blur kernel Size using BER and line recovery on: (a) Videol and (b) Video2
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3.9. RGB histogram analysis under various image attacks

This analysis evaluates visual and structural changes in stego frames by comparing RGB histograms
before and after common image attacks resize, JPEG compression, and Gaussian blur. The histograms reveal
shifts in pixel intensity distributions across RGB channels, indicating the degree of color distortion introduced.
a. Resize attack

Figure 16 shows the effect of a resize attack downscaling followed by upscaling on RGB histograms.
Interpolation introduces minor shifts in pixel intensity, particularly in the red and blue channels. While
histogram peaks largely remain aligned, reduced amplitude and smoother edges indicate slight detail loss. The
blue channel retains its multi-modal pattern but with suppressed peaks. These subtle visual distortions confirm
that resizing moderately alters pixel distribution, with limited perceptual impact, though BER results reveal its
significant effect on hidden data integrity.
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Figure 16. RGB histogram comparison between original and resized stego frames on Videol

b. Compression attack

Figure 17 compares the RGB histograms of original and JPEG-compressed stego frames. Medium-
level compression (Q40-Q80) introduces subtle shifts, particularly in the mid-intensity ranges of the red and
green channels. These shifts, along with mild histogram smoothing and rightward displacement, reflect
quantization effects that primarily impact high-frequency components.
c.  Blur attack

Figure 18 presents the RGB histogram comparison between original and Gaussian-blurred stego
frames. Blur significantly smooths intensity distributions across all channels, with green and red showing the
most pronounced peak suppression and structural flattening. The original multi-peak patterns especially in the
blue and green channels are visibly attenuated, indicating loss of local detail due to spatial averaging.
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Figure 17. RGB histogram comparison between original and compressed stego frames on Videol
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RGB Histogram Comparison: Original vs Blur Attack
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Figure 18. RGB histogram comparison between original and blurred stego frames on Videol

3.10. Impact of cropping attacks on BER and NC

As illustrated in Figure 19(a), the cropping attack on Videol reveals a steady increase in BER as the
cropped region expands, accompanied by a corresponding decline in NC values. In contrast, Figure 19(b) shows
that Video2 maintains relatively lower BER and higher NC under similar cropping conditions, indicating
stronger resilience against spatial loss. Both datasets exhibit the same overall trend, where the BER increases
and the NC decreases progressively with larger cropping ratios. At light cropping levels (<10%), BER remains
nearly negligible (0.005-0.018) with NC values above 0.99, indicating almost perfect recovery. Under severe
cropping (50%), Videol records a higher BER of 0.205 compared to 0.193 for Video2, with NC values
converging toward 0.80. This suggests that Video2 provides relatively better resilience, particularly at
moderate cropping (20-40%), where its BER is consistently lower (e.g., 0.037 vs. 0.066 at 30%). The
difference can be attributed to structural variations in the video content, where Videol likely contains more
high-frequency details or dynamic motion, making the watermark more vulnerable once frame regions are
removed, whereas Video2 benefits from a more stable distribution of low-frequency components that preserve
watermark redundancy.
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Figure 19. Impact of cropping attacks on BER and NC metrics for video watermarking robustness on:
(a) Videol and (b) Video2

3.11. Comparative analysis with existing watermarking methods

Comparative analysis was carried out against representative watermarking approaches, namely DWT-
only, DCT-only, DCT-DWT hybrid, and CNN-based watermarking. Table 1 presents the embedding capacity,
imperceptibility, and robustness metrics (PSNR, SSIM, BER, and NC) under identical attack scenarios such as
compression, noise, and cropping. The proposed DWT-hybrid multi-frame scheme achieves superior
imperceptibility (PSNR > 38.6 dB and SSIM > 0.994) while maintaining a high embedding capacity of up to
11,520 bits per frame. In comparison with conventional DWT-only and DCT-only methods, the framework
significantly reduces BER under compression and frame loss, while enabling flexible capacity adjustment
through adaptive sub-band allocation. The DCT-DWT hybrid baseline provides a balanced trade-off between
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robustness and imperceptibility, yet its performance remains limited under temporal distortions. CNN-based
approaches demonstrate competitive robustness against compression but are hindered by intensive
computational requirements and dependency on large-scale training data. Overall, the comparative results
confirm that the proposed framework outperforms traditional transform-based techniques in imperceptibility
capacity balance, while offering a more efficient and adaptive alternative to deep learning-based watermarking.

Table 1. Comparative embedding capacity and performance of video watermarking methods under common

attacks

Method Embedding capacity PSNR SSIM NC Remarks

(bits/frame) (dB) values
Proposed (DWT- (adaptive, multi- 35.0- 0.994 0.98- High capacity; LL-dominant hybrids yield strong
hybrid, multi-frame) frame allocation) 39.0 0.99 robustness under compression and cropping
DWT-only (LL sub- (fixed, single sub- 36.5— 0.990 0.95- Stable, good imperceptibility; limited flexibility,
band) band) 37.0 0.97 capacity tied to LL size
DCT-only (mid-band (depends on 36.0— 0.980 0.88- Moderate capacity; vulnerable to strong JPEG
coefficient) guantization) 37.5 0.92 compression & noise

4. CONCLUSION

This study introduces a novel DWT-based hybrid sub-band video watermarking framework with a
multi-frame allocation approach. The method strategically distributes watermark bits across selected LL, LH,
and HL sub-bands of a video sequence. Experimental results confirm that this framework successfully achieves
an optimal balance between imperceptibility, capacity, and resilience against common signal distortions.

The experimental findings confirm that LL-only sub-band configurations consistently yield superior
imperceptibility and robustness, achieving zero BER and high visual quality metrics (PSNR > 36.7 dB, SSIM
> 0.98) across a range of embedding capacities. While these results are promising, a clear limitation is the
vulnerability when relying on mid- and high-frequency sub-bands, such as LH and HH. Our analysis shows
that aggressive distribution into these sub-bands significantly compromises robustness, especially under
compression (JPEG Q20-Q80) and geometric attacks, highlighting the sensitivity of high-frequency
components. In addition, the cropping attack evaluation demonstrates that the proposed scheme preserves
acceptable robustness under moderate cropping (<30%), as indicated by NC values consistently above 0.90,
while exhibiting graceful degradation under more severe cropping conditions (up to 50%). Despite this, the
computational cost analysis reveals that encoding time scales linearly with the frame message ratio and is
consistently higher than decoding time, which remains lightweight and efficient, supporting the potential of
this framework for real-time extraction scenarios.

The proposed framework demonstrates strong potential for several real-world applications. For
instance, it can be utilized in multimedia security for copyright protection of digital video content, and for
embedding confidential metadata. Future enhancements should aim at improving resilience under aggressive
attacks through redundancy-aware embedding and adversarially robust transform strategies.
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