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Image encryption is significant for protecting visual data in modern digital
communication systems. This study proposes a new hybrid chaotic function
that combines the dyadic transformation map and the tent map to create a
secure image encryption scheme. To enhance keystream unpredictability,
secure hash algorithm 256 (SHA-256) hashing is used as a whitening layer.
The chaotic properties of the proposed hybrid map are verified using the
Lyapunov exponent, which proves its suitability for cryptographic
applications. The performance of the scheme is evaluated using standard
grayscale and red, green, and blue (RGB) images. The results show that the
encrypted images exhibit near-ideal entropy values (7.9973-7.9999), very
low correlation coefficients close to zero, and strong resistance to
differential attacks with number of pixels change rate (NPCR) values above
99.6% and unified average changing intensity (UACI) values around 33%.
In addition, the whitening process significantly reduces autocorrelation
(from 0.0490 to 0.00032) and enables the generated sequences to pass all

National Institute of Standards and Technology (NIST) randomness tests.
The proposed method also demonstrates low computational complexity with
linear time performance. These results indicate that the scheme provides a
satisfactory balance between security, efficiency, and practical applicability.
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1. INTRODUCTION

The rapid growth of multimedia communication, cloud computing, and internet of things (loT)
systems has intensified the need for secure image transmission and storage. Digital images frequently contain
sensitive personal, medical, and military information, making them attractive targets for cyberattacks [1].
Consequently, efficient and reliable image encryption schemes are essential for protecting visual data in
modern communication environments. Image encryption refers to the process of transforming an original
image into an unintelligible form using cryptographic algorithms and secret keys to prevent unauthorized
access [2]-[4].

Conventional cryptographic algorithms, such as advanced encryption standard (AES) and Rivest—
Shamir-Adleman (RSA), provide strong security guarantees but often exhibit high computational overhead
when applied to large image datasets and resource-constrained devices [5], [6]. This limitation reduces their
suitability for resource-constrained environments, including wireless sensor networks, embedded systems,
and 10T devices [7], [8]. As a result, alternative encryption approaches with lower computational complexity
have been actively investigated.
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Chaos-based image encryption has received significant attention due to the inherent properties of
chaotic systems, including sensitivity to initial conditions, pseudo-randomness, and ergodicity [4], [9], [10].
Numerous schemes based on logistic, tent, dyadic, and hénon maps have been proposed for key generation
and diffusion mechanisms [3], [11], [12]. These approaches often achieve high computational efficiency and
simple implementation.

However, extensive cryptanalysis has shown that single one-dimensional chaotic maps, for example,
the dyadic map, frequently fail to provide sufficient confusion and diffusion. They therefore allow residual
statistical patterns to remain in encrypted images, thereby increasing vulnerability to statistical and
differential attacks [13], [14]. To address these weaknesses, recent studies have proposed hybrid chaotic
systems and chaos—hash frameworks that integrate multiple maps and cryptographic primitives [2], [4], [9],
[15]-[17].

Despite extensive research on chaos-based image encryption, an inherent trade-off remains
unresolved: single one-dimensional chaotic maps often fail to provide sufficient randomness and diffusion
for secure encryption, while existing hybrid or high-dimensional chaotic schemes typically incur increased
computational complexity, limiting their applicability in lightweight and resource-constrained environments.
Addressing this trade-off between security performance and computational efficiency remains an open
challenge [2], [4], [16], [18].

In this paper, a new lightweight hybrid chaotic image encryption scheme based on the composition
of the dyadic transformation map and the tent map, enhanced by Secure Hash Algorithm 256 (SHA-256)-
based whitening, is proposed. By integrating the bit-shifting dynamics of the dyadic map with the piecewise
linear structure of the tent map, the proposed scheme improves entropy, key sensitivity, and resistance to
statistical attacks while maintaining low computational overhead. The proposed method emphasizes
simplicity, reproducibility, and practical deployability for resource-constrained systems.

The proposed scheme is evaluated using comprehensive chaotic and cryptographic analyses,
including bifurcation diagrams, Lyapunov exponent analysis, National Institute of Standards and Technology
(NIST) randomness testing, histogram and correlation analysis, key sensitivity assessment, robustness
evaluation, and runtime measurements.

The main contributions of this research are summarized as follows:

— A novel hybrid dyadic-tent chaotic map integrated with SHA-256 whitening for lightweight image
encryption.

— Arreproducible encryption framework with explicit parameter settings and a well-defined key structure.

—  Comprehensive security, robustness, and performance evaluation using standard cryptographic metrics.

— A comparative analysis demonstrating competitive randomness quality and computational efficiency.

The remainder of this paper is organized as follows: section 2 describes the proposed encryption
algorithm, section 3 presents the experimental results and security analysis, and section 4 concludes the paper
and discusses future research directions.

2. METHOD

This study utilizes two one-dimensional chaotic maps, the dyadic transformation map and the tent
map, to construct a hybrid composition function used for image encryption. The composite function serves as
the keystream generator for a substitution—permutation—based encryption procedure.

2.1. The dyadic transformation map
The dyadic transformation map function is defined as:

Xpy1 = 2x, mod 1 Q)
Alternatively, this can be written as:

2x, 0<x<05
f(x)_{Zx—l, 05<x<1 2

This map generates deterministic sequences with random-like behavior due to repeated stretching and folding
of the unit interval, making it suitable for cryptographic applications [19]-[21].

2.2. The tent map
The tent map is defined as:
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o TXy if x, <0.5
Ynt1 = {r(l —xp,) if x, = 0.5 ©)

where r € [0,2] controls the chaotic behavior.
2.3. The hybrid dyadic-tent map

Let f(x) denote the dyadic map and g(x) the tent map. The proposed hybrid map is defined by
composition:

h(x) = f(g(x)) =2- g(x)mod 1. @)

Substituting (3) into (2), and for x € [0,1] and r < 2 the composite function becomes:

2rx, 0<x<05and0<rx<0.5
h _ 2rx — 1, 0<x<05and05<rx<1 5
) =92r1-x), 05<x<land0<r(l—x) <05 ®)

2r(l—x)—1, 05<x<1land05<r(1—-x)<1

All computations are performed in double-precision floating-point arithmetic with x,, € (0,1). This
composition integrates the stretching effect of the tent map with the bit-shifting mechanism of the dyadic
map, enhancing entropy and sensitivity to initial conditions. the proposed hybrid dyadic—tent map is iterated
to generate both the permutation sequence used for pixel scrambling and the chaotic keystream employed in
the diffusion stage of the encryption algorithm.

Figure 1 illustrates the graph of the composite map for r = 1.5, showing dense folding and strong
transitions across the unit interval. In this study, control parameter r is selected close to its upper bound (e.qg.,
r = 1.5) to ensure fully developed chaotic behavior, as values near 2 maximize sensitivity to initial
conditions and yield positive Lyapunov exponents across the unit interval. Lower values of r were
empirically observed to reduce randomness and were therefore excluded [22]-[24].

Composite Map: h(x) = 2 * tent(x) mod 1
1.0 h{x) = dyadic(tent(x}), r=1.5
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Figure 1. Graph of the hybrid dyadic-tent map for r = 1.5

2.4. NIST statistical test suite

To evaluate the intrinsic randomness of the proposed hybrid dyadic—tent map, the NIST statistical
test suite (STS) is applied. The suite consists of 15 statistical tests (with 16 results) designed to assess the
randomness of a chaos function [10], [24]. Two binary sequences were generated for comparison: a raw
sequence and a SHA-256-whitened sequence. The chaotic map was implemented in Python 3 within a
Google Colab environment using double-precision arithmetic, with a control parameter r = 1.6 and initial
condition x, = 0.612345. After discarding the first 5,000 iterations to eliminate transient effects, the map
outputs were quantized to 32-bit integers and concatenated to produce sequences of approximately 5 MB
(40,000,000 bits). The whitened sequence was obtained by applying SHA-256 hashing to fixed-size blocks of
the raw byte stream, enabling a direct comparison between unprocessed and post-processed chaos outputs.
Randomness evaluation was performed using the Python implementation of the NIST statistical test suite
developed by Ang [25], executed under Windows PowerShell with Python 3.13 (64-bit). This procedure
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isolates the inherent randomness of the proposed chaotic map while assessing the impact of cryptographic
whitening. We also calculate entropy and autocorrelation to strengthen our results. The autocorrelation
function of the generated keystream is evaluated using fast fourier transform (FFT)-based estimation on a +1
transformed bit sequence. A secure keystream is expected to exhibit a sharp peak at zero lag and near-zero
correlation for all non-zero lags. Both raw and SHA-256-whitened streams are analyzed to evaluate the
impact of the whitening stage on statistical independence.

2.5. Encryption and decryption process

The proposed image-encryption scheme employs the same hybrid dyadic-tent chaotic keystream
generator used in the NIST statistical evaluation. The generator preserves the identical chaotic dynamics,
quantization process, and SHA-256-based whitening mechanism. For image encryption, the generator is
generalized to produce variable-length keystreams and incorporates a public per-image initialization vector
(IV) to prevent keystream reuse, without altering the underlying statistical properties validated by NIST
testing.

We use a fixed secret key K = (x,,7), where x, = 0.612345 and r = 1.600000 are chosen. To
prevent keystream reuse while preserving reproducibility, a public per-image IV is deterministically derived
from the image filename as the first 64 bits of the SHA-256 hash, i.e., IV = Trunc64(SHA —
256(fi1ename)). A fixed burn-in value of 5 000 iterations is applied to the chaotic system. Input images are
processed either in grayscale (L) or red, green, and blue (RGB) mode; palette-based images are first
converted to grayscale to ensure uniform 8-bit sampling. The image is serialized into a one-dimensional
plaintext vector p € {0, ...,255}, where L = MN for grayscale images and L = 3MN for RGB images using
a concatenated channel order p = [R || G |l B]. This serialization step is fully deterministic, ensuring that
identical inputs and preprocessing choices always yield the same plaintext representation.

For each image, a variable-length keystream of exactly 4L is generated using the hybrid dyadic—tent
map initialized with K. After discarding a deterministic number of initial iterations equal to 5000 +
(IV mod 100000), the chaotic orbit is converted to a 32-bit integer sequence via u = |x - 232|, packed into
big-endian bytes and truncated to the required length. Cryptographic whitening is then applied block wise by
hashing each 32-byte chunk using SHA-256 with IV concatenation, i.e., SHA — 256(IV || chunk), and
truncating the result to preserve the original length. The resulting whitened keystream is split into three
segments: the first 2L-bytes drive a Fisher—Yates permutation that reorders the plaintext vector to achieve
confusion, while the remaining two L-byte segments are used for forward and backward diffusion,
respectively. Diffusion is performed in two chained passes using modular addition, exclusive OR (XOR)
feedback, and data-dependent 8-bit rotations applied to each keystream byte. This significantly enhances
avalanche behaviour while remaining fully invertible. The final ciphertext vector is reshaped back into either
an M x N grayscale image or an M X N x 3 RGB image. Decryption follows the exact inverse sequence:
keystream regeneration, inverse backward diffusion, inverse forward diffusion, application of the inverse
permutation, and image reshaping. Because all steps are deterministic and bijective, and because the 1V is
derived deterministically from the filename, bit-perfect reconstruction of the original image is guaranteed
whenever the same key parameters, 1V derivation, and preprocessing mode are used. The process is
supported by some recent chaos-based permutation strategies [1], [12], [14]. The implementation is
summarized in Algorithms 1 and 2 in Table 1.

Table 1. Algorithms 1 and 2: proposed image encryption and decryption procedures

Algorithm 1 Algorithm 2
Input: Image I, secret key K = (x,,7), base_discard D,, Input: Cipher image C, secret key K = (x,, 1), base discard Dy,
filename name filename name
Output: Cipher image C Output: Recovered image |
1: IV « Trunc64(SHA-256(name)) 1: IV «— Trunc64(SHA-256(name))
2: p < Serializelmage(I)  © grayscale or RGB (R||G||B)  2: ¢ « SerializeImage(C)
3: L « length(p) 3: L « length(c)
4: k, < Generate Whitened Keystream (4L, K, Dy, V) 4: k< Generate Whitened Keystream (4L, K, Dy, V)
5: (Sperm» S1: S2) < Split( ks, [2L, L, L]) 5: (Sperm» S1, S2) < Split( ks, [2L, L, L])
6: m < Fisher Yates Permutation (L, S,erm) 6: m < Fisher Yates Permutation(L, Spey-n)
7: pmt < Apply Permutation (p, ) 7. w™" « Invert Permutation(r)
8: ¢; « Forward Diffusion (pm, Sy, [Vjo)) 8: ¢, « Inverse Backward Diffusion(c, Sy, V1)
9: ¢ « Backward Diffusion (cy, S,, [Vy) 9: prt < Inverse Forward Diffusion(cy, Sy, IVio})
10: C « Reshape To Image(c) 10: p < Apply Permutation(pm, %)
11: return C 11: T« Reshape To Image(p)

12: return |
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2.6. Threat model

The proposed image encryption scheme is evaluated under a standard cryptographic threat model
consistent with Kerckhoffs’s principle, whereby the adversary is assumed to possess full knowledge of the
encryption and decryption algorithms, while the secrecy of the system relies solely on the confidentiality of
the secret key.

2.6.1. Adversarial capabilities
We assume a computationally powerful adversary with the following capabilities:

a) Complete algorithmic knowledge
The adversary is assumed to know all design details of the scheme, including: the hybrid dyadic—tent
chaotic map, the 32-bit quantization procedure, the SHA-256-based whitening mechanism, the
permutation—diffusion architecture, and this involves using a public per-image IV that is derived from
the image filename.

b)  Unknown secret key
The adversary does not know the secret key K = (x,, ), where x, denotes the initial condition and r
denotes the control parameter of the chaotic system. These parameters are treated as continuous-valued
quantities represented in IEEE-754 double-precision format.

c) Attack models
The adversary may operate under any of the following standard attack scenarios:
—  Ciphertext-only attack (COA): access only to encrypted images.
—  Known-plaintext attack (KPA): access to one or more plaintext—ciphertext pairs.
—  Chosen-plaintext attack (CPA): the ability to select arbitrary plaintext images and obtain their

corresponding ciphertexts.

d) Computational resources.
The enemy is assumed to have substantial computational power; however, exhaustive search remains
constrained by practical limits of computational feasibility and floating-point precision. This model
ensures that the proposed scheme is evaluated under conservative and widely accepted cryptographic
assumptions.

2.7. Security evaluation of image encryption algorithm
The security of the proposed scheme is analyzed with respect to the following attack classes: brute
force, statistical, differential, and keystream reuse attacks.

2.7.1. Key-space analysis

Key space analysis is conducted to evaluate the resistance of the proposed encryption scheme
against brute-force attacks [6]. The secret key of the proposed algorithm mainly consists of the initial
condition x,, the control parameter r, and the transient removal parameter discard of the chaotic system.
All key parameters are assumed to be represented with double-precision floating-point accuracy, which
provides a precision of approximately 107>, The total key space is calculated by considering the valid
ranges and precision of each key parameter. A sufficiently large k-space ensures that exhaustive key search
attacks are computationally infeasible. We calculate k-pace in the results section.

2.7.2. Histogram analysis

Histogram analysis is employed to evaluate the statistical distribution of pixel intensities in the
original and encrypted images [6]. For both grayscale and color images, the frequency of each gray-level
value in the range [0, 255] is computed. For color images, the histograms of the red, green, and blue channels
are analyzed separately. The histograms of the plain images are compared with those of the corresponding
cipher images to examine the ability of the proposed encryption scheme to conceal statistical information. A
uniform distribution in the encrypted histogram indicates strong resistance against histogram-based statistical
attacks [1].

2.7.3. Correlation analysis

In natural images, there exists a strong correlation among adjacent pixels due to the continuity of
visual information [6]. To effectively conceal the structural characteristics of the plain image, an encryption
algorithm should significantly reduce this correlation. Therefore, correlation analysis is employed to evaluate
the effectiveness of the proposed scheme in decorrelating neighboring pixels. The security of the algorithm is
assessed by examining whether the adjacent pixels in the encrypted image are randomly distributed over the
entire image region. A low correlation coefficient indicates that the proposed method achieves strong
confusion and diffusion properties.
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2.7.4. Information entropy and local entropy analysis

Information entropy is employed to evaluate the randomness and unpredictability of the cipher
images [6], [10]. A higher entropy value indicates that the encrypted image contains less statistical
information and is more resistant to statistical attacks. For an 8-bit image, the information entropy H is
defined as: H = — Y252 p(i) log, p(i), where p(i) denotes the probability of occurrence of pixel value i in the
cipher image. For a perfectly random 8-bit image, the theoretical entropy value is 8. To further examine the
local randomness of the cipher images, the local information entropy is calculated. The cipher image is first
divided into T non-overlapping blocks of equal size. The entropy of each block is then computed, and the

local entropy is defined as: H,., = %Z{ﬂ H,, where H, represents the entropy of the t-th block.

In the experiments, each cipher image is divided into fixed-size blocks, and the local entropy values
are computed to assess the uniformity of randomness in different image regions. High global and local
entropy values close to the theoretical limit demonstrate that the proposed scheme produces highly random
cipher images and exhibits strong resistance to statistical attacks.

2.7.5. Key sensitivity analysis

We conduct key sensitivity using a wrong-key decryption experiment to evaluate the effect of slight
variations in the secret key. A plaintext image is first encrypted using the correct key K; = (x,,7). The
resulting ciphertext is then decrypted using both the correct key K; and a slightly modified key K,, where K,
differs from K; by a minimal perturbation in one parameter (x, + 10~*°or r + 107*°), while all other
parameters remain unchanged. The correctness of decryption is verified by comparing the reconstructed
image with the original image using mean squared error (MSE) and peak signal-to-noise ratio (PSNR). A
secure encryption scheme is expected to produce exact reconstruction under the correct key (MSE = 0), while
even a negligible deviation in the key should result in complete decryption failure [6], [14].

2.7.6. Number of pixels change rate (NPCR) and unified average changing intensity (UACI) evaluation

To assess the security performance of the proposed encryption scheme, the NPCR and the UACI are
employed. These metrics are used to evaluate the avalanche effect and measure the sensitivity of cipher
images to slight changes in either the plaintext or the secret key [6]. Let two cipher images be denoted as C,
and C,, with image size M x N and C color channels. The NPCR is defined as:

NPCR = 1

= 2211 Xt Zi-1 DG j, K % 100%

where P=M X N X C, and

.oy (1, ifCi(Lj, k) # C,(,5, k),
DG.j k) = {O, otherwise.
The UACI is calculated as:

UACI =23, N, 3i€, i=celiiol s 10095

For grayscale images, C = 1, whereas for color images, C = 3.

The value 255 represents the maximum pixel intensity for 8-bit images. The metrics were assessed
in the following categories;

— NPCR and UACI in the plaintext domain (differential attack)

To evaluate the resistance of the proposed scheme against differential attacks, NPCR and UACI are first
computed in the plaintext domain. Two plain images are generated, where the second image differs
from the first by only one pixel. Both images are encrypted using the same secret key to obtain two
cipher images.

—  The NPCR and UACI values are then calculated between the two cipher images to measure the
diffusion capability and avalanche effect in the plaintext domain. High NPCR and UACI values indicate
that a slight modification in the plain image results in significant changes in the encrypted image,
demonstrating strong resistance to differential attacks [1], [26].

— NPCR and UACI in the key sensitivity domain
In addition, NPCR and UACI are employed to analyze the sensitivity of the proposed scheme to small
variations in secret keys. Two secret keys, denoted as K; and K, are selected such that they differ only
by a very small amount in one chaotic parameter, while all other parameters remain unchanged. Using
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these two closely related keys, the same plain image is encrypted separately to generate two
corresponding cipher images. The NPCR and UACI values are then computed between these two
encrypted images using the same formulas.

This experiment evaluates the avalanche effect in the key domain. High NPCR and UACI values
indicate that a slight perturbation in the secret key leads to substantial changes in the cipher image,
confirming the high key sensitivity and security of the proposed algorithm [8], [26]. Remark: It should be
noted that the two analyses evaluate avalanche properties in the plaintext and key domains, respectively.
Therefore, their NPCR and UACI values are not expected to be identical [26].

2.7.7. Noise and occlusion attack analysis

Noise attack: to evaluate the robustness of the proposed encryption scheme against channel noise, a
noise attack analysis is performed. Different levels of salt-and-pepper noise are added to the encrypted
images to simulate transmission errors and external interference. The noisy cipher images are then decrypted
using the correct secret key. The visual quality of the decrypted images is analyzed to determine whether
meaningful information can still be recovered under noisy conditions. This experiment evaluates the stability
and robustness of the proposed algorithm in practical communication environments [12], [15].

Occlusion attack: occlusion attack analysis is conducted to assess the ability of the proposed scheme
to resist partial data loss. In this experiment, certain regions of the encrypted images are deliberately removed
or blocked to simulate packet loss and cropping attacks [6], [12], [15]. The occluded cipher images are
subsequently decrypted using the correct secret key. The decrypted results are examined to evaluate the
impact of partial data loss on image reconstruction and to verify the robustness of the proposed encryption
scheme. In the noise attack experiments, salt-and-pepper noise with a density of 0.02 (2% corrupted pixels) is
added to the encrypted images to simulate transmission interference.

MSE = ¥, 3 [1G,)) — K(i, )]

where:

— I original image

—  K:decrypted image
— M X N:image size

PSNR = 10l0gy, (ﬁ)

MSE

2.8. Time complexity and speed analysis

The computational complexity of the proposed encryption and decryption algorithms is analyzed to
evaluate their practical feasibility in real-world applications. Let L = M X N X C denote the total number of
pixel values in an image, where M and N represent the image dimensions and C denotes the number of color
channels. The keystream generation, SHA-256 whitening, permutation, and diffusion processes all require
linear traversal of the image data. Consequently, each encryption and decryption operation has a time
complexity of O(L), which is consistent with the design principles of efficient chaos-based image encryption
schemes reported in recent studies [6], [14]. To further evaluate the practical performance of the proposed
scheme, the encryption and decryption times are measured for different test images on a standard computing
platform. The average execution time is recorded and analyzed to assess the computational efficiency of the
proposed algorithm. Similar experimental setups have been widely adopted in recent image encryption
research to validate real-time feasibility and scalability [16], [27].

2.9. Experiment data set

The evaluation was conducted using a compact yet diverse set of standard uncompressed bitmap
(BMP) images in Table 2 to avoid compression artifacts and preserve exact pixel values. The dataset includes
classical natural images (baboon and cameraman), an astronomical image (earth) representing large-scale
structured scenes, and a texture image (blobs) exhibiting repetitive and highly correlated patterns. Both
grayscale and RGB images are considered, and multiple spatial resolutions [(256%256, 512x512), and non-
square (256x254, 749x768) images] are used to demonstrate support for arbitrary image dimensions. This
selection enables a fair assessment of statistical security, differential security, correctness, and performance
across diverse image characteristics while keeping the experimental setup reproducible and computationally
efficient. All image encryption/decryption experiments are conducted using Python 3 in a Google Colab
environment.

A new hybrid dyadic-tent chaotic function for secure digital image encryption (Anymore Majere)
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Table 2. Image Data to be used in the Analysis

File Baboon Cameraman Earth Blobs

Size ' 512x512 256x256 749x768 . 256x254
RGB/ RGB Grayscale RGB Grayscale
grayscale

3. RESULTS AND DISCUSSION

To evaluate the chaotic behavior of the proposed hybrid dyadic-tent map, four complementary
analyses were conducted. First, the bifurcation diagram was produced by sweeping the control parameter r €
(0,2) to visualize orbit transitions and parameter sensitivity. Second, the Lyapunov exponent curve was
computed to quantify the mean exponential divergence of nearby trajectories. Third, a Lyapunov surface
(heatmap) A(r, x,) was generated over a grid of (r, x,) to assess robustness of chaotic behavior with respect
to both the control parameter and the initial condition; for clarity, the colormap is clipped to [—1.5,1.5] and
the theoretical threshold at » = 0.5 (where In(2r) = 0) is highlighted. Finally, the NIST randomness test
suite, as discussed in 2.5 [10], [28].

3.1. Bifurcation diagram

The bifurcation diagram in Figure 2. shows a transition from structured dynamics at lower r to fully
developed chaos as r increases. For r < 1, the orbit occupies a restricted subset of [0,1], indicating
incomplete mixing. As r approaches and exceeds unity, the attractor rapidly expands to fill the entire unit
interval, with no visible periodic windows, reflecting strong sensitivity to initial conditions and uniform state-
space coverage. This behavior confirms that the hybrid dyadic—tent map operates in a robust chaotic regime
for the parameter range used in our keystream generator.

Bifurcation Diagram — Hybrid Dyadic-Tent Map (r € (0,2])

104

0.8

0.6

x (asymptotic)

0.4

0.24

0.0

T T T T T T T T T
0.00 0.25 0.50 0.75 1.00 1.25 1.50 175 2.00
r

Figure 2. Bifurcation diagram of the composition function [hybrid dyadic-tent map] with parameter r

3.2. The Lyapunov exponent diagram

To quantify the chaotic behaviour of the proposed hybrid dyadic-tent map, we have evaluated its
Lyapunov exponent. The Lyapunov exponent measures the average exponential rate of divergence between
nearby trajectories. For a one-dimensional smooth map f:R — R generating an orbit: x;,x;, ..., X;41 =

1
f(x;), the Lyapunov number is defined as: L(x;) = 1lli_r)tgo|f’(x1)f’(x2)...f’(xn)lﬁ. If this limit exists and
f'(x;) # 0, the Lyapunov exponent is: 2 = 1{5?0% 27=11n | f'(x) 1.
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A positive Lyapunov exponent exhibits chaos, since trajectories that start arbitrarily close diverge
exponentially; a negative exponent indicates convergence to fixed points or periodic cycles; and values near
zero correspond to bifurcation boundaries [9], [29]. In this case, for almost all x € (0,1), excluding a set of
measure zero corresponding to discontinuity points, the derivative of the hybrid map satisfies: | A'(x) |= 2r.
Consequently, the Lyapunov exponent admits the closed-form expression:

A(r) = lim T¥ In |1 (x,) 1= In(2r).

This immediately implies a chaos threshold at: A = 0 < r = 0.5, such that the system is:
—  Non-chaotic (contracting) for 0 < r < 0.5
—  Criticalatr = 0.5
—  Chaotic (uniformly expanding) for » > 0.5. This validates both the correctness of the implementation
and the choice of r = 1.6 as a strongly chaotic operating point
To validate the analytical Lyapunov exponent and to ensure robustness under finite precision
arithmetic, we compute the numeric Lyapunov exponent via orbit averaging:

1
lnum = N_—NOZ%=N0+1 In |h’(xn) l,

where N, denotes the transient (burn-in) length. In the implementation:
—  Total iterations: N = 20,000
—  Transient discard: N, = 2,000

The derivative is evaluated branch-wise at each iteration, rather than hard-coding In(2r), ensuring
that the numerical procedure remains valid even under perturbations or future generalizations of the map.
This approach follows best practices in numerical chaos analysis. Figure 3 visualizes the results.

Lyapunov Exponent vs r — Hybrid Dyadic-Tent Map (r € (0,2])

—— Numeric (branch derivative)
Theory: In(2r)

Lyapunov exponent X
o
°

0.00 0.25 0.50 0.75 100 1.25 150 175 2.00
r

Figure 3. Lyapunov exponent diagram for the hybrid dyadic—tent map over r € [0.1,2]. The lime-colored
curve plots 4, and the horizontal line at A = 0 marks the transition between periodic and chaotic regimes, in
agreement with the theoretical definitions of the Lyapunov number and exponent

3.3. Lyapunov heatmap A(r, xq)

To examine the joint dependence of chaos on the control parameter and initial condition, we
compute a two-dimensional Lyapunov surface over: r € (0,2) (250 points) and x, € (0,1)(200 points). Each
grid point uses 12,000 iterations, with a 2,000-iteration transient removed. Because A(r) - —oas r - 07,
raw colormap scaling obscures the transition region. Therefore, for visual clarity only, the heatmap is clipped
to A € [—1.5,1.5], and the theoretical chaos boundary at r = 0.5 is explicitly marked. Importantly, this
clipping does not alter the computed values and serves purely as a visualization aid, a practice commonly
adopted in chaos visualization studies.

Figure 4 shows the Lyapunov exponent heatmap A(r,x,) for the hybrid dyadic-tent map. The
Lyapunov exponent depends primarily on the control parameter rand is nearly independent of the initial
condition x,. A clear transition from negative to positive Lyapunov exponents occurs at » = 0.5, consistent
with the theoretical prediction A = In(27r). The color scale is clipped to [—1.5,1.5] to emphasize the chaos
transition.
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Lyapunov Heatmap A(r, x0) — Hybrid Dyadic-Tent Map
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Figure 4. The Lyapunov exponent heatmap

3.4. NIST randomness test results

The randomness properties of the proposed hybrid dyadic—tent map was evaluated using the NIST

statistical test suite on both raw and SHA-256-whitened binary sequences of approximately 5 MB. The
comparison results are summarized in Table 3.

The raw chaotic sequence fails several NIST tests, with p-values falling below the significance
threshold (a = 0.01). This indicates the presence of short-range correlations and insufficient
randomness, which is a known limitation of low-dimensional chaotic systems.

After applying SHA-256 whitening, the keystream successfully passes all NIST tests, with uniformly
distributed p-values and acceptable pass proportions. This indicates a significant improvement in
statistical randomness.

The whitening process effectively removes residual patterns and enhances performance across
frequency, entropy-based, and pattern-matching tests. Similar improvements through post-processing
have been widely reported in recent studies on chaos-based cryptosystems.

Autocorrelation analysis further supports these results. The maximum absolute autocorrelation
decreases from 0.049024 (raw sequence) to 0.000320 (whitened sequence), indicating a substantial
reduction in linear dependencies.

The whitened sequence approaches the behaviour of an ideal random source, making it suitable for
cryptographic applications where high randomness is required.

Table 3. NIST test suite results comparison between hybrid dyadic-tent map generated sequences (raw and

SHA-256 whitened)
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These results confirm that the whitening mechanism effectively eliminates linear dependencies and
enhances resistance to correlation-based cryptanalysis. The byte-value distribution of the composite map
keystream, Figure 5, shows a flatter and more uniform histogram as compared to that produced by the tent
map/dyadic map alone [18]. The composite structure eliminates visible biases in the byte frequencies and
significantly reduces variance, indicating enhanced statistical uniformity. This improvement reflects the fact
that function composition strengthens the underlying chaotic behavior by combining the stretching—folding
characteristics of both maps [24], [30]. As a result, the hybrid dyadic—tent map produces keystreams with
superior randomness quality, making it an excellent candidate for cryptographic applications requiring high
unpredictability and uniform statistical distributions.

With values even more closely centered around zero than the tent map, the composite map
keystream boasts the better autocorrelation properties. The absence of dominating peaks indicates excellent
statistical independence between subsequent data. This confirms the previous observation that the composite
map increases the randomness of the tent map. The resulting keystream is secure and unpredictable, making
it suitable for encryption systems requiring strong statistical randomness. Table 4 shows the encryption and
decryption results for the four test images. The encrypted images show fully randomized pixel patterns with
no visible structure, while the decrypted images perfectly match the originals, demonstrating the correctness
and reversibility of the proposed hybrid dyadic—tent encryption algorithm.

Byte Value Distribution of composite map Keystream

Frequenc

=

¥ 5 2 8 8

Q e 3 8

8 & © @ g

o & & & & ©§

8

100 150 200 250
Byte Value (0-255)

Figure 5. Composite map keystream distribution
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3.5. Key space analysis results

The secret key of the proposed encryption scheme consists of the chaotic initial value x,, the control
parameter r, and the transient removal parameter discard. Assuming a computational precision of 10715,
each continuous parameter can provide at least 10*> possible values. Consequently, the total key space of the
proposed scheme is larger than 10*°, which is approximately equivalent to 2*°. This key space is
significantly greater than the minimum-security requirement of 2128 for modern cryptographic systems [6],
[31]. Such a large key space makes brute-force attacks computationally infeasible using current and
foreseeable computing technologies. Therefore, the proposed encryption algorithm exhibits strong resistance
against exhaustive key search attacks.

3.6. The histogram analysis

Table 5 presents the histogram distributions of the original and encrypted images. The original
images exhibit highly non-uniform distributions with pronounced peaks, reflecting strong statistical
redundancy and inherent pixel correlation. In contrast, the encrypted images show nearly uniform
distributions across all intensity levels for both grayscale and RGB channels, with no observable dominant
patterns. This noise-like distribution indicates that the proposed encryption scheme effectively suppresses
plaintext-dependent statistical characteristics and significantly reduces information leakage. As a result, the
ciphertext images exhibit strong resistance against histogram-based statistical attacks, consistent with
observations reported in recent studies [9], [10], [20], [32], [33].

Table 5. Visual evidence of pixel randomization through RGB histograms

a

Image Histogram
Original Encrypted
Baboon Eaboon - Original Histagram Baboon - Encrypted Histogram
20O - =0
anan 1aan
= =
H ¥
i E
F sane g
2000 w0
o 150
o 50 190 150 200 250 o 50 g fen 200 250
Pixed value Pixel Vaue
Cameraman Cameraman - Original Histogram Cameraman - Encrypted Histogram
2500 —— Gray 300 —
2000
780
Z 1500 oy
E 3 260
T g
& 1000 4 £
240
E
o 220
=0 100 150 200 250 o 0 100 150 200 250
Fixel Value Pisel Value
Earth Earth - Original Histogram Earth - Encrypted Histogram
— hed i
=== Grean
200030 =ese EluR
. 150600
=
El
Ea
g 10000
s00nn
o
50 100 =0 200 250 o 50 10 150 200 25
izl vabae Pixel Value
B|0bs Blobs - Original Histogram Blobs - Encrypted Histogram
10090 — Gray 300 — cray
B0 280
Q B E 260
§ ]
g :
4000 L.
2000
L |
Rin )L L.
50 160 150 200 240 o s0 100 150 200 250
iooel valus

TELKOMNIKA Telecommun Comput El Control, Vol. 24, No. 4, August 2026: 1353-1371



TELKOMNIKA Telecommun Comput EI Control O 1365

3.7. Correlation analysis

The correlation coefficients of adjacent pixels in the horizontal, vertical, and diagonal directions for
different test images are summarized in Table 6. The values are reduced from those close to 1 in the original
images to near 0 in the encrypted images, demonstrating strong decorrelation capability. This significant
reduction indicates that the proposed encryption scheme effectively removes dependencies among
neighbouring pixels. As a result, the encrypted images exhibit no predictable relationships between adjacent
pixels, ensuring resistance against correlation-based statistical attacks [9], [10], [20], [26].

Table 6. Correlation coefficients of adjacent pixels
Red Green Blue
rOriginal rencrypted rOriginal rencrypted rOriginal Tencrypted
Baboon Horizontal 0.921207 -0.020585 0.864436 -0.005261 0.746372 -0.007235
Vertical 0.875919 -0.016692 0.785652 0.005030 0.887077 -0.028206
Diagonal  0.875279  0.004327 0.746372 -0.007235 0.850677 -0.009936
Cameraman  Horizontal  0.923035  0.007845
Vertical 0.947424  -0.021393
Diagonal  0.894593  0.001726
Earth Horizontal ~ 0.944251 -0.011725 0.947261 -0.002734 0.958799 -0.000040
Vertical 0.939083 -0.010756 0.947414 0.000575 0.951071 0.000168
Diagonal ~ 0.911267 -0.000829 0.914341 -0.027285 0.938308 -0.024668
Blobs Horizontal 0.981271  0.007059
Vertical 0.983954  0.017409
Diagonal  0.962553 -0.009113

Image Direction

3.8. Sensitivity analysis

The results of the key sensitivity analysis are summarized in Table 7. Decryption using the correct
key K; reconstructs the original image exactly, with zero reconstruction error (MSE = 0) and infinite PSNR.
In contrast, decryption using slightly modified keys K, and K; produces completely noise-like images. The
corresponding PSNR values range from approximately 6.40 dB to 8.16 dB across all test images, indicating
that no meaningful visual information can be recovered. These results demonstrate that even minimal
perturbations in the secret key led to complete decryption failure, confirming the high key sensitivity of the
proposed scheme. Compared with recent chaos-based image encryption methods, which typically report low
PSNR values under wrong-key conditions, the proposed scheme achieves comparable behaviour, indicating
effective resistance to key-related attacks [6], [8], [10], [31].

3.9. NPCR and UACI

Table 8 shows the NPCR and UACI results in both the plaintext and secret key domains. In the
plaintext domain, NPCR values exceed 99.66% for all test images, which is close to the theoretical ideal of
99.6% for 8-bit images, while UACI values are generally around the expected benchmark of approximately
33%. These results indicate effective diffusion and strong resistance to differential attacks [1], [6]. In the
secret key domain, slight perturbations of the key yield NPCR values above 99.58% and UACI values close
to 33%, demonstrating high sensitivity of the ciphertext to key variations and confirming a strong avalanche
effect. Compared with other studies such as [34], which reports NPCR = 99.6% and UACI = 31.706, the
proposed method achieves comparable NPCR performance while producing higher UACI values in most
cases, indicating enhanced intensity variation and diffusion capability [1], [6], [32].

3.10. Information entropy

The global and local information entropy values of the encrypted images are presented in Table 9.
The global entropy values range from 7.9973 to 7.9999, which are very close to the theoretical maximum
value of 8 for 8-bit images. This indicates that the proposed encryption scheme produces cipher images with
highly uniform gray-level distributions and effectively eliminates statistical redundancy [6], [29], [35].

The local entropy values range from 7.1756 to 7.7378, showing good but slightly lower randomness
at the local level. This suggests that while global diffusion is strong, local mixing can be further improved,
likely due to the one-dimensional diffusion structure [14], [30], [35]. Compared with results reported in [36],
which show noticeable entropy variation across different regions, the proposed scheme achieves comparable
global entropy while maintaining more consistent local entropy levels. These results, together with the NPCR
and UACI analysis, indicate strong resistance to statistical and differential attacks.

A new hybrid dyadic-tent chaotic function for secure digital image encryption (Anymore Majere)



1366 O ISSN: 1693-6930

Table 7. Key sensitivity analysis results (correct key vs. wrong-key decryption using K, and K3)

Image Results

Boboon - Key Sensitivity Analysis
Baboon Decrypted (K1)

rignal Ercrypted (K1) Decrypled (Wrong <21 Decrypted (Wreng K31

Cameraman

Cameraman - Key Sensitivity Analysis
Qriginal Decryprad (K11

Earth

Earth - ser‘.sm\nla Analysis

Encrypted (K1) Decrypted (K] Decrypted (Vireng K21 Decryples (Wrong K3)

Blobs ) ) Biobs - ey sensituiy Analysis

- 8.9

Table 8. NPCR and UACI results for both plaintext and secret key domains
Plaintext domain Secret key domain
NPCR (%) UACI (%) NPCR (%) UACI (%)
Baboon 99.6685 32.1610 99.5972 33.4762
Cameraman  99.8032 42.2708 99.6124 33.3013
Earth 99.6736 35.8294 99.6152 33.4998
Blobs 99.8877 46.6295 99.5894 33.3784

Image

Table 9. Entropy information results
Image Global Local
Baboon 7.999765 7.737285
Cameraman  7.997331  7.175586
Earth 7.999889  7.737838
Blobs 7.997381 7.174168

3.11. Noise and occlusion attack analysis

Table 10 displays visual results of this analysis. In the noise attack scenario, the addition of salt-and-
pepper noise introduces visible distortion in the ciphertext; however, the decrypted images still preserve the
main structural and visual features of the original images. Similarly, under occlusion attacks, where portions
of the ciphertext are removed, the decrypted images remain recognizable, with distortion confined to the
affected regions. The quantitative results further support these observations. The PSNR values range from
approximately 18.9 dB to 20.8 dB under both attack conditions, indicating moderate degradation while
maintaining perceptual visibility of image content. The corresponding MSE values remain within a consistent
range across different test images, suggesting stable robustness independent of image characteristics [6], [9].
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These results demonstrate that the proposed scheme effectively limits error propagation through its
permutation—diffusion structure, achieving a practical balance between security and robustness.
Consequently, the method is suitable for real-world image transmission scenarios where noise and data loss
are unavoidable, consistent with findings in [1], [9], [31], [34].

Table 10. Noise and occlusion attack analysis

Image Noise attack Occlusion attack

Baboon - Nose Attack Baboon - Octlusion Attack
Baboon o . - - e

MSE 539.7175/ PSNR = 20.8091 dB MSE = 583.2725 / PSNR = 20.4721 dB
Cameraman - ficisw Mtack gy STmeraman - Occision Alta i
MSE 633. 9344/ PSNR 20.1104 dB MSE = 739.4059/ PSNR 19.4420 dB
Earth . T _— 3 g EHIN Occhsion Allck
MSE 833.2309 / PSNR = 18.9231 dB
Blobs Lo - Noise Atack N

MSE = 607.1531/ PSNR = 20.2978 dB v MSE = 692.9781/ PSNR = 19.7236 dB

3.12. Runtime analysis

The runtime analysis in Table 11 confirms the linear computational behavior of the proposed
scheme. Encryption and decryption times increase proportionally with image size, which is consistent with
the theoretical complexity of O(M x N x C). For instance, the 749x768 RGB earth image requires 7.84 s for
encryption, whereas smaller 256x256 grayscale and RGB images require less than 0.30 s. The proximity
between encryption and decryption times further demonstrates algorithmic symmetry and implementation
efficiency. Compared with recently reported hybrid chaotic schemes that incorporate high-dimensional maps
or multi-stage diffusion structures often incurring higher computational overhead [1], [4], [8], [35] the
proposed dyadic-tent with SHA-256 whitening achieves competitive runtime while maintaining strong
security metrics. This balance between security performance and computational cost is particularly important
for lightweight and loT-oriented applications, where excessive structural complexity may hinder practical
deployment [5]. Overall, the results indicate that the proposed secret key mechanism and encryption
framework are not only secure but also computationally feasible for real-world image transmission systems.

Table 11. Runtime measurement of the encryption and decryption algorithm for grayscale and RGB images,
time is measured in seconds

No Image Image size  Color mode  Encryption time (s)  Decryption time (s)
1 Baboon 512x512 RGB 2.8742 29117
2 Cameraman 256x256 Grayscale 0.2807 0.2688
3 Earth 749%768 RGB 7.8354 6.8025
4 Blobs 256%254 RGB 0.2528 0.2592
Averages 2.8148 2.5424
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3.13. Discussion

The experimental results consistently demonstrate that the proposed hybrid dyadic—tent encryption
scheme achieves strong security performance while maintaining computational efficiency. Statistical
analyses show near-uniform histograms, entropy values approaching the ideal 8-bit limit, and negligible
adjacent pixel correlations, confirming effective confusion and diffusion in accordance with Shannon’s
cryptographic principles [10], [20], [32], [33]. Differential attack evaluation further yields NPCR values
above 99.6% and UACI values centred around the theoretical benchmark (~33%), in both plaintext and
secret-key domains. This confirms not only strong diffusion capability but also high key sensitivity,
indicating that the secret key structure is suitable and secure for encryption applications [1], [6], [8], [35].
Autocorrelation analysis reveals that SHA-256 whitening significantly suppresses residual dependencies in
the raw chaotic sequence, mitigating finite-precision effects and enhancing resistance to statistical
cryptanalysis. Robustness tests under noise and occlusion attacks preserve essential visual structures, with
PSNR values around 19-21 dB, demonstrating acceptable reconstruction stability. Moreover, runtime
measurements confirm linear time complexity O(M x N x C) and practical execution times, supporting
feasibility for lightweight and resource-constrained environments compared to more complex hyperchaotic
designs [4], [29], [34], [36].

Overall, the findings validate that the tightly coupled dyadic—tent composition with integrated SHA-
256 whitening provides a balanced trade-off between randomness quality, differential resistance, and
computational practicality, positioning the proposed scheme as a secure and lightweight alternative within
contemporary chaos-based image encryption research.

—  Comparison with other schemes

Single-map chaotic schemes based on logistic and hénon maps are computationally efficient but are
known to exhibit finite-precision degradation and residual statistical correlations when implemented digitally
[11], [371-[39]. Hybrid 1D schemes such as logistic—tent combinations improve diffusion and randomness
but typically rely on loose map concatenation without explicitly suppressing autocorrelation artifacts [2], [3],
[10]. Recent multi-dimensional and hyperchaotic approaches further increase dynamical complexity and key
space [1], [4], [9], [29], [31], [35], yet often incur higher computational overhead and structural complexity,
limiting suitability for lightweight 10T environments [8].

The proposed dyadic—tent encryption framework tightly couples two one-dimensional chaotic maps
with block-level SHA-256 whitening, vyielding substantial statistical enhancement while preserving
computational efficiency. Specifically, whitening reduces the maximum absolute autocorrelation from 0.049
to 0.00032, driving the keystream behavior close to ideal randomness, while entropy values approach the
theoretical 8-bit limit and differential metrics exceed NPCR > 99.6% with UACI near theoretical
expectations. At the same time, the algorithm maintains linear time complexity O(M X N x C) and operates
with a single chaotic state variable and constant auxiliary memory. Unlike hyperchaotic or multi-layer
architectures that incur increased computational and memory overhead [1], [4], the proposed design
integrates chaotic generation, whitening, permutation, and dual diffusion within a compact and streamlined
structure. These characteristics suggest potential suitability for 10T environments [5], [35], indicating
practical deployability without sacrificing statistical robustness or security performance. Table 12 gives a
brief comparison of the proposed hybrid dyadic-tent with other maps.

Table 12. Comparison table between different maps

Criterion Logistic Hénon Logistic-tent Multi- Proposed hybrid
hybrid D/hyperchaotic dyadic-tent + SHA256
Representative [33] [34] [2], [3] [1]1, [4] This study
works
Dimensionality 1D 2D 1D hybrid >3D 1D hybrid (tightly
coupled)
Whitening layer No No Rare Sometimes Yes-integrated SHA-
256
Finite-precision Weak Weak Moderate Strong Strong (150 x AC
mitigation reduction)
Entropy <8 ~8 ~8 ~8 ~ 8 (near ideal)
performance
NPCR / UACI High High High High High (plaintext and key
domains)
Computational Low Moderate Low- High Low (linear O(L))
overhead moderate
Suitability for l1oT High Moderate Moderate Limited High
Overall position Lightweight but Improved Improved High security, Balanced security +
weaker randomness complexity diffusion heavy cost lightweight design
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4. CONCLUSION

This paper introduces and analyzes a new hybrid dyadic-tent chaotic map, defined through
functional composition, and demonstrates its application within a lightweight image encryption scheme
enhanced by SHA-256 whitening. The primary novelty of this work lies in the introduction of this newly
defined one-dimensional chaotic map, whose dynamics can be analytically characterized via a closed-form
Lyapunov exponent, as well as in its systematic integration with cryptographic whitening to achieve
statistically robust keystream generation. The experimental results show that the proposed framework
provides strong statistical security. This includes entropy values that are close to the theoretical limit, very
little pixel correlation, NPCR values that are higher than 99.6%, and effective suppression of keystream
autocorrelation. Furthermore, the algorithm used preserves linear time complexity O(M x N x C) while
maintaining a compact one-dimensional structure, providing a practical balance between security strength
and computational efficiency for lightweight image encryption applications.

Despite these encouraging results, several limitations should be acknowledged. First, the proposed
encryption scheme is validated through software-based simulations using a finite set of benchmark grayscale
and RGB images, and no hardware or real-time implementation is considered. Second, the security
evaluation focuses primarily on statistical, differential, and key-sensitivity analyses; formal cryptographic
proofs and resistance against side-channel attacks are beyond the scope of this study. In addition, although
the scheme is designed for lightweight image encryption, direct performance comparisons with standardized
block ciphers such as AES were not conducted, as the objective is not to replace conventional cryptosystems
but to provide an efficient alternative for resource-constrained multimedia environments.

Finally, while the newly proposed chaotic map exhibits robust chaotic behavior when enhanced
through hybridization and SHA-256 whitening, its digital implementation may still be influenced by finite-
precision effects inherent in floating-point arithmetic. Future work will focus on hardware implementation on
field-programmable gate array (FPGA) and loT platforms, extended evaluation on larger and more diverse
datasets, formal security analysis under advanced attack models, and further exploration of adaptive chaotic
parameter strategies to enhance robustness without increasing structural complexity.
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