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windows. Leakage classification is performed using convolutional neural
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PQC implementations.
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1. INTRODUCTION

Quantum computing exploits principles of quantum mechanics to perform computations beyond
classical capabilities by utilizing qubits that exist in superposition states. This enables efficient solutions to
problems such as large integer factorization, which are infeasible for classical systems. For instance, Shor’s
algorithm can break widely used cryptographic schemes such as Rivest-Shamir-Adleman (RSA) and elliptic
curve cryptography (ECC), posing significant risks to data security [1], [2]. In addition, quantum data
processing often relies on encoding techniques such as amplitude and angle encoding, which may not
preserve information in a lossless manner, particularly for image-based processing tasks [3], [4].

To address these threats, post-quantum cryptography (PQC) has been developed to ensure security
against both classical and quantum attacks. PQC schemes are based on alternative hard problems, including
lattice-based, code-based, hash-based, and multivariate cryptography, which are currently considered
resistant to quantum algorithms [5]-[7]. However, the security of cryptographic systems depends not only on
their mathematical strength but also on their implementation. In practice, cryptographic operations often
produce unintended physical leakage, known as side-channel leakage, which can be exploited to recover
sensitive information such as secret keys [8]-[13].
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Among the various types of side channels, acoustic and mechanical vibration-based leakages remain
significantly less explored compared to power consumption and electromagnetic emissions. Mechanical
vibrations and acoustic signals can naturally arise from processor activity, electronic components, and the
mechanical structure of computing devices during the execution of cryptographic algorithms. Furthermore,
the widespread availability of microphones and accelerometers, including those embedded in consumer-grade
devices, enables the non-invasive acquisition of acoustic and vibration signals, thereby increasing potential
security risks [14], [15]. Among various side channels, acoustic and vibration-based leakage remains
underexplored compared to power and electromagnetic channels. These signals naturally arise from device
operations and can be captured non-invasively using common sensors such as microphones and
accelerometers, increasing potential security risks [14], [15]. Existing studies primarily focus on classical
cryptography and rely on manual or one-dimensional feature extraction methods, which are limited in
capturing complex and noisy leakage patterns [16]-[20].

Despite extensive research on side-channel attacks targeting classical cryptographic
implementations, studies focusing specifically on acoustic and vibration-based leakage in PQC remain very
limited. Existing side-channel analyses predominantly investigate power or electromagnetic leakage and are
largely centered on classical cryptosystems, while acoustic and vibration channels are often overlooked,
particularly in the context of PQC implementations. Moreover, most prior works rely on single-modality
analysis and manual or one-dimensional feature extraction techniques, which are insufficient for modeling
the complex, non-linear leakage patterns produced by modern cryptographic execution. This reveals a critical
research gap in the lack of comprehensive multimodal side-channel analysis frameworks capable of capturing
correlated leakage behavior across multiple physical domains in PQC systems.

This limitation leads to a significant problem: current side-channel analysis methods and security
evaluation frameworks are not adequately designed to detect, model, or mitigate multimodal acoustic and
vibration leakage in PQC implementations. As a result, the true extent of information leakage in real-world
environments remains poorly understood, potentially leaving PQC systems vulnerable to non-invasive and
covert attacks.

To address this gap, this study introduces a multimodal, image-based side-channel analysis
framework that jointly exploits acoustic and vibration leakage in PQC implementations. By transforming
physical leakage signals into spectrogram representations, the proposed approach leverages convolutional
neural networks (CNNs) and vision transformers (ViTs) to capture both local and global leakage
characteristics across modalities. To the best of our knowledge, this work is among the first to systematically
investigate multimodal acoustic—vibration spectrogram fusion using deep learning for side-channel analysis
of PQC implementations.

In light of the aforementioned challenges, this research proposes a novel approach for analyzing
acoustic and vibration side-channel leakage in PQC implementations using a multimodal, image-based deep
learning framework. The primary objective of this study is to develop a side-channel analysis model capable
of capturing the relationship between secret-dependent PQC execution and the resulting physical leakage
signals. Furthermore, this research aims to evaluate the extent to which sensitive information can be inferred
from acoustic and vibration emissions and to assess the effectiveness of multimodal fusion by integrating
both modalities and comparing the results with single-modality analysis. To achieve this, acoustic and
vibration signals are transformed into image-based representations through spectrogram encoding, enabling
the application of CNNs and ViTs for feature extraction and leakage inference. By eliminating the reliance
on manual feature engineering, the proposed image-based approach facilitates the learning of complex and
non-linear leakage patterns that are difficult to model using conventional signal processing techniques,
thereby providing a more comprehensive physical security evaluation of PQC implementations.

2. RELATED WORKS
2.1. PQC

PQC is a field of cryptography that focuses on designing cryptographic algorithms that are resistant
to and secure against quantum-computer attacks. Unlike conventional cryptographic schemes, which generally
rely on mathematical problems such as integer factorization and discrete logarithms, PQC algorithms are
designed around problems believed to be difficult to solve even with quantum computers. Therefore, PQC is
considered a long-term solution for maintaining information system security in the future [21].

2.2. PQC framework

Various approaches have been developed for PQC, which can be broadly classified into five categories.
First, hash-based cryptography focuses on digital signatures secured by hash functions, requiring fewer
assumptions compared to number-theoretic schemes such as RSA and dynamic spectrum access (DSA) [22].
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Second, code-based cryptography relies on the hardness of decoding problems, such as syndrome decoding and
learning parity with noise, with the McEliece scheme being a prominent example and National Institute of
Standards and Technology (NIST) finalist [23]-[25]. Third, multivariate cryptography is based on solving
systems of multivariate polynomial equations, with schemes such as unbalanced oil and vinegar (UOV) and
rainbow widely used for digital signatures [26], [27].

Fourth, lattice-based cryptography has become the most dominant PQC approach due to its strong
security foundations on problems such as shortest vector problem (SVP) and ring learning with errors
(RLWE), while also enabling advanced primitives like homomorphic encryption; examples include
NewHope and bimodal lattice signature scheme (BLISS) [28]-[30]. Finally, isogeny-based cryptography
utilizes mappings between supersingular elliptic curves, offering compact key sizes but high computational
complexity, as seen in supersingular isogeny Diffie—Hellman (SIDH) and supersingular isogeny key
encapsulation (SIKE) [31]-[34]. As illustrated in Figure 1, side-channel attacks can be categorized into
power, timing, and physical leakage-based attacks, including acoustic side-channel attacks (ASCAs). Unlike
invasive methods, ASCAs exploit sound emissions without requiring physical modification of the target
system, making them difficult to detect [35]. Consequently, cryptographic implementations that are secure
against mathematical attacks may still leak sensitive information through acoustic channels, posing a
significant real-world threat [36].

Side-Channel Attacks
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Figure 1. Types of ASCAs [37]

ASCAs have emerged as a significant threat to information security; however, a unified framework
for classifying attack modalities, evaluating mitigation strategies, and identifying emerging vectors remains
lacking [37]. Recent studies have explored advanced analytical approaches, including reconstructing
discriminative features from far-field electromagnetic emissions, demonstrating that sensitive information
can be extracted even in noisy and non-invasive settings [38]. In addition, deep learning-based fusion
strategies have improved profiling attacks by integrating features from multiple CNNs, enhancing robustness
and generalization [39]. Nevertheless, most existing approaches rely on single-modality inputs or one-
dimensional representations, limiting their ability to capture complex multimodal leakage patterns.

Deep learning-based side-channel analysis has gradually replaced traditional signal processing
methods. Evaluations on benchmark datasets such as ASCAD highlight the importance of CNN architecture
design and hyperparameter configuration in determining attack performance [40], [41]. To address this,
recent studies have proposed automated optimization strategies, including model fusion and adaptive learning
techniques, to improve robustness and generalization [42], [43].

Ensemble learning approaches further enhance performance by leveraging model diversity, while
shift-invariant temporal networks address misalignment issues in side-channel traces [44], [45]. Moreover,
automated hyperparameter optimization using techniques such as Bayesian optimization and reinforcement
learning has been investigated to reduce manual tuning and improve model stability [46]-[48].

Generative learning approaches, such as conditional generative adversarial networks (cGANSs), have
also been explored to reduce dependency on large profiling datasets by synthesizing side-channel traces.
However, such generative approaches often incur high computational costs and long training times due to model
complexity, which poses significant challenges for deployment in resource-constrained environments [49].
Despite these advances, most deep learning-based approaches still rely heavily on large, high-quality
datasets, which remain difficult to obtain in practical scenarios.

3. METHOD

This study investigates information leakage in PQC implementations through acoustic and
vibration-based side channels using an image-based deep learning framework. Acoustic and vibration signals
were collected during secret-dependent cryptographic executions using non-invasive acquisition techniques,
as commonly adopted in recent studies [50], [51].
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The dataset comprises four classes representing different cryptographic operations, with a total of
2000 samples. The original dataset contains 600 samples, which were expanded through data augmentation
techniques, including noise injection, time shifting, and frequency masking, to enhance robustness and
generalization. The dataset was split into training, validation, and testing sets with a ratio of 70%:10%:20%.
The raw signals were transformed into time—frequency representations using spectrogram encoding, which
effectively preserves temporal and spectral characteristics for side-channel analysis [52], [53]. CNNs were
employed for local feature extraction, while ViTs were utilized to capture global dependencies through self-
attention mechanisms [54]-[56]. Furthermore, a multimodal fusion strategy was implemented by integrating
acoustic and vibration modalities to improve robustness and generalization [57]-[59].

For evaluation, CNN was used as a baseline model, while ViT served as a comparative architecture
to assess global feature learning capability. Three input configurations (acoustic, vibration, and multimodal
fusion) were systematically evaluated. Traditional machine learning models were not considered, as this
study focuses on deep learning approaches for modeling complex leakage patterns. Figure 2 illustrates the
overall research framework, including data acquisition, preprocessing, spectrogram transformation,
multimodal fusion, and model evaluation.
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Figure 2. Acoustic and vibration side channel analysis research method

The proposed framework consists of six stages for analyzing side-channel leakage in PQC
implementations. In the first stage, secret-dependent execution is modeled, where the internal execution path
of a cryptographic algorithm depends on the secret value S. The leakage source is defined as:

L(@®) = f(E(S), 1) @

where E (S)represents the execution path and L(t)denotes time-varying computational activity. This activity
produces observable physical leakage despite the mathematical security of PQC.

The second stage involves non-invasive physical leakage acquisition using acoustic (microphone)
and vibration (accelerometer) sensors. The observed signal is modeled as:

Aa () = ha(V(1)) + na(t) O]

where V(t)is internal activity and n,(t) is environmental noise. Sensors are placed near the device without
hardware modification.

In the third stage, preprocessing is applied, including normalization, segmentation, and temporal
alignment. Signals are recorded at 16 kHz with 2.5-second duration per sample. The fourth stage transforms
signals into spectrograms using short-time fourier transform (STFT):

I(t,w) = |X(t, w)|? 3)

with a window size of 1024 samples and 50% overlap. Spectrograms preserve temporal-spectral
characteristics for image-based analysis. The fifth stage performs multimodal fusion at the image level:

Ifusion € RHxWXC (4)
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Combining acoustic and vibration information to capture cross-modal correlations. Finally, deep
learning models (CNN and ViT) are used for classification. The training objective is defined as:

L= —-Yylogy Q)

where y is the true label and ¥ is the prediction. Early stopping and learning rate scheduling are applied to
ensure stable training.

This framework demonstrates that sensitive information can be inferred from non-invasive leakage
in PQC implementations. Although the dataset is limited and partially augmented, this study focuses on
comparative analysis across modalities and architectures under controlled conditions. This formulation
ensures reproducibility and provides a clear mapping between physical leakage modeling and deep learning-
based inference.

4. RESULTS AND DISCUSSION

This section presents the experimental results and discussion of the proposed image-based
multimodal side-channel analysis for PQC. The evaluation compares three scenarios acoustic, vibration, and
acoustic—vibration fusion using CNNs and ViTs. The experiments aim to assess: (i) the capability of each
modality to represent information leakage, (ii) the effectiveness of multimodal fusion in improving inference
performance, and (iii) the impact of data augmentation on model stability and generalization. Results are
presented through spectrogram visualizations, learning curves, confusion matrices, and quantitative metrics.

The dataset was constructed from physical leakage signals generated during PQC execution,
consisting of acoustic signals (microphone) and vibration signals (sensor-based). To address limited profiling
traces, synthetic data augmentation was applied, resulting in 300-500 samples per class. Signals were
recorded at a sampling rate of 16 kHz with a duration of 2.5 seconds, then transformed into fixed-size
spectrograms and split into training, validation, and testing sets with a ratio of 70%:10%:20%.

Figure 3 shows representative spectrogram visualizations for acoustic, vibration, and fused
modalities across different secret classes, serving as inputs for the proposed deep learning models.
Figures 3(a) and (b) show the spectrogram representation of the acoustic side channel signal corresponding to
two different executions that depend on the secret. The acoustic spectrogram shows prominent horizontal
frequency bands and energy concentration patterns that vary according to the secret value. This difference
indicates that acoustic emissions capture execution-dependent characteristics of PQC calculations, making
them a strong source of side-channel leakage.

(b)

Figure 3. The spectrogram representation of acoustic side-channel leakage: (a) secret 0 and (b) secret 1

Figures 4(a) and (b) illustrate vibration-based spectrograms derived from mechanical responses
during cryptographic execution. Compared to acoustic signals, vibration spectrograms exhibit a smoother,
more dispersed energy distribution, and although leakage patterns are less visually apparent, different
structural variations can still be observed across secret classes, indicating that vibration signals provide
complementary but weaker side-channel information.
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(a)
(b)
Figure 4. The spectrogram representation of vibration-based side-channel leakage: (a) secret 0 and (b) secret 1

Figures 5(a) and (b) show combined spectrograms. These images are created by combining acoustic
and vibration data into a single multi-channel format. This combined image highlights the shared and
different features of the two types of physical leakage. This integrated approach helps clarify the patterns of
secret-dependent execution, providing more input data for deep learning models.

(a)

(b)
Figure 5. The multimodal fusion spectrogram combining acoustic and vibration information: (a) secret 0 and
(b) secret 1

This spectrogram and fusion image are directly related to the image processing and multi-modal
fusion stages illustrated in the system architecture proposed in Figure 2, which serves as fundamental input
for a CNN and ViT-based side channel analysis. Figure 6 illustrates the training and validation learning
curves of CNN and ViTs models across acoustic, vibration, and multimodal fusion scenarios.
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Figure 6. Learning curves for CNN, ViT, and multi-modal fusion
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Figure 6 presents the training and validation loss curves of CNN and ViT models across three
scenarios: acoustic, vibration, and multimodal fusion. CNN models show rapid convergence with near-zero
training loss within a few epochs across all modalities, indicating strong capability in capturing local leakage
patterns. However, this behavior also suggests potential overfitting, particularly in the acoustic modality
where structured leakage is easier to learn. The vibration modality exhibits slightly higher instability,
reflecting its lower signal-to-noise ratio and more complex leakage characteristics. In the fusion scenario,
CNN convergence remains fast, but the learning pattern indicates limited exploitation of cross-modal
dependencies.

In contrast, VIiT models demonstrate more gradual and stable convergence with closely aligned
training and validation losses, indicating better generalization. This advantage is especially evident in the
vibration modality, where ViT effectively captures dispersed and less structured leakage patterns. In the
multimodal fusion setting, ViT achieves the most stable learning behavior, suggesting its effectiveness in
integrating complementary information across modalities. Figure 7 presents the confusion matrices of CNN-
based classification results for acoustic (Figure 7(a)), vibration (Figure 7(b)), and multimodal fusion side-
channel inputs (Figure 7(c)).

Confusion Matrix - cnn_acoustic p Confusion Matrix - cnn_vibration P Confusion Matrix - cnn_fusion 40

35
30

25

(b)

Figure 7. Confusion matrices of CNN-based classification results: (a) acoustic, (b) vibration, and
(c) multimodal fusion inputs

Figure 7 shows the confusion matrices of CNN-based models across acoustic, vibration, and
multimodal fusion scenarios. All models achieve perfect classification accuracy, with no misclassification
observed. This indicates that both acoustic and vibration spectrograms contain strong discriminative leakage
patterns during PQC execution.

The acoustic modality demonstrates highly structured leakage, enabling effective extraction of local
features. Similarly, despite lower signal-to-noise characteristics, vibration signals still provide sufficient
information for accurate classification. In the multimodal fusion scenario, the CNN model maintains perfect
performance.

However, the consistent 100% accuracy across all modalities suggests that the dataset may be
relatively simple or that the model may have overfitted. Consequently, the advantage of multimodal fusion over
single-modality inputs cannot be conclusively determined based solely on accuracy. These results confirm the
effectiveness of CNN in capturing side-channel leakage patterns, while also highlighting the need for further
evaluation using more complex datasets, noise conditions, or cross-validation strategies to assess generalization
performance. Figure 8 presents the confusion matrices of ViT-based models for comparison.

In contrast to CNN results, the acoustic-based VIiT model in Figure 8(a) shows minor
misclassification, with one sample incorrectly classified. Although overall performance remains high, this
indicates that ViT captures more distributed and global leakage representations through self-attention, rather
than relying on dominant local features.

For the vibration modality (Figure 8(b)), ViT also achieves high performance with minimal errors.
Combined with the learning curve analysis, this suggests improved generalization capability, particularly for
weaker and more spatially distributed leakage patterns. The ability of ViT to model long-range dependencies
enables more effective extraction of subtle features compared to CNN.

However, in the multimodal fusion scenario (Figure 8(c)), a performance decrease is observed
compared to single-modality inputs. This indicates that the fusion strategy used in this study does not fully
exploit cross-modal relationships within the ViT architecture. The result suggests that more advanced fusion
mechanisms, larger datasets, or better feature alignment are required.
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Figure 8. Confusion matrices of ViT-based classification results: (a) acoustic, (b) vibration, and
(c) multimodal fusion inputs

Overall, ViT demonstrates strong generalization for single-modality inputs, but its effectiveness in
multimodal settings depends on the design of the fusion strategy and data scale. Table 1 presents a
quantitative comparison of performance in terms of accuracy, precision, recall, and Fl-score across all
models and modalities.

Table 1. Classification performance of CNN and ViT models for different side-channel modalities

Models Accuracy Precision Recall F1-score
cnn_acoustic 1.0 1.0 1.0 1.0
cnn_vibration 1.0 1.0 1.0 1.0

cnn_fusion 1.0 1.0 1.0 1.0

vit_acoustic 0.9875 0.9878048.780487805 0.9875 0.9874980465697765
vit_vibration 0.9875 0.9878048780487805 0.9875  0.9874980465697765
vit_fusion 0.5 0.25 0.5 0.3333333333333333

From Table 1, classification performance is influenced by both modality and model architecture.
CNN models achieve near-perfect results across all modalities (all metrics = 1.0), indicating a strong
capability to capture structured leakage patterns from spectrograms. In contrast, ViT models show slightly
lower performance for single modalities, with 98.75% accuracy for both acoustic and vibration inputs,
suggesting that their reliance on global representations may be less effective than CNNs in exploiting highly
localized leakage features.

A significant performance drop is observed in the multimodal VIiT configuration, where accuracy
decreases to 50% and the F1-score to 0.33, indicating that the simple fusion strategy is not well aligned with
transformer-based architectures and highlighting the model’s sensitivity to feature alignment and data scale.
These findings should be interpreted within the context of controlled laboratory conditions rather than as
guarantees of real-world performance, as the practical feasibility of exploiting leakage also depends on
factors such as environmental noise, device variability, and implementation differences.

Consistent with prior studies [16]-[18], this work confirms the presence of physical leakage in
cryptographic systems. However, unlike previous single-modality approaches, this study introduces a
multimodal acoustic—vibration framework using image-based deep learning to capture more complex leakage
patterns. From a security perspective, the findings highlight the need for countermeasures such as acoustic
shielding, noise injection, randomized execution, and hardware-level protection.

Despite promising results, limitations remain, including limited dataset size, reliance on synthetic
augmentation, controlled experimental conditions, and a simple fusion strategy. Future work should focus on
larger datasets, real-world acquisition settings, and advanced fusion mechanisms to improve robustness and
generalization.

5. CONCLUSION

This study demonstrates that PQC implementations remain susceptible to non-invasive physical
side-channel leakage, despite their theoretical resistance to quantum-based cryptanalysis. The experimental
results indicate that acoustic emissions generally exhibit stronger and more structured leakage characteristics
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than mechanical vibrations, while the integration of multimodal acoustic—vibration representations
consistently enhances learning stability and classification performance. The comparative evaluation of deep
learning architectures further reveals that CNNs achieve faster convergence but are more sensitive to noise
and overfitting, whereas ViT models provide improved robustness and generalization when handling
complex and non-linear leakage patterns.

These findings highlight that combining acoustic and vibration modalities with appropriate image-
based deep learning architectures constitutes an effective approach for side-channel analysis in post-quantum
cryptography. To the best of our knowledge, this work represents one of the first systematic investigations of
multimodal acoustic—vibration spectrogram fusion for physical leakage analysis in PQC implementations.
The results emphasize the importance of evaluating physical implementation security alongside mathematical
resistance, particularly for cryptographic systems deployed in practical environments.

Future research will extend this work toward larger and more diverse datasets, real hardware-based
PQC implementations, and robustness evaluation under noisy and heterogeneous operating conditions,
including remote attack scenarios. Additional research directions include the exploration of advanced fusion
strategies such as attention-based mechanisms, adversarial obfuscation defenses, and explainable Al
techniques to enhance both the interpretability and resilience of side-channel analysis frameworks. In this
context, the proposed framework is particularly relevant for evaluating the physical security of PQC
implementations in emerging Internet of Things (1oT) and embedded systems.
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