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 The continuous escalation of ransomware attacks poses a severe risk to 

network infrastructure and data integrity, highlighting the urgent 

requirement for dependable detection systems. This paper presents a 

comparative analysis of deep learning (DL) and machine learning (ML) 

techniques for identifying ransomware traffic using the UNSW-NB15 

dataset. A significant obstacle in many intrusion detection investigations is 

feature contamination, where specific attributes inadvertently leak label data 

or reflect post-incident statistics, resulting in inflated and overly optimistic 

performance evaluations. To mitigate this concern, a feature 

decontamination protocol is implemented to isolate 29 reliable attributes, 

followed by the application of the synthetic minority over-sampling 

technique (SMOTE) to address the issue of class imbalance. Empirical 

results demonstrate that the random forest (RF) model achieves superior 

performance, reaching an accuracy of 0.9027 and a recall of 0.9507. Among 

the DL candidates, the multi-layer perceptron (MLP) delivers the most 

competitive outcomes with an accuracy of 0.8859 and an F1-score of 

0.8996. These results suggest that ensemble-based ML frameworks offer 

more effective and computationally efficient ransomware detection when 

applied to decontaminated tabular datasets. 
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1. INTRODUCTION 

The escalating intensity and sophistication of cyberattacks have established ransomware as a major 

threat to the stability of contemporary network infrastructures [1], [2]. As a form of crypto virology, 

ransomware paralyzes systems by encrypting data for ransom, executing operational sabotage, or causing 

data destruction [3]. This threat leverages complex network traffic dynamics within seconds, necessitating 

the integration of artificial intelligence (AI) and edge computing to provide accelerated detection at the data 

source [4]. The adaptive nature of these threats requires the development of intrusion detection systems (IDS) 

that offer high accuracy and operational reliability across large-scale, heterogeneous network environments 

[5], [6]. In modern telecommunications and distributed computing frameworks, ransomware detection has 

emerged as a fundamental mechanism for ensuring service availability and secure data transmission. 

Machine learning (ML) and deep learning (DL) methodologies have become the gold standard for 

intrusion detection. ML models, including decision trees (DT), random forests (RF), and extreme gradient 
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boosting (XGBoost), are frequently utilized due to their efficiency in processing tabular data. Conversely, DL 

architectures like multi-layer perceptron (MLP), 1D-convolutional neural networks (1D-CNN), and long 

short-term memory (LSTM) are adept at identifying complex non-linear patterns and executing automated 

feature extraction [7]. Comparative studies by [8]-[10] emphasize the persistent debate regarding the efficacy 

of these two paradigms. While DL models offer robust representation learning capabilities, their deployment 

is often limited by substantial computational requirements, particularly in internet of things (IoT) ecosystems 

[11]. Some contemporary studies have investigated graph-based modeling to interpret topological 

relationships in network traffic [12]. Nevertheless, for structured tabular datasets, tree-based models often 

surpass DL approaches in both computational efficiency and predictive accuracy [13], [14]. These 

observations suggest that the effectiveness of ML or DL models is heavily contingent upon feature 

representation and dataset characteristics [8]. 

However, literature reviews reveal significant methodological challenges when utilizing publicly 

available cybersecurity datasets. The UNSW-NB15 dataset, designed to represent modern network traffic 

patterns, has been reported to contain issues such as data imbalance, class overlaps [6], and feature 

redundancy that may hinder reliable classification [15], [16]. More importantly, several studies report that 

some attributes may implicitly encode label-related information, creating dataset artifacts that bias model 

evaluation. These issues are further exacerbated when models are trained on features that contain post-event 

statistics or indirect label indicators, a phenomenon commonly referred to as feature contamination. The 

presence of such contaminated features can create trivial separability and produce overly optimistic 

evaluation results, which do not reflect the true capability of the detection system in real-world environments 

[6], [8]. Furthermore, the absence of standardized feature selection protocols across intrusion detection 

studies makes model generalization across different datasets and network environments increasingly difficult 

[17], leading to the continuous development of new datasets derived from real network traffic [18]. 

Despite the widespread application of the UNSW-NB15 dataset in the field of intrusion detection, 

the majority of current research tends to prioritize the enhancement of classification metrics or the 

introduction of novel learning frameworks, often overlooking the critical issues of potential data leakage and 

feature contamination. Consequently, the claimed performance advantages of specific models, notably DL 

methods might stem from concealed dataset artifacts instead of authentic representational strengths. This 

constraint underscores a significant methodological void in contemporary intrusion detection studies, where 

the evaluation of model performance occurs without verifying the integrity of the feature space employed 

during training and testing [19]. 

The primary contributions of this work are outlined as follows. First, a feature decontamination 

protocol is executed to remove any attributes that might inadvertently leak label-related data within the 

UNSW-NB15 dataset. Second, the synthetic minority over-sampling technique (SMOTE) is utilized to 

mitigate class imbalance and enhance the sensitivity of ransomware detection. Third, a rigorous comparative 

analysis is performed between tree-based ML algorithms (DT, RF, and XGBoost) and DL models (MLP, 1D-

CNN, and LSTM) using the cleaned feature set. 

The importance of this research is rooted in established a more pragmatic evaluation framework for 

ransomware identification within computing and telecommunication infrastructures. The results deliver 

actionable insights for choosing efficient detection models that maintain an equilibrium between 

computational overhead and predictive accuracy, a factor vital for real-time security surveillance in 

contemporary network settings [7], [11].  

 

 

2. METHOD 

2.1.  Research framework 

This study is designed as a quantitative comparative study to evaluate the performance of ML and 

DL approaches in ransomware traffic classification [1]. The experimental framework aims to provide a 

systematic evaluation of different learning paradigms under identical preprocessing conditions to ensure a 

fair comparison of model performance. The framework is systematically structured to address model validity 

challenges on public datasets that often contain inherent biases [6]. The primary focus is to ensure a fair and 

realistic evaluation by controlling data leakage and feature contamination [8].  

To improve reproducibility and experimental transparency, the research follows a structured 

pipeline consisting of dataset acquisition, preprocessing, feature decontamination, class balancing, model 

implementation, and performance evaluation. The research stages follow the workflow illustrated in Figure 1, 

covering dataset acquisition, preprocessing (feature decontamination and SMOTE) [7], comparative 

modeling, and evaluation using industry standard metrics [9], [10], [20]. This structured workflow ensures 

that each experimental stage is conducted sequentially to minimize bias and maintain consistency across all 

evaluated models. 
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All ML and DL models were evaluated under identical preprocessing conditions to ensure that 

performance differences arise from the learning algorithms rather than preprocessing bias or dataset artifacts. 

By applying the same preprocessing pipeline to all models, the study aims to provide a reliable benchmark 

for evaluating ransomware detection approaches using decontaminated network traffic features. 

 

 

 
 

Figure 1. Research stages 

 

 

2.2.  Data acquisition 

This research employs the UNSW-NB15 dataset, a contemporary cybersecurity benchmark 

established by the Australian Centre for Cyber Security at the University of New South Wales. While 

previous literature has noted certain constraints, UNSW-NB15 is still extensively utilized in intrusion 

detection studies due to its inclusion of authentic network traffic characteristics and varied attack scenarios 

[6], [15]. Researchers continue to favor this dataset because it offers a realistic depiction of modern network 

behavior and diverse threat profiles. To optimize computational performance during the training phase, the 

dataset is handled in Apache Parquet format. Although the raw UNSW-NB15 dataset comprises 49 features, 

many are unsuitable for model training as they function as identifiers or post-incident statistics that could 

skew evaluation results. Consequently, 36 technical attributes relevant to flow-based analysis were initially 

selected, omitting non-essential identifiers like timestamps and IP addresses. 

These 36 attributes are organized into the following five categories: 

a. Basic features: core metrics such as connection duration (dur), protocol (proto), state (state), and 

application service (service). 

b. Content features: packet-level data including total bytes (sbytes and dbytes), packet counts (spkts and 

dpkts), time-to-live (sttl and dttl), and transmission rate (rate). 

c. Time features: metrics involving jitter, inter-arrival time, packet loss (sloss and dloss), and load 

statistics (sload and dload). 

d. Transmission control protocol (TCP) features parameters including round-trip time (RTT), window size, 

ackdat, synack, and base sequence numbers. 

e. Statistical and last time management (LTM) features: attributes that capture connection frequency 

patterns to the same IP or service. 

The dataset encompasses a total of 257,673 samples, divided into 175,341 training records and 

82,332 testing records. Initial exploratory data analysis indicated a substantial disproportion between attack 

and normal traffic, which prompted the application of class-balancing and feature decontamination methods. 

To ensure experimental reproducibility and maintain alignment with existing research, this study adheres to 

the original training and testing split provided by the UNSW-NB15 developers. 

 

2.3.  Data preprocessing and feature decontamination 

The preprocessing stage focuses on ensuring data integrity by applying a feature decontamination 

protocol (illustrated in Figure 2) to avoid trivial separability and hidden data leakage [6]. Feature 

decontamination aims to remove attributes that may implicitly contain label-related information or post-event 
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statistical summaries that could bias model evaluation. To identify potentially contaminated attributes, an 

exploratory analysis was conducted to examine the statistical relationships between features and class labels. 

Features that directly encode post-event traffic statistics or exhibit strong association with attack labels were 

considered potential sources of data leakage. These attributes may artificially simplify the classification task, 

leading to overly optimistic model performance. 

The feature selection mechanism was conducted: 

a. Leakage assessment, evaluating real-time feature availability to ensure that the model only uses 

attributes observable during actual network traffic monitoring. 

b. Correlation-based leakage quantification, where highly correlated features with potential label leakage 

were examined using statistical correlation analysis. 

c. Feature removal, eliminating LTM features and redundant statistical attributes identified as laboratory 

artifacts. 

Through this process, features that represent aggregated connection statistics or indirectly encode 

attack outcomes were removed from the dataset. This step ensures that the learning models rely on genuine 

behavioral characteristics of network traffic rather than exploiting hidden dataset artifacts. Through this 

procedure, the feature set was reduced from 36 attributes to 29 clean features. This reduction is not merely 

dimensionality reduction but a deliberate strategy to eliminate contaminated features that could artificially 

inflate model performance. 

 

 

 
 

Figure 2. Feature decontamination process 

 

 

The removed features and their justifications are detailed in Table 1. 

 

 

Table 1. Feature decontamination results 
Category Removed features Retained features Justification for elimination 

Flow statistics ct_state_ttl, ct_srv_src, 

ct_srv_dst 

rate, sttl, dttl, sload, dload, sloss, dloss Post-event features that trigger 

evaluation bias (data leakage) 

TCP and protocol 
characteristics 

is_ftp_login, 
is_sm_ips_ports 

swin, dwin, stcpb, dtcpb, tcprtt, synack, ackdat Simple indicator features that 
are trivial in nature 

LTM and dynamics 

connections 

ct_src_dport_ltm, 

ct_dst_sport_ltm 

dur, spkts, dpkts, sbytes, dbytes, smean, dmean, 

sinpkt, dinpkt, sjit, djit, proto, service, state, 
trans_depth 

Information redundancy and 

laboratory statistical artifacts 

 

 

Following decontamination, preprocessing continued with data standardization: 

a. Label encoding, converting categorical features into numerical representations [20]. 

b. Min-max scaling, normalizing numerical features into the [0, 1] range to ensure stability during the 

weight update process in DL models [7]. 
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2.4.  Class balancing using SMOTE 

The initial training dataset exhibited a strong dominance of attack classes over the normal class. 

Models trained on imbalanced data tend to be biased toward the majority class, increasing the risk of false 

negatives (FN), where critical ransomware attacks remain undetected [6], [21]. To address this issue, the 

SMOTE was applied to the training data. SMOTE generates synthetic samples by interpolating new instances 

between neighboring samples in the feature space, thereby improving the representation of minority classes 

without simple duplication. In this study, SMOTE was applied exclusively to the training dataset to avoid 

data leakage into the testing set. This ensures that model evaluation remains unbiased and reflects real-world 

performance. 

In this study, SMOTE was implemented with 𝑘 = 5, a commonly used value for generating 

synthetic minority samples in imbalanced classification problems. Previous studies have shown that 

combining SMOTE with ensemble-based classifiers, such as RF, can significantly improve detection 

sensitivity, particularly for minority attack classes [22]. The resulting balanced class distribution is visualized 

in Figure 3. 

 

 

 
 

Figure 3. Class distribution before and after SMOTE 

 

 

2.5.  ML and DL implementation 

The modeling phase compares ML algorithms and DL architectures to evaluate the effectiveness of 

the 29 decontaminated features in detecting ransomware activity [1]. All experiments were conducted using 

Python-based ML frameworks, primarily Scikit-learn for classical ML models and TensorFlow/Keras for DL 

architectures to ensure reproducible implementation of the models. 

 

2.5.1. ML architecture 

Three tree based models were implemented due to their robustness in handling tabular data [13]: 

a. DT, used as a baseline model to capture rule-based classification behavior. 

b. RF, which aggregates multiple DT using bootstrap sampling to improve prediction stability and reduce 

variance [6]. 

c. XGBoost, a gradient boosting algorithm designed to optimize classification performance through 

iterative error correction [14]. 

 

2.5.2. DL architecture 

Three DL architectures were implemented to evaluate automatic feature extraction capability:  

a. MLP, consisting of fully connected layers with rectified linear unit (ReLU) activation functions in 

hidden layers and Sigmoid activation in the output layer.  

b. 1D-CNN, designed to capture local feature interactions through convolutional filters and pooling layers. 

c. LSTM is implemented to evaluate potential sequential dependencies within the feature representation 

space. The LSTM model was included to investigate whether sequential learning mechanisms could 

capture hidden dependencies within aggregated network traffic features. 

All DL models were trained using binary cross-entropy loss and the Adam optimizer with a learning rate of 

0.001. Training was conducted for 50 epochs with a batch size of 32, and dropout regularization was applied 

to mitigate overfitting. 

 



                ISSN: 1693-6930 

TELKOMNIKA Telecommun Comput El Control, Vol. 24, No. 3, June 2026: 933-944 

938 

2.6.  Evaluation metrics 

Performance evaluation was conducted using standard metrics derived from the confusion matrix 

[9], [10]: 

a. Accuracy, measuring the ratio of correct predictions over total samples. 

b. Precision, measuring the correctness of positive predictions. 

c. Recall (sensitivity) is considered the primary metric in ransomware detection because failing to detect 

an attack (FN) can result in severe system damage. 

d. F1-score, the harmonic mean of precision and recall. 

e. Area under the curve-receiver operating characteristic (AUC-ROC), measures the model’s ability to 

discriminate between classes across multiple threshold settings. 

These evaluation metrics provide a comprehensive assessment of model performance beyond simple 

accuracy, particularly when dealing with imbalanced cybersecurity datasets. 

 

 

3. RESULTS AND DISCUSSION  

3.1.  Performance evaluation of ML models 

This section presents a comprehensive evaluation of the baseline ML models in detecting 

ransomware-related network traffic using the UNSW-NB15 dataset. The evaluation focuses on model 

behavior after applying feature decontamination and class balancing, ensuring that the observed performance 

reflects the models’ ability to learn meaningful traffic patterns rather than exploiting dataset artifacts. The 

evaluated ML algorithms include DT, RF, and XGBoost. 

 

3.1.1. Confusion matrix analysis and ML evaluation metrics  

The classification capabilities of the baseline ML models are visually represented through the 

confusion matrices shown in Figure 4, consisting of three subfigures: (a) DT, (b) RF, and (c) XGBoost, 

allowing direct comparison of misclassification patterns across models. 

As illustrated in Figure 4(a), the DT model demonstrates reasonable detection capability but 

produces a relatively higher number of false positives (FP). This behavior is reflected in Table 2, where DT 

records the lowest precision value (0.8499). The result indicates that single-tree architectures tend to overfit 

heterogeneous network traffic distributions, particularly when the feature space contains complex interactions 

among traffic attributes. 

In contrast, Figures 4(b) and (c) show that ensemble-based models establish more stable decision 

boundaries. According to Table 2, RF achieves the highest true positive (TP) rate, with a recall of 0.9507. 

This high recall capability is particularly critical for ransomware detection, as missing even a single attack 

instance can result in large-scale data encryption and system disruption. 

 

 

   
(a) (b) (c) 

   

Figure 4. Confusion matrix of ML models: (a) DT, (b) RF, and (c) XGBoost 

 

 

Meanwhile, XGBoost produces a strong F1-score of 0.9115, indicating balanced performance 

between precision and recall. The superior performance of ensemble-based models is consistent with 

previous studies showing that bagging and boosting techniques are highly effective in handling structured 

tabular datasets with heterogeneous statistical patterns [7]. Further inspection of the confusion matrices also 

reveals that most misclassification cases occur between benign and attack traffic instances that share similar 

statistical characteristics, such as packet rate and connection duration. This overlap indicates that certain 

network traffic patterns exhibit behavioral similarities, which may result in occasional false-positive 
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predictions. Nevertheless, the overall number of FN remains relatively low, particularly in the RF model, 

demonstrating strong capability in identifying ransomware-related traffic patterns. The results confirm that 

ensemble-based ML models significantly outperform single-tree classifiers. After feature decontamination, 

the models are forced to rely on genuine behavioral patterns of network traffic rather than trivial dataset 

artifacts, producing a more realistic evaluation of ransomware detection capability. 

 

 

Table 2. ML model performance 
Model Accuracy Precision Recall F1-score 

DT 0.8751 0.8499 0.9390 0.8923 

RF 0.9027 0.8819 0.9507 0.9150 

XGBoost 0.8983 0.8755 0.9505 0.9115 

 

 

3.1.2. Discriminative characteristics through ROC curve analysis 

The discriminative ability of the ML models is further evaluated using the ROC curve in Figure 5. 

The ROC curves show that RF and XGBoost consistently achieve higher TP rates across multiple 

classification thresholds than the DT model. The RF curve is positioned closest to the top-left corner, 

indicating superior discriminative capability. In IDS, a higher AUC value is particularly desirable because it 

indicates the model’s ability to maintain high detection rates while minimizing false alarms. Reducing false 

alarms is essential in operational network environments to prevent alarm fatigue among security analysts [9], 

[10]. The strong ROC performance of ensemble models also suggests that combining multiple DT improves 

the robustness of classification boundaries when dealing with heterogeneous network traffic features. This 

behavior is particularly beneficial for IDS deployed in operational telecommunication networks, where 

maintaining high detection sensitivity while controlling false alarms is essential for reliable security 

monitoring. 

 

 

 
 

Figure 5. ROC curve 

 

 

3.2.  Performance evaluation of DL models 

This section evaluates the performance of DL architectures, including MLP, 1D-CNN, and LSTM, 

in detecting ransomware traffic using the decontaminated feature set. 

 

3.2.1. DL training dynamics and convergence analysis 

The training stability of DL models is analyzed using accuracy curves shown in Figure 6, which 

consist of three subfigures representing: (a) MLP, (b) 1D-CNN, and (c) LSTM models. As illustrated in 

Figure 6(a), the MLP model demonstrates stable convergence between training and validation accuracy, 

indicating consistent learning behavior without significant overfitting. Figure 6(b) shows the training 

dynamics of the 1D-CNN model, with the validation accuracy fluctuating slightly before stabilizing as 

training progresses. Similarly, Figure 6(c) presents the convergence pattern of the LSTM model, which also 

achieves stable learning behavior after several training epochs. 
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(a) (b) (c) 

   

Figure 6. Training vs validation accuracy curves of DL models: (a) MLP, (b) 1D-CNN, and (c) LSTM 

 

 

Overall, the models demonstrate stable convergence behavior during training. The use of min-max 

normalization and the Adam optimizer helps stabilize gradient updates and prevents numerical instability 

during optimization. However, the validation curves indicate that deeper architectures such as 1D-CNN and 

LSTM do not produce significant performance improvements compared to the simpler MLP model. This 

suggests that the tabular structure of the dataset does not strongly benefit from architectures designed for 

spatial or sequential feature learning. As a result, simpler neural architectures such as MLP can provide more 

stable learning behavior without requiring extensive computational resources. 

 

3.2.2. Confusion matrix analysis and DL evaluation metrics 

The confusion matrices presented in Figure 7 illustrate the distribution of classification errors across 

DL models, including (a) MLP, (b) 1D-CNN, and (c) LSTM architectures, enabling a direct comparison of 

prediction errors among the evaluated DL models. As illustrated in Figure 7(a), the MLP model demonstrates 

strong classification capability with a relatively low number of FN, indicating its effectiveness in detecting 

ransomware traffic. In Figure 7(b), the 1D-CNN model shows slightly higher misclassification rates 

compared to MLP, particularly in identifying certain attack instances. Similarly, Figure 7(c) shows that the 

LSTM model also produces several misclassifications, reflecting limitations in capturing meaningful 

relationships within the tabular feature representation. 

 

 

 
(a) (b) (c) 

 

Figure 7. Confusion matrix of DL models: (a) MLP, (b) 1D-CNN, and (c) LSTM 

 

 

The observed misclassifications mainly occur in samples that exhibit overlapping statistical 

characteristics between attack and benign traffic flows. This finding highlights the inherent difficulty of 

separating certain network traffic patterns solely based on aggregated statistical features. Visual inspection 

shows that the MLP architecture produces the fewest FN, which is particularly important in ransomware 

detection scenarios. Quantitative performance results are summarized in Table 3. 



TELKOMNIKA Telecommun Comput El Control   

 

Machine learning and deep learning for ransomware detection via feature decontamination (Sriyanto) 

941 

The lower recall values observed in 1D-CNN and LSTM indicate that these architectures struggle to 

capture meaningful relationships within the tabular feature representation. Unlike image or time-series 

datasets, the UNSW-NB15 features are primarily statistical aggregates of network traffic behavior rather than 

sequential signals. 

 

 

Table 3. DL model performance 
Model Accuracy Precision Recall F1-score 

MLP 0.8859 0.8723 0.9287 0.8996 
1D-CNN 0.8683 0.8690 0.8959 0.8823 

LSTM 0.8704 0.8659 0.9046 0.8848 

 

 

3.3.  Comparative discussion ML vs DL 

Experimental results demonstrate that ensemble-based ML models consistently outperform DL 

architectures on decontaminated tabular data. The superior performance of RF (0.9027) compared to MLP 

(0.8859) highlights the effectiveness of bagging strategies in reducing variance and improving generalization 

in structured datasets. This finding is consistent with [23], which reported that bootstrap aggregating 

significantly mitigates overfitting in tree-based models. 

Furthermore, the observation that classical ML models can match or exceed DL performance on 

structured feature representations aligns with [24]. A recent comprehensive review [25], also emphasizes that 

in ransomware detection, model performance is heavily influenced by data preprocessing quality and the 

suitability of the chosen architecture rather than model complexity alone. In this context, tree-based models 

demonstrate robustness against irrelevant or weakly informative features [13], [14], while XGBoost effectively 

captures complex feature interactions through gradient boosting mechanisms [6]. 

The relatively higher performance of MLP compared to 1D-CNN and LSTM can be explained by 

the mismatch between model inductive bias and data characteristics. The UNSW-NB15 dataset consists of 

statistical aggregation features [15], that lack explicit spatial or temporal dependencies. Consequently, 

architectures such as CNN and LSTM, which are designed to exploit spatial locality and sequential patterns, 

do not provide additional learning advantages and may introduce unnecessary model complexity, leading to a 

potential generalization gap [12]. These findings indicate that increasing architectural complexity does not 

necessarily lead to improved performance in tabular intrusion detection tasks. Instead, the results reinforce 

that model effectiveness is highly dependent on the alignment between data structure and learning 

assumptions. In this study, feature decontamination plays a crucial role by removing misleading attributes, 

forcing models to learn genuine behavioral patterns rather than exploiting hidden data leakage. This provides 

a more realistic evaluation compared to many prior studies that report overly optimistic results. 

However, it is important to acknowledge several limitations. First, the experiments are conducted on 

a single dataset (UNSW-NB15), which may limit generalizability across different network environments. 

Second, although feature decontamination improves evaluation reliability, it may also remove potentially 

useful high-level statistical indicators, which could affect model performance under certain conditions. 

Future work should therefore investigate cross-dataset validation and adaptive feature selection strategies to 

enhance model robustness. 

From a practical perspective, the results suggest that lightweight ensemble-based ML models 

provide an optimal balance between detection accuracy and computational efficiency. This is particularly 

relevant for real-time deployment in IDS within telecommunication infrastructures, cloud platforms, and IoT 

environments, where low latency and resource efficiency are critical. The findings also highlight that 

improving data quality and feature integrity is more impactful than increasing model complexity, offering 

important guidance for the design of efficient and scalable cybersecurity solutions. 

 

 

4. CONCLUSION  

This study has successfully evaluated the performance of ML and DL models for ransomware 

detection using a rigorous feature decontamination protocol on the UNSW-NB15 dataset. The results 

demonstrate that ensemble-based ML models systematically outperform more complex DL architectures on 

decontaminated tabular data. Specifically, the RF algorithm achieved the highest detection integrity with an 

accuracy of 0.9027 and a recall of 0.9507, which is vital for minimizing undetected ransomware threats. 

Among DL architectures, the MLP proved the most competitive, achieving an accuracy of 0.8859 and 

outperforming 1D-CNN and LSTM due to its suitability for aggregated statistical features. 

The primary contribution of this research is the validation that feature decontamination prevents 

overly optimistic results caused by data leakage, thereby providing a more realistic and defensible evaluation 
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of IDS reliability. The implementation of SMOTE successfully addressed class imbalance, ensuring high 

detection sensitivity without relying on biased dataset artifacts. These findings highlight that for tabular 

cybersecurity datasets, ensuring data integrity through feature decontamination can be more influential than 

increasing model complexity. 

From a practical perspective, the results suggest that ensemble-based ML models offer an effective 

balance between detection accuracy and computational efficiency, making them suitable for deployment in 

real-time IDS within telecommunication networks and cloud-based infrastructures. Future research may 

explore cross-dataset validation and the integration of these models into real-time edge computing 

environments to enhance ransomware detection in large-scale networks. 
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