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Abstract 
 The secure communication through synchronization between two identic chaotic systems have 

recently gained a lot of interest. To implement a robust secure system based on synchronization, there is 
always a need to generate new discrete dynamical systems and investigate their performances in terms of 
amount of randomness they have and the ability to achieve synchronization smoothly. In this work, a new 
chaotic system, named Nahrain, is proposed and tested for the possible use in secure transmission via 
chaos synchronization as well as in cryptography applications. The performance of the proposed chaotic 
system is tested using 0-1 test, while NIST suite tests are used to check the randomness statistical 
properties. The nonlinear control laws are used to verify the synchronization of master-slave parts of the 
proposed system. The simulation results show that Nahrain system has chaotic behavior and 
synchronizable, while the equivalent binary sequence of the system has excellent randomness statistical 
properties. The numerical results obtained using MATLAB for 0-1 test was 0.9864, and for frequency test 
was 0.4202, while for frequency test within a block was 0.4311. As a result, the new proposed system can 
be used to develop efficient encryption and synchronization algorithms for multimedia secure transmission 
applications. 
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1. Introduction 

Chaos is non-linear, designable modality and most complex steady-state performance. 
Chaotic systems are very sensitive to initial conditions and system parameters which make 
them preferred in security applications [1-3]. In recent years many of cryptosystems based on 
chaos have been researched. Most of them are based on the classical confusion-diffusion 
architecture proposed by Shannon. Compared to the conventional cryptographic algorithms 
(DES, 3DES, AES, etc.), the chaos-based cryptosystems provide several advantages, such as: 
very high security level, high speed especially in stream ciphers, increased flexibility, increased 
modularity, low computational overheads and computational power, and easier to be performed. 
These features make them more convenient for encrypting a wide range of data, such as 
videos, voices and images. Indeed, with a fixed block size, the advanced encryption standard 
(AES) is not suitable for selective video encryption and stream ciphers [4]. Designing of 
dynamical systems, intended to be used as base of cryptosystems, must be done so as to 
ensure the use of a set of associated control parameters’ values that leads to chaos. Moreover, 
the ergodic and randomness properties must be confirmed, as a certainty of high security level 
of the chaotic dynamical system [5]. 

Non-linear control laws regulate that chaotic systems can be synchronized by initiating 
various initial conditions. Nonlinear control laws are designed to ensure that the eigenvalues of 
the error system matrix always located within the unit circle in the z domain. This ensures the 
stability of the global estimate of error system and thus makes the master-slave system of any 
synchronization complexity [6]. The Synchronization of chaos systems has important 
applications in secure communications [7]. The famous functional application of synchronizing 
chaotic systems is the Pecora and Carroll (PC) [1]. In 1990, PC showed that systems of chaotic 
can be synchronized by using various introductory conditions. The original chaotic system 
introduced by PC consists of two particular sub-systems: the driver and the responder. Chaotic 
synchronization can be accomplished by creating a congruous responder sub-system  
at receiver module and driving it with the main driver, and this fact could be proved both 
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practically and theoretically. Since then, the PC method used in many secure communication 
and synchronization.  

In [1], a novel chaotic system for secure communication applications is introduced 
where the synchronization condition is proved by PC. In [8], a study of a new chaotic dynamical 
system and its usage in a novel pseudorandom bit generator is introduced. The new chaotic 
system was verified by using chaotic behavior test and randomness test. In [9], the dynamics, 
circuit design, and synchronization of a new chaotic system with closed curve equilibrium is 
introduced. The new system behavior have been tested by using phase portrait, and maximal 
Lyapunov exponents. In [10], Pseudorandom Number Generator (PRNG) based on Arnold cat 
map and statistical analysis is introduced where PRNG that generates bit sequences of two 
Arnold cat map outputs. The randomness test of bit streams obtained using this PRNG proved 
that the system provides high quality random bits. In [11], a novel chaos-based encryption 
algorithm over TCP data packet for secure communication is proposed. In this paper a new 
algorithm that can be used to encrypt data by using a novel chaotic random number generator. 
The randomness test of bit streams obtained using this PRNG proved that the system has good 
randomness properties. In [12], a unified chaotic map called PRBG for voice encryption in 
wireless communication is presented. The randomness tests of the generated bit streams 
proved its suitability for digital voice encryption.  

Although many new chaotic systems were proposed in the literature to serve for the 
applications of encryption or secure transmission using synchronization, these systems have 
complex structures which may limit their implementation. Furthermore, they are designed and 
tested for one level security approach. i.e. either for encryption based or synchronization based 
security purposes. In this paper, a new chaotic system of simple structure has been introduced 
to serve for both encryption and synchronization security. Its randomness performance has 
been checked statistically and synchronization performance has been verified by the nonlinear 
control laws methods. 

 
 

2. The Proposed Chaotic System  
A new chaotic system, we call it Nahrain, has been proposed. The nonlinear equations 

that describe the system are given in equation 1: 
 

               
    

           
                (1) 

             
 

Where a and b are the bifurcation parameters of the system. Through a series of numerical 
modeling and simulation associated with MATLAB, The phase portraits of chaotic behavior have 
been acquired by using system parameter values: a=1.52 and b=0.05. The schematic block 
diagram of the proposed Nahrain chaotic generator is shown in Figure 1. Figure 2 shows the 
phase portraits of the proposed system when its initial conditions are: X(0)=0.3, Y(0)=0.2 and 
Z(0)=0.1. It is clear from this figure that the attractors have strange shape which meets the well-
known properties of chaotic behavior. The other numerical and statistical tests required to 
confirm this behavior will be presented and applied for Nahrain system in the next two sections 
respectively. 

 
 

3. Performance Analysis tools for the Proposed Chaotic System 
The chaotic system behavior is very valuable and leads to confuse the communication 

data in order to increase security requirements. To confirm the proposed system behavior,  
a number of system's statistical analysis are presented and discussed. These analysis are 
categorized into two groups. The first group includes the tests that verify whether the system is 
chaotic or not. The second group includes the tests that are used to verify the randomness 
properties of the system according to the key that is created from the system. 
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Figure 1. MATLAB-simulink implementation of Nahrain chaotic map. 
 
 

 
 

Figure 2. Phase portraits of the proposed chaotic system: 
(a) X-Y, (b) X-Z, (c) Y-Z, (d) X-Y-Z 

 
 
3.1. Chaotic Behavior of Dynamic System Tests 

Lyapunov exponent and 0-1 tests of any dynamical system are mathematical quantities 
used to measure the system behavior whether it is chaotic or not. 0-1 test is presented by 
Gottwald and Melbourne [13]. The input numbers used in the tests are the keys generated from 
the dynamic system in time domain and the output is a number between 0 to1. The 0-1 test is 
more preferred to Lyapunov exponent test due to two reasons:  
a. There is no need for phase space reconstruction of the chaotic system. So, it is applied 

directly on the generated key from the system.  
b. It could be applied on the generated key even if the system is continuous, discrete, 

exponential data, maps, integer or fractional order system.  
The algorithm of the 0-1 test could be explained as follows:  
a. Assume a set of data f(n) sampled in time n, where n=1,2,3 …N, which represent a one 

dimensional data.  
b. Choose a positive real constant number r.  
c. Compute p(n) and s(n) as using the following equations: 

 
 ( )  ∑  ( )    (  ) 

           (2) 
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Calculate the mean square displacement M(n) as follows 

 

 ( )        
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       (4) 

 
The asymptotic growth rate is defined as: 

 

  
    ( )

     
         (5) 

 
The value of K for continuous system defines the system whether chaos or not, where K ≈ 0 
denotes that, the system is not chaotic (ordinary), while K ≈ 1 denote that, the system is chaotic. 
 
3.2. The Randomness Tests 

The randomness tests are used to prove the randomness of Chaotic Random Bits 
Sequence CRBS. The standard randomness test FIPS 140-2 are well known test standard [13]. 
If any CRBS passes the specified tests can be pretended as a good CRBS. The following tests 
are implemented on sequence of 20,000 bits of output from the generator [13-15]:  

a. Frequency (Monobit) Test: This test interest to the ratio of ones and zeroes for 
the whole sequence. The test objective is to evaluate the nearness of zeros to ½, which 
means that the ones and zeros in whole range is the same. All next tests rely on the 
crossing of this test [16]. 

b. Frequency Test within a Block: This test interest to the ratio of ones in a block with M-bit 
size. The test objective is to define if the frequency of ones in an M-bit block is near M/2 
or not [8]. 

c. Runs Test: This test interest to the overall number of runs in the sequence (run is a 
continuous sequence of congruous bits). The goal of this test is to define if the number 
of runs (of ones and zeros) of different lengths is as foreseeable for a random sequence 
or not [17]. 
In all above tests, P-value is calculated to define the strength of the evidence against 

the null hypothesis. For these tests, each P-value is the probability that an ideal random number 
generator would generate a less random sequence than the sequence that has been tested, 
given the type of non-randomness estimated by the test. If a P-value of the test is equal to 1, 
this means the sequence has ideal randomness while if P-value is equal to zero this means the 
sequence is totally non-random. A threshold value (α) can be chosen for the tests. If P-value ≥α, 
the sequence is random. If P-value<α, the sequence is non-random. Typically, α is in the range 
[0.001, 0.01] [18-19]. 

 
 

4. Simulation Results 
To verify the chaotic behavior and randomness properties of Nahrain system, a 

simulation model for the system using MATLAB is implemented. The numerical and statistical 
tests mentioned in the previous section are applied accordingly. This section presents first the 
results of chaotic behavior test, then the results of randomness test. Finally, it presents the 
model used for testing the synchronization of Nahrain system and its corresponding results. 
 
4.1. Results of chaotic behavior tests  

After implementing the 0-1 test to the Nahrain system, the following results of 
asymptotic growth rate K for different system variables are obtained: Kx=0.9864, Ky=0.9866, 
Kz=0.9856. According to the results of this test, since all system variables produces numbers 
very closed to 1 then it is a chaotic system and the chaotic behavior can be obtained from 
anyone of its outputs. 
 
4.2. Results of randomness test  

In this paper, we used method that is proposed in [20] to convert a chaotic sequences 
into binary ones as shown Figure 3. The conversion is based on comparing the outputs of two 
identical Nahrain chaotic maps running simultaneously with the same parameters (a=1.52 and 
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b=0.05) but with different initial conditions. The initial conditions for the first map are X1(0)=0.3, 
Y1(0)=0.2 and Z1(0)=0.1 while for the second map they are X2(0)=0.2, Y2(0)=0.1 and 
Z2(0)=0.2. The output binary sequences g1, g2 and g3 are generated by comparing the outputs 
of the two maps on sample by sample basis according to the following equations [20]: 

 

  (     )  {
          
          

}          ( )    ( )    (6) 
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Next a sequence of 20,000 consecutive bits of each output from the system is subjected 

to the tests mentioned in section 3.2 individually. The three tests results are given in Table 1. 
From the results in this table, we can see that the P-value of all the generated binary sequences 
are much higher than 0.01 which means the proposed system is random. It can also be seen 
that the randomness level of output X is the best among other outputs of the proposed system 
and as compared with the test results other works in [8],[10-12]. 

 
 

 
 

Figure 3. Random Bit Generator 
 
 

Table 1. The Results of the Randomness Tests 

Method 
Frequency (Mono Bit) Frequency (Block) Run Test 

P-value P-value P-value 

Nahrain 
X 0.4121 0.9202 0.4014 
Y 0.4041 0.9284 0.3934 
Z 0.1232 1 0.1158 

[6]  0.6434 0.3628 0.3489 
[8]  0.6640 0.2220 0.2410 
[9]  0.5850 0.4921 0.7858 

[10] 
X1 0.5580 0.9994 0.0284 
X2 0.3057 0.8730 0.0161 
X3 0.8814 0.9335 0.0100 

 
 
4.3. Results of synchronization test  

The synchronization capability of the Nahrain three-dimensional chaotic map given in 
Equation 1 is tested using nonlinear control laws. Figure 4 shows the block diagram of the 
Nahrain master-slave system configuration. The slave system is modeled as: 

 

 ̂        ̂  ̂   ̂ 
   ̂ 

        

 ̂     ̂              (9) 

 ̂     ̂    ̂       
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The phase error associated with each output is defined by: 
 

     ̂       

     ̂             (10) 

     ̂      
 

The control laws u1n, u2n and u3n are computed using the following formulas: 
 

     (           )  ( ̂    )    ( ̂    )      

                 (11) 

                
 
 

 
 

Figure 4. The Nahrain three-dimensional chaotic map master-slave system. 
 
 

The initial states of master system in Equation 1 are X(0)=0.3, Y(0)=0.2 and Z (0)=0.1, 

while the initial states of slave system are assumed to be  ̂( )      ,  ̂( )     , and  

 ̂( )      . Figure 5 and Figure 6 show the master-slave signals without and with using the 
control laws respectively. In Figure 6 it very clear that immediate synchronization of all three 
master-slave signals can be achieved after few number of samples. Figure 7 shows the master-
slave signals with different parameters. In master system the parameters used are a=1.52 and 

b=0.05 while for the slave system the parameters are  ̂      and  ̂     . This figure depicts 
the sensitivity of synchronization system to parameter change. Finally, Figure 8 shows the plot 
of synchronization errors associated with each system variable versus the sample number. This 
plot demonstrates that the error values become zero and perfect synchronization occurs in 
0.000091 sec. which is very short time. 

 
 

 
 

Figure 5. The master-slave Nahrain three-dimensional chaotic map 
without applying the synchronization control. 
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Figure 6. Synchronization of the master-slave Nahrain three-dimensional chaotic map 
 
 

 
 

Figure 7. The master-slave Nahrain three-dimensional chaotic map 
with different parameters values 

 
 

 
 

Figure 8. Time of the synchronization errors of master-slave Nahrain 
three-dimensional chaotic map 

 
 

5. Conclusion 
In this paper, a new three dimensional discrete chaotic dynamic system, named 

Nahrain is proposed. The proposed system successfully passes all numerical and statistical 
tests and proved its good randomness properties. The synchronization test of the proposed 
system showed that the synchronization occurs in a very short time. The good randomness 
properties and fast synchronization capability offered by Nahrain system qualify it for the use in 
designing robust encryption algorithms and real time secure transmission systems based on 
chaos synchronization. Therefore, it offers the possibility of realizing multi-level security system 
efficiently. 
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