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Since the advent of cellular networks represented by the first-generation
GSM to the current generations (4G, 5G) represented by the LTE network.
This brought about a qualitative revolution in cellular networks in terms of
quality, speed, and efficiency. The emergence of cellular networks
accompanied by the need to locate the user for commercial and marketing
purposes, therefore emerge need for the concept of location-based services
(LBS). However, with the increased reliance on cellular networks by users,
there appeared a second trend to locate the user for security purposes and
emergency. This was the first system established in the United States of
America, called federal communication commission (FCC) 911. Position
locating has also penetrated the military, security, and police investigations
fields to locate criminals. Therefore, we review the methods of determining
location in LTE networks. We evaluate each method and identify its
weaknesses. In addition, we determine the most appropriate method for law
enforcement. Based on the evaluation that showed the most effective way to

determine the location used by law enforcement authorities is the radio
frequency (RF) fingerprint. Then employment of artificial intelligence
(Al)/machine learning (ML) to obtain an optimal method.
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1. INTRODUCTION

The increasing demand for mobile phone networks is due to the services provided by these
networks, and because of the momentum of demand for cellular networks, a qualitative revolution occurred
in them, which we are currently witnessing in the LTE network (4G and 5G). At the same time, the need to
locate the user appeared in order to achieving financial gains as it invested in commercial marketing and
location services (LCS), which called location-based services (LBS) for example the nearest shopping mall,
restaurant, commercial show, gas station, cinema, and fast food. The other reason, which is to benefit from
locating the user in emergency situations, as the United States of America was a pioneer in this field by
establishing the 911 federal communication commission (FCC) system, which depends on locating
emergency callers [1]. It should note that every service that provided has two uses. First, which known as
normal use, for example, the regular user who benefits from these services to communicate with friends,
relatives, and the outside world. Second, which is known as abnormal use, for example, the use of these
services by organized crime gangs, terrorist organizations, and local criminals to perform their illegal actions,
so there was an urgent need to employ methods of determining the location of the user in military operations
and police investigations. Recently, criminal activity has evolved and greatly diversified in the performance
of criminal acts, this in itself represents a major obstacle and challenge to the law enforcement authorities.

Journal homepage: http://telkomnika.uad.ac.id


https://creativecommons.org/licenses/by-sa/4.0/

1222 O3 ISSN: 1693-6930

Because of these reasons, there was a challenge for researchers and developers to find the best method
characterized by high accuracy, rapid response, and low cost [2]. Therefore, the solutions offered varied as
well as their efficiency and method of work, but it is limited to providing solutions for the field related to
LBS. In this research, we review the methods used to locate the user, evaluate each method, and determine
the best approach that can used. In addition to the possibility of using these methods by law enforcement
authorities.

2. LTENETWORK

Before going into the details of the methods used to locate the user in the LTE network, we must
first know the additions and improvements that the LTE network brought and formed a qualitative revolution
in cellular networks. As the revolutionary change in the LTE network included all aspects (hardware
components, software, structure, and way of working), as the LTE network consists of two main parts (core
network and access network) with a lot of interfacing and signaling messages to ensure quality of service,
speed of response, and ensuring that the call does not drop as showing in Figure 1 [3]. In addition to that, in
the LTE network, there is a part for determining the location called positioning architecture, which is a
precedent in cellular networks due to the absence of this part in previous cellular networks. This makes the
handling of LTE positioning better and smoother when determining the location [3], [4]. The new positioning
architecture in LTE networks is promising for user equipment (UE) location, as well as other areas like
unmanned aerial vehicles (UAV) based cellular networks and LBSs.
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Figure 1. LTE architecture [3]

2.1. Positioning architecture

The position architecture in LTE contain three main components: i) LCS client, ii) LCS server, and
iii) LCS target. Each of these elements has its own function, as the LCS server work as an existence that
deals with the location of the LCS target device and collects some location information data, which in turn
helps the UE to locate the data when needed and gauge the LCS target location [3]-[5]. An LCS client
includes a component (hardware and software) and the LCS server to acquire the location data, as well as the
LCS server to process the instance and send the outcomes. In turn, the LCS client quickly appreciates it [3]-{7].

2.2. Control plane positioning

To conquer possible network crowding in a contingency scenario, control plane positioning is fast,
credible, and immune. LBS sessions established using the C-plane protocol, and assistance messages
exchanged using the ‘control' channels LTE positioning protocol (LPP). There are three ingredients which
called (network initiated location request (NILR), mobile terminated location request (MTLR), mobile
originated location request (MOLR)) is responsible for characterized the call flows of control plane [5]-[8].
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2.3. User plane positioning

The data link is used to send location information in user plane location determination of the LTE
network, where enabled by secure user plane location (SUPL). For the purpose of obtaining ancillary data
and processing SUPL messages, the SUPL must be eligible to interact with the evolved serving mobile
location center (E-SMLC). Relying on the data link, the LTE packet data network gateway (P-GW) and
serving gateway (S-GW) elements forward SUPL messages. In addition, the SUPL supports both key
positioning and emergency positioning [7]-[9].

2.4. Positioning techniques in LTE

In the LTE network, there are five standard ways to determine the location; each technique differs
from the other in its working and mechanism. Where researchers and developers tried to find a technique
characterized by high accuracy, speed of response, and low cost, so the technique varied to find an ideal way
to determine the location. However, the results were not satisfactory, so the hybrid methods and radio
mapping methods adopted. In this section, we debate the species of standard technique in LTE for
positioning, in addition to the hybrid methods and radio map methods.

2.4.1. Enhanced cell 1D

It is one of the oldest methods used to locate the UE in cellular networks (3G). The principle of this
method is to identify the tower to which the UE connected, as well as the scoter within the coverage range of
the tower, where this method called cell ID (CID) [10]. As for the LTE network and the revolutionary
developments associated with this network, there have been improvements to this method and for this reason,
it called enhanced cell ID (E-CID). The difference between the E-CID method and its predecessors is the
calculation of by which the UE and the evolved NodeB (eNB) are separated measuring round trip time (RTT)
[11]. This method contains three steps: first, it depends on the duration of sending a message in real time,
where the eNB measures the duration of sending a message in real time sent by a recipient as in (1) [12]:

eNBx —Tx = Tonprx — Tenprs (1)

Secondly, eNB then issues a time advance (TA) command to the UE; the purpose of this command is to
correct the uplink timing. Third, as a result, the UE measures the RTT and sends it back to the eNB as in (2):

UERx —Tx = Tygrx — Tugrx @)

The E-CID method has some benefits such as low cost, easy development does not require any user
interaction, and works with all types of phones. At the same time, it contains disadvantages first; the accuracy
is restricted and does not have stable results. Second, it affected by external factors. Third, it needs a
complete database and it needs to install an antenna array in the eNB. Final, it depends on at least three cell
towers to locate the UE, i.e. the method cannot implemented in remote areas [13]-[15].

2.4.2. Observed time difference of arrival

The main idea of this method is that the signal send from the UE more than tow eNBs can locate the
overlapping point [15]. The UE measures the reference signal time difference (RSTD) of sundry eNBs, then
statements these variations to the enhanced serving mobile location centre (ESMLC). Thus, the EMLC is
responsible for calculating the location of the UE by relying on the reported time differences and the location
of the eNBs [6]. It should note that when the UE linked to one eNB for a certain period, it is at the same time
exchanging data with other eNBs. The meaning of data trading with other eNBs is to ensure the quality of the
call as well as not to drop the call while withdrawing from the eNB broadcast field to which it connected, in
addition to easily distributing it while leaving the coverage area [1]-[3]. Therefore, depending on the
different receiving time of the signal sent from three cell towers to the UE, the relative distance of the UE
from each eNB can measured. The location of the UE specified by the interchange of the distance of each
eNB [12], [16]. This method has advantages such as it does not need any interaction by the user or the device
and good accuracy). Nevertheless, at the same time, this method suffers from an increase in cost due to the
addition of equipment to the network. Where additional devices called location measurement unit (LMU)
added, where they synchronize eNBs because they not synchronized with each other. The method also needs
to change the structure of the network to suit the nature of its work to operate with the required efficiency.
The process of developing the method is very complex and needs a long period. In addition, the method is
not effective in remote areas [9], [12], [17]-[19].
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2.4.3. Assisted global navigation satellite systems

With the help of an independent global navigation satellite systems (GNSS) system, mobile devices
can receive satellite signals and determine their location. GNSS is also able to receive signals from various
satellite systems like the United States global positioning system (GPS), the European Union's Galileo, the
Russian GLONASS, and the Chinese BeiDou. The technology also suffers from many difficulties, including
difficulty receiving data, energy consumption, processing speed, and time to first fix (TTFF) response time.
Therefore, there was an urgent need to address these shortcomings by developing or establishing an auxiliary
system for GNSS. As a result, assisted global navigation satellite systems (AGNSS) technology introduced. It
works initially by adding GNSS equipment to the network independently. Its purpose is to speed up the
transmission and reception of satellite signals [8]. The main difference between the work of GNSS and
AGNSS is that the latter improves several parameters, including reducing energy consumption, enhancing the
positioning process, and enhancing the sensitivity of the receiver. With all these improvements in AGNSS
technology, it still suffers from location determination in urban cities with the presence of tall buildings, in
addition to its limited use in smart devices, meaning that it does not work with old devices [17]-[19].

2.4.4. Radio frequency fingerprint

The radio characteristics of the cell serve as a basis for this positioning technology in the LTE
network. Where the UE sends the measurements periodically every 20 ms to the eNB, where the E-SMLC is
responsible for checking them. These measurements are CID, received signal strength indicator (RSSI),
reference signal received power (RSRP), reference signal received quality (RSRQ), angle of arrival (AOA),
observed time difference of arrival (OTDOA), and AGNSS. These measurements sent from UE to all nearby
eNBs in the area Figure 2. The method include two phases, the first called the offline phase and the second
called the online phase, each of these phases contains many operations [3], [20], [21].
a. The offline phase: in this phase, it contains many steps that must implemented to ensure that the method

works perfectly. They can summarized in [20]-[23]:

- Selecting the region in which the UE is to be located.

- Implementation of the partition model according to the nature of the area and the idea of the
developer, the partition model determines the accuracy of the method (i.e., whenever the partition
model is integrated, the results are ideal).

- The process collecting measurements or a measurements campaign, the measurements campaign can
take a long time depending on the specific region.

- Measurements integration in this step, it ensured that all measurements have collected according to the
partition model without any loss of measurements.

- The process of storing the measurements for the selected area after completing step d in a database.

- According to the purpose of the method, several operations can be performed on the database, such as
classification and distribution in accordance with the work of the method Figure 2.

b. The online phase: this method contains two steps [21]-[23]:

- Choosing one of the matching algorithms or a proposed algorithm for matching the measurements sent
from UE to eNB through E-SMLC with the database.

- Returns the match result as the location of the UE from step a Figure 2.
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Figure 2. Fingerprint structure
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2.4.5. Hybrid

In this method, two or more positioning techniques combined to obtain better results. For example,
to avoid the defects in AGNSS technology in cities when there are tall buildings, OTDOA technology used to
correct errors resulting from AGNSS technology [24]. In another case, three technologies collected such as
CID, AGNSS, and OTDOA [25]. Common disadvantages of this method are delay, cost, energy
consumption, and computational consumption.

3. LITERATURE REVIEW

In this section, we review the works and methods for UE positioning technologies that have
employed in LTE network. In addition to the improvements and developments to determine location, also the
problems encountered and how to overcome them. These solutions and developments added to the
positioning techniques because the results obtained from the standard methods were not satisfactory and need
to develop to keep up with the requirements facing the positioning technologies for many reasons. Each
method's defects also identified, by comparing the methods used and the approach taken. In addition, identify
the requirements for their works and drawbacks.

Research by Vaghefi and Buehrer [26], the UE positioning approach follows a collaborative
approach based on radio frequency pattern matching (RFPM). Well arranged to achieve this, the
device-to-device (D2D) communication protocol used to ensure that the UE communicates with other UEs in
the eNB service area. In increment to communicating with eNB. The basic idea of this method is to rely on
communication of the UE with other UE in addition to the eNB. This is to collect measurements. This
collaborative approach enabled using D2D that allows the UE to transmit signals with each other without the
need for another medium such as eNB. A localization algorithm has also developed to estimate UE location
by relying on direct measurements between UEs and eNB. Key features (cooperative radio frequency (RF),
D2D, and localization algorithm) and drawbacks (measurements taken from a single path lead to errors in
measurements and similarity problems, medium accuracy, computational complexity, long response time,
and requires at least three towers to work perfectly). Using a collaborative localization approach, the
researcher attempted to locate the UE in [27]. The collaborative approach uses a D2D communication
protocol with OTDOA and RTT measurements as well as a maximum likelihood estimator. Key features
(cooperative localization, D2D, OTDOA, RTT, and machine learning (ML)) and drawbacks (high cost,
requires synchronization of UE with each other in addition to eNB, computational complexity, and requires
at least three towers to work perfectly). Li and Lei [28] proposed converting the UE measurements into
grayscale images and applying deep learning (DL) to solve the problem of locating the UE. As well as
creating a fingerprint base based on grayscale images resulting from UE measurements conversion. Three
main steps adopted to achieve this. First, the deep residual network (DRN) loss function is calculated using
interrupt entropy. Secondly, DNN's dynamic learning rate is used. Third, finding the most appropriate
fingerprint to locate the UE, utilizing data optimization techniques. Finally, a hierarchical training model
based on DNN and transfer learning. The resent network used to obtain the improved fingerprint by training
the image fingerprint database. Transfer learning based on the feed-forward neural network (FFNN)
employed to obtain an ideal positioning model. Key features (deep neural network (DNN), resent, FFNN, DL,
transfer learning, and multilayer perceptron (MLP)) and drawbacks (high cost, high computing, response time,
computational complexity, suboptimal partition model, and requires at least three towers to function properly).

Sivers and Fokin [29] suggested relying on the OTDOA technique in addition to the positioning
reference signal (PRS) to locate the UE. Three algorithms also used to determine the location, linear least
squares (LLS), nonlinear Gauss-newton (GN), and Levenberg-Marquardt (LM), in addition to the Cramer-Rao
lower bound (CRLB) algorithm. Each algorithm's performance compared with CRLB. The results show that
the LLS algorithm has results close to LM in a specific case. Key features (LLS, GN, LM, OTDOA, and
CRLB) and drawbacks (high cost, high computing, response time, computational complexity, requires at
least three towers to function properly, and need to synchronize the UE with eNB). Gadka et al. [30]
proposed a method based on the OTDOA technique with cell specific reference signal (CSRS) instead of
PRS. This reliance came about because PRS loads radio network resources. In addition, an appropriate
algorithm used inside the receiver, to gauge the time of arrival (TOA) of the signal depending on the decision
sample of the cross-correlation function. The proposed algorithm determines the engagement threshold
amidst the received signal and the reference mode signal. Key features (OTDOA, CSRS, and software
defined radio (SDR)) and drawbacks (modified receiver, computational complexity, least three towers to
function properly, need to synchronize the UE with eNB, increased cost, and longer response time).

Research by Ma et al. [31] a method based on the multidimensional scaling (MDS) algorithm
proposed to remove the UE RSRP divergence. Where the MDS algorithm depends on the relative difference
in RSPR between two UE. In addition, the method uses minimization of drive tests (MDT) reports creating a
fingerprint database. In addition, the method uses a chip set added to UE to extract reports. Key features
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(MDS, RSRP, and MDT) and drawbacks (weakness of the proposed partition model, high computing,
relatively accurate, at least three towers are needed to function properly, relying on MDT reports to create a
fingerprint, adding devices to receive reports, and high cost). Zhu et al. [32] proposed a method based on TA
technology and OTDOA in addition to RSRP and RSTD. A fingerprint formed using TA, E-CID, PRS, and
cell specific reference signal (CRS). These two technologies combined to create an accurate fingerprint. After
completing the fingerprint database formation, the ML algorithm used to give a unified model for estimation.
This done by relying on values that produce an ideal distribution that makes the target data more likely. Key
features (OTDOA, TA, RSTD, RSRP, ML, and E-CID) and drawbacks (weakness of the proposed partition
model, high computing, relatively accurate, at least three towers are needed to function properly, high cost,
and need to synchronize the UE with all eNB in the service area).

Research by Han et al. [33] another approach taken through a mobile application running in the
android environment. This based on the relationship between the distances from the UE to the eNB. In this
application, this relationship analyzed to re-locate the UE. By analyzing measurements of received signal
strength (RSS) in addition to mobile country code (MCC), mobile network code (MNC), location area code
(LAC), and cell ID (CID). Key features (RSS, LAC, MNC, MCC, and E-CID) and drawbacks (need to UE
user intervention, need at least three towers to work properly, the accuracy is estimated, and the application is
only available for phones running on android). Research by Celik et al. [34] of the research an improvement
on E-CID technology based on RSRP, azimuth parameters, and COST 231 Walfish-lkegami path loss model
presented. The method implemented in two different ways as the first method depends on RSRP and azimuth
parameters. The second depends on the bandwidth, RSRP, and azimuth parameters. By comparing the
results, the second method excels at determining the location. Key features (RSRP, azimuth parameters,
COST 231 Walfish-lkegami path loss model, and E-CID) and drawbacks (medium accuracy, need at least
three towers to work properly, and response time).

Research by Mondal et al. [35], relies on a cluster-based RF fingerprinting approach, where the
fingerprint database formed based on LTE and Wi-Fi signals. The selected area scanned through a
smartphone that uses the Nemo Handy application in addition to the MDT to save time extracting
measurements. The fingerprint database is formed using E-CID and Wi-Fi technology, by three
measurements from each technology. Furthermore, in this approach, no preliminary training of the data takes
place, because it depends on reducing the search space through the cluster. Key features (E-CID, Wi-Fi, grid-
based RF fingerprinting, and hierarchical clustering, MDT) and drawbacks (medium accuracy, need at least
three towers to work properly, smart phones only, and partitioning model is not ideal). Ryden et al. [36]
proposes a new OTDOA technique based on RSTD to locate the UE. An iterative method hired to
characterize the first channel tap in the channel impulse response (CIR). Iterative methods used to obtain the
time delays associated with the first channel tap. After obtaining the results and comparing them with the
non-iterative methods, it found that the iterative methods had better results in determining the location. Key
features (OTDOA, TOA, RSTD, CIR, and iterative) and drawbacks (high cost, need at least three towers to
work properly, and synchronize the UE and all eNBs in the service area).

Wigren et al. [37] proposes a new OTDOA technique based on RSTD to locate the UE. This
approach synchronizes the uplink when creating a radio access (RA) for a UE wireless link. In addition to the
arrival time of the signal, it selected with high accuracy by sampling at a higher frequency. Moreover, the
Zadoff-Chu (ZC) sequence correlation method used in three cases (direct autocorrelation, autocorrelation
using additive white Gaussian noise (AWGN), and autocorrelation using multipath fading channel). Key
features (OTDOA, UTDOA, preamble detection, and passive positioning) and drawbacks (high cost, need at
least three towers to work properly, and synchronize the UE and all eNBs in the service area). Research by
Wigren et al. [37], an approach based on multi-RAT positioning nodes used to locate the UE. With the use of
OTDOA technology to create the fingerprint database, after forming the fingerprint database, one of the
cluster algorithms implemented to create clusters. In each cluster the cell ID and RTT are stored, and then a
polygon contraction algorithm used to calculate the cluster limits. Furthermore, in this method, no data
training takes place. It relies on defining cluster boundaries to reduce the search area. Through the analysis of
the results, it found that the proposed method improves the UE location. Key features (OTDOA, RTT,
polygon, multi-RAT positioning nodes, and cluster) and drawbacks (high cost, need at least three towers to
work properly, synchronize the UE and all eNBs in the service area, and response time).

Shakir et al. [38] proposes a hybrid approach that combines RSRP and cell service area in addition
to a simple prediction model. The method also depends on GPS measurements, antenna location, and antenna
direction. Then the root mean square error calculated to ensure the method's accuracy. The results showed a
relative improvement in the UE location accuracy. Key features (RSRP, GPS, simple prediction model, and
cell service area) and drawbacks (need at least three towers to work properly, not effective on older devices,
and response time). Research by Panchetti et al. [39], the OTDOA technique used to solve the
synchronization problem in which a proposed synchronization algorithm is implemented. This approach used
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PRS and precise timing. The algorithm results compared with AWGN, multipath channels, and the derivation
of theoretical bounds. The basis for the proposed algorithm is to assume that the synchronization has already
occurred for the server cell in addition to the neighboring cell with less error. Thus, the algorithm expands the
exact time synchronization depending on the signal model and enhances it when the SNR decreases. Key
features (OTDOA, PRS, proposed synchronization algorithm, and time synchronization) and drawbacks (need at
least 3 towers to work properly, synchronize the UE and all eNBs in the service area, assuming synchronization
causes a problem with knowing the exact time and is it compatible with other devices, and response time).
According to Rosado et al. [40], a hybrid approach used for the UE location combining an
appreciation model founded on equispaced taps with a time-delay appreciation based on joint maximum
likelihood (JML) time-delay appreciation and PRS. The effect of multithreading is addressed through a
combined time delay and channel estimator. The multipath can distinguished by random tapping between the
first two taps. Thus, the range performance in multipath improved, which reflected in the improvement in UE
location estimation. Key features (joint time-delay and channel estimation, PRS, multipath channel
modelling, and JML) and drawbacks (need at least three towers to work properly, synchronize the UE and all
eNBs in the service area, cost increase, medium accuracy, and response time). McDermott et al. [41]
proposed a collaborative approach based on uplink time difference of arrival (UTDOA) and RTT
measurements in addition to applying the ML algorithm to locate the UE. The basis of the proposed approach
is to allow the UE to communicate not only with the eNB in the service area but with neighboring eNBs as
well as with the UEs in the same service area using the D2D protocol. D2D used to create a synchronization
state between UE and eNBs. After extracting the measurements, the ML algorithm estimates the UE location. Key
features (UTDOA, RTT, collaborative approach, and ML) and drawbacks (need at least three towers to work
properly, synchronize the UE and all eNBs in the service area, cost increase, medium accuracy, and response time).
Chen et al. [42] proposed a hybrid method that combines TOA and AOA techniques, by collecting
seven TOA measurements and one AOA. The reason for suggesting these measurements is to mitigate non-
line-of-sight (NLOS). The method locates the UE by interrupting the seven reads of the TOA measurements
plus to one AOA. This is without the need to know the initial information about the NLOS. By comparing the
results with both the Taylor series algorithm (TSA) and the hybrid lines of position algorithm (HLOP), the
hybrid approach is superior in UE positioning. Key features (TOA, AOA, NLOS, and hybrid method) and
drawbacks (need at least three towers to work properly, synchronize the UE and all eNBs in the service area,
and cost increase). Li et al. [43] proposed a hybrid method that combines time difference of arrival (TDOA)
and GPS technology to locate the UE. This method founded on the Kalman filtering and least squares method.
Kalman filtering is used to process data in a dynamic environment. This reflected in a state vector where it
refreshed without prediction in real time through an iterative process. A Z transform and baseline restraint also
used to ameliorate the traditional features from accelerated segment test (FASF algorithm). Key features (TDOA,
GPS, Z transform, and Kalman filtering) and drawbacks (need at least three towers to work properly, synchronize
the UE and all eNBs in the service area, cost increase, power consumption, and only works with smartphones).
Liu et al. [44] suggested relying on protocol 11.802, in addition to the K-nearest neighbor (KNN)
algorithm with the development of some control parameters to define the location of the UE. According to
this proposed method, a database of fingers formed based on Wi-Fi signals, where the data collected in a
single path line. On the matching stage, the KNN used to match the UE measurements in real time with the
fingerprint database to locate the UE. Key features (11.802, Wi-Fi, and fingerprint) and drawbacks (need at
least three towers to work properly, the proposed partition model is not ideal, and only works with
smartphones). Mondal et al. [45] propose a multi-objective genetic algorithm (MOGA) to obtain independent
standardization of the grid cell layout (GCL) to locate the UE. The fingerprint database is formed using
OTDOA and MDT technology to extract RSRP. The method also improved in two stages. The first stage is
array-wise standardization of grid-cell units employing non-overlapping GCL. The second stage is creating
an overlapping GCL. Through the results, it found that the proposed method improved accuracy. Key
features (OTDOA, MDT, RSRP, and MOGA) and drawbacks (need at least 3 towers to work properly, the
proposed partition model is not ideal, expensive, needs to synchronize UE and all eNBs in the service area,
computational complexity, and medium accuracy).
Wigren [46] suggested relying on AOA, TA, and E-CID techniques in addition to RTT to locate the
UE. The fingerprint database formed founded on the measurements of the above techniques, the path of loss,
and RTT. The proposed method also shows how to create improved algorithms in order to increase accuracy
and reduce learning time. After forming the fingerprint database, one of the segmentation algorithms used to
form the cluster. The proposed algorithm calculates a point of contraction calculated better than the center of
the cluster, to deal with cases where the center of weight of the cluster is far of bounds. Polygon angles
calculated iteratively, and learning time reduced through a self-learning algorithm. Key features (E-CID, TA,
AOA, RTT, and cluster) and drawbacks (need at least 3 towers to work properly, the proposed partition
model is not ideal, needs to synchronize UE and all eNBs in the service area, computational complexity, and
medium accuracy). He and So [47] proposed a hybrid method that combines TDOA technology with
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fingerprinting based on the uplink sounding reference signal (SRS). Since the SRS contains information
about the time and strength of the received signal, it facilitates the formation of a fingerprint database. The
proposed method divided into two steps that facilitate the identification of the UE location. The first step is to
place sensors in the eNBs to estimate the TDOA. This procedure detects the peak in the SRS devices by
using the least squares calculation of a rough target location. The second step is to create a database of
fingerprints from sub-regions based on a DNN to get an appreciation of the final location of the UE. Key
features (TDOA, SRS, fingerprinting, DNN, and RSS) and drawbacks (need at least 3 towers to work
properly, the proposed partition model is not ideal, needs to synchronize UE and all eNBs in the service area,
computational complexity, and cost increase).

Alhafid and Younis [48] relied on OTDOA and RSTD technology in addition to the ML algorithm
based on reference correlation. In addition, this paper, the effect of many factors on UE location accuracy
known. Measurements from six adjacent cells used to prevent interference. Parameters such as PRS
bandwidth, PRS periodicity, PRS sequence, consecutive sub frames, and power distribution used to locate the
UE. Key features (OTDOA, RSTD, and ML) and drawbacks (need at least 3 towers to work properly, the
proposed partition model is not ideal, needs to synchronize UE and all eNBs in the service area,
computational complexity, and cost increase). Research by Fang and Ran [49] an approach based on a
collaborative filtering algorithm proposed to produce a real-time commercial positioning system. Strong
fingerprints generated based on TA and RSRP as well as GNSS MDT and KNN algorithm used for fast
matching. After creating the fingerprint database, a collaborative filtering algorithm used to remove abnormal
GNSS MDT measurements to increase UE location accuracy. Key features (TA, RSRP, collaborative
filtering algorithm, KNN, and fingerprint) and drawbacks (need at least 3 towers to work properly, the
proposed partition model is not ideal, needs to synchronize UE and all eNBs in the service area,
computational complexity, cost increase, and only works with smartphones).

4. DISCUSSION CHALLENGES AND DIFFICULTIES

According to the previous literature review, there have been many attempts to locate the UE.
Unfortunately, these attempts were limited to LBS to gain financial benefits or in emergency or disaster
situations. With these attempts and methods proposed in the literature, suffer from shortcomings in work. In
addition, no consideration given to what law enforcement authorities need to apprehend criminals.

4.1. Synchronize methods

Most of the methods employed (TA, AOA, TOA, TDOA, OTDOA, UTDOA, and collaborative
approach) are of fairly significant accuracy, but they suffer from [26], [27], [29], [30], [32], [36], [37], [39],
[41]-[43], [45]-[49]: i) need to synchronize the UE with the eNBs or the UEs in the cell's service area, ii)
cost increases, iii) computational complexity, iv) power consumption, and v) if three towers not achieved,
their work will significantly affected. Most methods that adopt these techniques are difficult to implement by
law enforcement authorities. It requires full access to the cellular network to know the required
synchronization time between the UE and the eNBs. This cannot achieved due to the policy of protecting user
privacy. In addition, it requires adding devices to the cellular network. This in turn increases the cost and the
time it takes to build the system.

4.2. Connectivity methods

In the case of other methods such as RSS, RSRP, and E-CID, they are low cost, do not need
synchronization, and have no computational complexity. However, at the same time, it suffers from low
accuracy and its reliance on three towers to function as required [31], [34], [35], [38]. It considered one of the
most used methods by law enforcement authorities because it relies on the UE's communication with the
eNBs. Through this method, the cell tower to which the UE is connected known, in addition to the sector
through which the UE is covered. However, the main problem is determining the exact location of the UE.
This is because the sector coverage area is large and difficult to determine based on this method alone.

4.3. Satellite methods

It is one of the most widely used technologies in smart phones, characterized by quick response, and
easy location identification. Nevertheless, at the same time, it requires line of sight (LOS) between the device
and the satellite. When this condition not met, it leads to a deviation in location determination. In addition,
this technology is one of its biggest disadvantages, its large energy consumption. Therefore, law enforcement
authorities cannot use this technology since it is limited to smart phones. In addition, the location
determination process is for a limited period. Therefore, we see a trend to integrate AGNSS technology with
another technology such as TA, which known as hybrid, to bypass energy consumption [17], [24], [29], [43].
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4.4. Radio frequency Fingerprint

As for the methods that take RF fingerprinting as an approach, they also vary in accuracy, cost,
computational complexity, and the need for synchronization. This is due to the technology used in fingerprint
formation. In addition to the existence of shortcomings in the proposed partition model for the specified area,
it was not at the required level with regard to dividing the area into sub-zones, the location of reference
points, and the process of taking measurements. However, the fingerprint represents a promising area to
invest in because it represents an open field, where more than one technology can be combined or rely on one
technology to form a fingerprint. However, the shortcomings must be addressed in partition model like must
be ideal in terms of the size of the sub-region and the distribution of reference points in it [22], [28], [32],
[35], [37], [44]-[47]. By reviewing, the previous literature that tried to address most positioning technologies
shortcomings or that provided a solution to a specific problem. This is shown in Tables 1 and 2. Added to it
from the point of view of law enforcement authorities is the development of these criminal organizations in

carrying out their illegal actions.

Table 1. Proposal work and the aim

Ref Cell tower Area Proposal work Aimed of work
[26] Atleastthree  Cities Collaborative approach Communication of the UE with other UE in addition
to the eNB
[27]  Atleastthree  Cities Collaborative localization approach Communication of the UE with other UE
[28] Atleastthree  Cities Converting the UE measurements Applying DL to solve the problem of locating the
into grayscale images UE
[29] Atleastthree  Cities OTDOA technique in addition to the  Enhanced the OTDOA with PRS
PRS
[30] Atleastthree  Cities OTDOA technique with CSRS Correlation threshold of the received signal and the
reference mode signal
[31] Atleastthree  Cities MDS algorithm Remove the UE RSRP variation
[32] Atleastthree  Cities OTDOA in addition to RSRP and Create an accurate fingerprint
RSTD
[33] Atleastthree  Cities Mobile application The relationship between the distance from the UE
to the eNB
[34] Atleastthree  Cities Improvement on E-CID technology The bandwidth, RSRP, and azimuth parameters to
locate the UE
[35] Atleastthree  Cities Cluster-based RF  fingerprinting  The fingerprint database is formed using E-CID and
approach Wi-Fi
[36] Atleastthree  Cities OTDOA technique based on RSTD An iterative method is used to distinguish the first
channel tap in the CIR
[50] Atleastthree  Cities Boot sequence capture approach and  Synchronizes the uplink when creating a RA for a
OTDOA UE wireless link
[37] Atleastthree  Cities Multi-RAT positioning nodes and  Calculate the cluster limits
OTDOA fingerprinting
[38] Atleastthree  Cities Hybrid approach that combines Ensure the method's accuracy
RSRP and cell service area
[39] Atleastthree  Cities  Synchronization algorithm Synchronization has already occurred for the server
cell in addition to the neighboring cell with less
errors
[40] Atleastthree  Cities JML time-delay estimation and PRS ~ Combining an appreciation model founded on
equispaced taps with a time-delay appreciation
[41] Atleastthree  Cities Collaborative approach based on To create a synchronization state between UE and
UTDOA and RTT eNBs
[42] Atleastthree  Cities Hybrid method that combines TOA  Located the UE by interrupting the seven reads of
and AOA the TOA measurements plus to one AOA
[43] Atleastthree  Cities A hybrid method that combines State vector it is refreshed without prediction in real
TDOA and GPS time through an iterative process
[44] Atleastthree  Cities Relying on protocol 11.802 and A database of fingerprint is formed based on Wi-Fi
KNN signals
[45] Atleastthree  Cities MOGA  Algorithm to  obtain  Improved accuracy of located UE
independent calibration of the grid
cell layout GCL
[46] Atleastthree  Cities Relying on AOA, TA, and E-CID Increase accuracy and reduce learning time
[47] Atleastthree  Cities A hybrid method that combines DNN to get an estimate of the final location of the
TDOA with fingerprinting based on  UE
the uplink SRS
[48] At least six Cities  Relied on OTDOA and RSTD Measurements from six adjacent cells were used to
prevent interference
[49] Atleastthree  Cities Collaborative filtering algorithm Produce a real-time commercial positioning system
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Table 2. Comparison of positioning techniques depending on several criteria
Response Hardware Accuracy

Problem . Solution approach Cost Power Complexity . Ref
time change Rear City
UE High  Collaborative based RFPM ~ Medium  Medium Yes Yes Poor Medium [26]
communicates Low  Collaborative based High High Yes Yes Poor Good  [27]
with other UEs OTDOA AND RTT
in the eNB Medium Collaborative approach High Medium Yes Yes Poor Good  [41]
service area based on UTDOA and RTT,
ML algorithm
Bypassing radio High  Converting the UE High High No Yes Poor Good  [28]
signal measurements into grayscale
interference images
Choosing the best Medium OTDOA technique and PRS High High No Yes Poor Good  [29]
algorithm among
(LLS, GN, LM,
CRLB)
Avoid loads High  OTDOA technique with High Low Yes Yes Poor Good  [30]
radio network CSRS
resources
Eliminate the UE  Medium MDS algorithm High Medium Yes No Poor Medium [31]
RSRP difference
Unified model Low  Fingerprint based OTDOA, High High No Yes Poor Good  [32]
for estimation TA, E-CID, RSRP, RSTD,
PRS, CRS
Located UE Low  Mobile application running ~ Medium High Yes No Poor Relative [33]
in the Android environment.
Improvement E-  Medium Bandwidth, RSRP and Medium Low No No Poor Medium [34]
CID azimuth parameters
Reducing the Medium Cluster-based RF Low Low No No Poor Medium [35]
search space fingerprinting
Identify the first Medium Iterative method on OTDOA  High High No Yes Poor Good  [36]
channel tap with RSTD, CIR
Synchronizes Medium Sampling at a higher High High No Yes Poor Good  [50]
the uplink when frequency
creating a RA
fora UE
wireless link
Calculate the High  Fingerprint based OTDOA, High High No Yes Poor Good  [37]
cluster limits RTT, E-CID
Ensure the High  Hybrid approach combines ~ Medium High No No Poor Good  [38]
method's RSRP and cell service area
accuracy
Synchronization Low OTDOA, proposed High High Yes Yes Poor Good  [39]
problem synchronization algorithm
The effect of Low  Hybrid approach combining High Medium Poor Good  [40]
multithreading an appreciation model based
on equispaced taps and time-
delay appreciation based on
JML time-delay estimation
Mitigate NLOS Low A hybrid method combines High High No No Poor Good  [42]
TOA and AOA
Process dataina Medium hybrid method combines High High Poor Good  [43]
dynamic TDOA and GPS
environment
Determine the High  Fingerprint based on Medium  Medium No No Poor Good  [44]
location of the protocol 11.802, in addition
UE to KNN algorithm
Independent Medium Fingerprint based OTDOA High Low No Yes Poor Medium [45]
calibration of and MDT, MOGA
the grid cell Algorithm
layout GCL
Reduce learning Low  Fingerprint based AOA, TA, High Medium No Yes Poor Good  [46]
time and E-CID, RTT
Detects the peak Medium Hybrid combines TDOA High Medium Yes Yes Poor Good  [47]
in the SRS fingerprint based on uplink
devices SRS
Prevent High  OTDOA and RSTD High Medium No Yes Poor Good  [48]
interference technology in addition to the
ML algorithm
A real-time Medium Collaborative filtering High High No Yes Poor Good  [49]
commercial algorithm, fingerprints are
positioning based on TA, RSRP, GNSS
system MDT, KNN
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Most of these organizations well aware of the shortcomings in locating methods and trying to
exploit these shortcomings to their advantage. First, for example, smart phones are not used by these
organizations, but rather they rely on old-fashioned phones that are not equipped with GPS or any smart
application, so any method that relies on smart phones becomes ineffective. In addition to methods that
depend on user intervention to determine location. Secondly, these organizations avoid densely populated
residential areas or cities to refuge, knowing that most of the roads depend on three towers to determine their
location. That is why they resort to remote areas (countryside, desert, and mountain) to take them as a refuge
because the condition of three towers not met in those areas, which is the basis for locating methods. Finally,
researchers and developers not address these problems and support law enforcement authorities to perform
their duties is due to the lack of financial returns. That is, remote areas have a small percentage of the
population, so there is no financial sense in establishing a positioning system such as LBS. Furthermore,
companies that provide cellular service are looking for profit gains, so we see a focus on the city by covering
the city with the largest number of cellular towers to withstand the momentum on the network and ensure
quality of service (QoS). In remote areas, the percentage of the population is low and the financial returns are
low, so those areas only served by one cell tower. However, with an amendment the strength of the
transmitted signal is high to cover the largest possible area. In addition, the researchers see that it is not
feasible to invest in those areas with the presence of the GPS navigation system, as it is not very effective and
accurate due to LOS between the device and its satellites.

4.5. Law enforcement requirements for locating UE

Through what has discussed to establish a method that assists law enforcement authorities in
carrying out their duties. Keep in mind that the requirements for creating a method to assist law enforcement
authorities differ from the requirements for LBS-based or emergency situations. These requirements include:

- Response time: time is a crucial factor when dealing with any accident or crime, so the response time
between the time of the accident and the time it takes to locate the site should be as short as possible.

- Cost: the cost of establishing and implementing the method should be as low as possible since we are not
anticipating financial returns.

- Computational complexity: the computational complexity must be reasonable to ensure response speed in
addition to not increasing the cost.

- User interaction: the method should not require user interaction to locate the user's phone.

- Phone type: in order for the method to work effectively, it must encompass all types of phones, not just a
specific type of phone.

- Added devices: the method must not need to add any devices to the network or the phone, because this
increases the cost and time of creation. In addition, there is no guarantee that criminals will use the
modified phone.

- Accuracy: the method must be accurate in determining the phone's location, to reduce search space.

- Energy consumption: the method should consume the least amount of energy.

- Number of cell towers needed: the method should work best with one cell tower. This is to ensure that the
phone is located in remote areas.

- Remote area

5. CONCLUSION

In this paper a survey was proposed in which a revision was made for the positioning technologies
and the main process done to accomplish the positioning requirements. As well as, a discussion of the main
improvements made to these technologies in order to obtain the required satisfactions. In addition to the
deficiency of the law enforcement authorities used to define the location of a UE, one of the biggest
challenges of the localization procedure that can occur is locating in remote areas, especially areas covered
by a single cell tower, this survey concludes that the best reliable approach to be adopted is the RF fingerprint
of a mobile device. As result, the survey provide the importance of the discussed field in order to invest in,
for the following reasons; first, it provides the reasons to avoid the technologies that need synchronization,
second, give advantage of relying on communication between the UE and the eNBs to exchange information
in order to take measurements, third, how to avoid relying on collecting measurements from one track to
localize mobile devices by creating a clustering model for the target area, finally, we discussed the use of
artificial intelligence techniques such as reinforcement learning (RL), DL, and deep reinforcement learning
(DRL) for classification and matching points in order to have better localization process. So far, according to
what has seen and reviewed of the works related to locating the phone in the LTE network, no addressing has
done or addressing the locating of the cell phone through a single cell tower.
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